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Getting Started

1.1 Lab Topology

Silverline
gnaling : htps://api fSsilveriine.com
Ponal : https://portal fSsilveriine.com

F5 Silverline Cloud DDpS Scrubbing Center

Attacking lps
Bad Actor © 10.1.17.220-225
Single IP : 10.1.17.250

10.1.1.7 (ssh,console) Floods : Random
10.1.1.4 (ssh,console)
1
Secure Internet Good | | A |
ttacker
Gateway Traffic
10.1.23]11/21 10.1.17.250/21
Y. — 10.1.1.245(ssh,https,console) Hy = Default VLAN Group
Vian1 | Defender 10.1.20.240/21

—| Vian 20 |

| LAMP | Auction

10.1.1.2 (ssh,console)

10.1.1.6 (console)

Protected Objects
ServerNet: 10.1.20.0/24
ServerS: 10.1.20.15
DNSServer: 10.1.20.14
Serverl : 10.1.20.11




1.1.1 Access and Credential Summary
You will using the Win7 jumpbox to access other systems for all labs. You will use Putty that has been pre-

configured with appropriate keys in order to access the DHD CLI, Good Client, and the Attacker systems.
The short cuts are on the desktop. You will be logged in as “root”.

1.1.2 Lab Components

System Username Password
Ravello Given at site | Given at site
Win7 Jumpbox external_user | fSDEMOs4u
Hybrid Defender - WebUI | admin fSDEMOs4u
Hybrid Defender - CLI root f5DEMOs4u
Good Client ubuntu Use key
Attacker ubuntu Use key
Auction CLI root default

Lamp CLI root default

Lamp X-Server Shell xubuntu <no password>

1.2 Accessing the Lab Environment

1.2.1 Task 1 — Open your RDP client and connect to your Windows Jumpbox

» A URL will be provided by your Instructor at the training site that will access the training portal.
+ Click the Jumpbox RDP link.




O Stoppingin: 03:53 (hr:min)

@ Help

Jumpbox Attacker
rdp RDP
CONSOLE SSH: 52.41.33.162
Port: 22
CONSOLE
username: external_user Console/RDP Logins:
password; password U: f5student P: fSDEMOs4u

Urinstructor P: fSDEMOs4u

MORE ~

vLab-LAMP Good Traffic

PHPauction

No services

CONSOLE

root/default

This will RDP to the Jumpbox where you will work all the labs from.

F5 DDOS Hybrid Defender

GUI

SSH: 52.88.157.61
Port: 22

CONSOLE

MORE ~

TMOS version 13.0.0.0.0.1645
GUI: admin/f5DEMOs4u
SSH: root/f5DEMOs4u

Note: Use the show options to provide details.

* Login to the Jumpbox

» User name: Jumpbox external_user. Password: fSDEMOs4u

&, Remote Desktop Connection = =

u| Remote Desktop
~>¢ Connection
General | Display [ Local R | Programs | Experience | Ad

Logon settings
m&. Enter the name of the remote computer,

Computer: 35.184.89.246 A

Username:  extemal_user

You will be asked for credentials when you connect.
[7] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
l saved connection.

[ save ][ Savets.. |[ Open. |

(& tide Opions | Comeat || Hep |




* Click YES at the warning

%, Remote Desktop Connection &J

(g The identity of the remote computer cannot be verified. Do
".*/ you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security cerificate. It may be unsafe to proceed.
Certificate name

gl MName in the cedificate from the remote computer:
JUMPBOX

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate

1\ The cedfficate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

Dont ask me again for connections to this computer

View cerfficate... | Yes I

Note: All Exercises/Tasks are to be completed from the Windows Jumpbox. There are various shortcuts —
Chrome Incognito, Putty shortcuts, Licensing Folders on the jumpbox that you will use through the exercises.




Class 1: Introduction to DDoS with F5 Herculon

DDoS Hybrid Defender, a hybrid DDoS solution that offers comprehensive protection, high availability, and
is easy to deploy and manage. It guards against aggressive volumetric and targeted DDoS attacks, includes
hardware-assisted DDoS mitigation, and optionally, connects with Silverline, a cloud-based scrubbing ser-
vice.

This class covers the following topics:

+ Initial Set-up, Device Configuration and Protected Object Configuration.

2.1 DDoS Hybrid Defender Setup

In this module you will learn how to complete the initial setup of F5 Networks DDoS Hybrid Defender

2.1.1 Lab 1 — DDoS Hybrid Defender Setup

Estimated completion time: 45 minutes

Task 1 - Initial Set-up

» Open a web browser and access supplied link.(Given at Location)

» Login to the BIG-IP Configuration Utility via your preferred browser?

Note: When you first power up a F5 DHD device you would go through the steps of Licensing
and Provisioning. We have assigned the management IP, hostname, NTP and DNS servers.
You will be re-activating the license using a new license key.

On the System > Platform page configure the following, and then click Update.

Host Name <your name>.f5demo.com
Root Account (Password and Confirm) f5DEMOs4u
Admin Account (Password and Confirm) | fSDEMOs4u

This will log you out. Log back in




+ On Device Management->Devices select the device and then click “Change Device Name...".
Update the device name to match the hostname you have chosen. Retain Current Authority

+ Click Update to save changes

» Review and Verify the following: System -> Configuration -> Device -> NTP page add pool.ntp.org
to the Time Server List, and then click Update.

» Review and Verify the following: System -> Configuration -> Device ->DNS page add 8.8.8.8 to the
DNS Lookup Server List, and then click Update.

* Open the System > License page and re-activate the BIG-IP system using the new development
license key using Manual mode. Copy and Paste License file.

General Properties

License Type Evaluation
Licensed Date May 20, 2017
License Expiration Date Jul &, 2017

e DDOS Hybrid Defender, VE-3G (LRTCHQJ-GZYOY JH)
o Max Compression, VE
o SSL,VE
o Routing Bundle
» |Pl Subscription, 1Yr, VE-3G(Subscription) (RKBIWRR-KSXWUKC)
o Subscription expires after Jul 5, 2017

Active Modules

Optional Modules » [Pl Subscription, 3Yr, VE-3G
Inactive Modules

Re-activate .

* Click Next and explore Resource Provisioning page

Note: The above task ensures that you are using a purpose built DDoS Hybrid Defender. If you are familiar
with other F5 Modules/Technology that you have used in the past, you will notice that we have none of those
provisioned.

* When done click Submit.
» Access the Jumbox via RDP. PuTTY into the Hybrid Defender. Login with root and restart services
bigstart restart

Take a break, ask questions, talk to your neighbor ..it will take several minutes to restart

Note: You MUST re-activate, even if the current license key hasn’'t expired. For Silverline access each
BIG-IP system must use a unique license key.

Task 2 — DDoS Hybrid Defender iApp and Base Configuration

+ In the BIG-IP Configuration Utility, open DoS Protection > Quick Configuration page.
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« Select Install RPM method of Onboard
» Click Install

DoS Protection » Quick Configuration

Import Package
I Install Method ‘ I Use Onboard RPM :

* Open the About page

DoS Protection » Quick Configuration » Protected Objects

¥% + Protected Objects ' Logging Silverline Network Configuration = Global Settings High Availability About

» This page displays the current version of DDoS Hybrid Defender (DHD). You use this page to install
and update the iApp LX version for DHD when newer versions are released.

DoS Protection » Quick Configuration » About DDoS Hybrid Defender

7+ - | Protected Objects | Logging Silverline Network Configuration | Global Settings High Availability About

Q DDoS Hybrid Defender
13.0.0-2.0.96

Upgrade

I File Name Choose File = No file chosen

Install

* In the BIG-IP Configuration Utility, click iApps, Templates and Import, importing the two templates
located on the jumpbox documents folder.

iApps » Templates : Templates

% + Template List
—

F5 iApps and Resources

Display Options
‘ Template Type ‘ ["] Show deprecated templates |
[v| ‘ 4 Name |Vi=|idily ‘ Associated Application Services | « + Certificate | © System-supplied | + Partition / Path
5.bea_weblogic None: Yes Common
f5.cifs 'S None Yes Common
5 diameter 'S None Yes Common
5.dns 'S None Yes Common
fo.ftp 'S None: Yes Common
5.http None: Yes Common

» Use the Browse and Upload buttons. (You will do this once for each template)

« In the BIG-IP Configuration Utility, open iApps > Application Services and select Create

11



iApps » Application Services : Applications

# - Application Service List

F5 iApps and Resources

.

Search Create...

+ Template ‘ Template Validity + Partition / Path

'« | ~ Name

No records to display.

Delete...

* You will be creating two services based on the two Silverline Templates:
— F5.silverline_connector

— F5.silverline_dos_monitor

iApps » Application Services : Applications » New Application Service...

]
Template Selection

Name silverline_connector

+ None - Do not use a template

Template /Common
f5.bea_weblogic
Cancel f5.http

f5.microsoft_iis
f5.microsoft_sharepoint_2010
fb.oracle_as_10g
f5.oracle_ebs

f5.peoplesoft_9
f5.sap_enterprise_portal
f6.sap_erp

f5.silverline_connector
f5.silverline_dos_monitor

» Use the default settings for the Silverline connector

» Use the Silverline username and password supplied

Note: This is case sensitive — make sure email address is all lowercase

12



iApps » Application Services : Applications » silverline_connector
E« 3

Properties Reconfigure

Components

Security

Template Selection: | Basic %]

Name silverline_connector
f5.silverline_connector 4| Change...
Template
Show deprecated templates

Welcome to the iApp for the F5 Hybrid C

Introduction This template allows this BIG-IP and it's sync-failover Device Group peers to connect to the F5 Silverline Cloud Platform.

Version v1.0.4 Build: 3

Check for Updates Check for new versions of this template on the F5 Silverline Kr ige Base website | J fSsilverli /articles/219435867).
Template Options

Do you want to see inline help? | | Yes, show inline help 5

Inline help is available to provide contextual descriptions to aid in the completion of this configuration. Select to show or hide the inline help in this
are always visible, no matter which selection you make here.

p notes and
piiRchiconfigurationiodaida Basic - Use F5's recommended settings 4
you want to use?

v

This template supports basic and advanced configurations modes. Basic mode exposes the most commonly used settings, and automatically configures the rest of the options based on
F5's recommended settings. Advanced mode allows you to review and change all settings. If you are unsure, select Basic.

F5 Silverline User Credentials

F5 Silverline Username dhd2017us@f5agility.com

F5 Silverline Password

cannot have Read-Only rights.

Please enter valid Silverline login credentials that will be used for device registration. Username should be entered in the format of: user@:

ple.com. The user ials used here

iApps » Application Services : Applications

1% ~  Application Service List

F5 iApps and Resources
silverling “ReselSearch
‘ + Name 4 Template Template Validity | ¢ Parition / Path
L silverline_connector

5.silverline_connec tor

Common/silverline_connector.app

+ Create the 2" service for the Silverline DOS Monitor (f5.silverline_dos_monitor)

iApps » Application Services : Applications » New Application Service..

J

Template Selection

Name silverline_dos_monitor
T lat v None - Do not use a template
SHIDE /Common
f5.bea_weblogic
Cancel e

f5.microsoft_iis
f5.microsoft_sharepoint_2010
f5.oracle_as_10g
f5.oracle_ebs

f5.peoplesoft_9
f5.sap_enterprise_portal
f6.sap_erp
f5.silverline_connector

f5.silverline_dos_monitor

7,

» Use the default settings for the dos_connector except for Volumetric Attack Event Monitoring, switch
the network object from interface to VLAN.
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Welcome to the iApp template for the F5 Silverline DoS Monitor

Introduction This iApp monitors for Volumetric DoS attacks and individual bad-actors and notifies the F5 Silverline Cloud Platform if found.
Version v1.0.4 Build: 8
Check for Updates Check for new versions of this template on the F5 Silverline Knowledge Base website (https://support.f5silverline.com/t i 19435867).
Additional features available This system is not currently provisioned to run the BIG-IP Application Security Module (ASM). Some features will not be available.
Additional features available This system is not currently provisioned to run the BIG-IP Advanced Firewall Manager (AFM). Some features will not be available.
Template Options
Do you want to see inline help? Yes, show inline help H]
Inline help is available to provide contextual iptions to aid in the pletion of this ¢ Select to show or hide the inline help in this template. Important notes and warnings

are always visible, no matter which selection you make here.

Which configuration mode do

you want to use? Basic - Use F5's recommended settings [

Th\s template supports basic and advanced configurations modes. Basic mode exposes the most commonly used settings, and autematically configures the rest of the options based on
ings. mode allows you to review and change all settings. If you are unsure, select Basic.

Volumetric Attack Event Monitoring

Do you want to enable

monitoring for Volumetric DoS Yes %

Events?

What network object type do you E

want to monitor? & (W=D 4
VLAN

TNIS IApp aepioyment can monitor either a VLAN or an Interface for bandwidth utilization. Select the best network object type for your environment and configuration.

: No valid il must be 'Up' to be selected.
The interface selected above will be monitored for ingress bandwidth utilization to detect for DoS attacks.

What is the aggregate Intemet

bandwidth (in Mbps) 1000
Define the aggregate Internet bandwidth for all active ISP links in Megabits per second (Mbps). Example: Dual 1 Gbps links would be defined as 2000 Mbps. Also, changes in Internet
bandwidth, such as adding another circuit or increasing total bandwidth, will require reconfiguring this iApp.

Define the prefix(es) and Prefix CIDRMask| 24 4] x

mask(s) that should be
communicated to F5 Silverline. Add

The prefix(es) and mask(s) defined above will be sent to F5 Silverline as part of the DoS Detected API alert message. The prefix/mask information can help expedite mitigation of traffic.

Cancel Repeat  Finished

* Open the DoS Protection > Quick Configuration Network Configuration page.

DoS Protection » Quick Configuration » Protected Objects

% + Protected Objects Logging Silverline Network Configuration

« In the Default Network section click default VLAN.

« Configure the VLANSs using following information, and then click Done Editing.

Internal: VLAN Tag 20

Internal: Interfaces 1.2 Untagged

Internal: IP Address / Mask | 10.1.20.240/21 (Click Add)
External: VLAN Tag 10

External: Interfaces 1.1 Untagged (Click Add)
Default Network
VLAN Group ‘ Network | VLAN Tag ‘ Interfaces | IP Address / Mask (Port Lockdown)
defaultVLAN Internal 20 1.2 (UnTagged) 10.1.20.240/21(Allow None)
External 10 1.1 (UnTagged)

At the bottom of the page click Update to create the default network.
Open the Network > VLANs > VLAN Groups page and click defaultVLAN.

A Bridged (VLAN Group) L2 configuration consistent recommended practices for most deployments
was automatically created

Open the Network > DNS Resolvers > DNS Resolver list page and click Create.
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» Enter default_ DNS_resolver and then click Finished.

» A DNS resolver is required by bot signatures to allow for proper detection of benign search engines
such as Google and Bing.

* On the Jumpbox desktop, PuTTY to the BIG-IP

* Login as root

* Verify DNS by typing the following
nslookup api.fbsilverline.com

» Type the following to verify the correct date setting:
date

« If the BIG-IP system date is not accurate, correct it using the following commands:

bigstart stop ntpd
ntpdate 10.1.1.254
bigstart start ntpd

Task 3 — Configure Silverline Signaling

« In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page.

* Open the Silverline page.

DoS Protection » Quick Configuration » Protected Objects

7+ « | Protected Objects | Logging Silverline

-

» Configure using following information, and then click Update.

Username dhd2017us@f5agility.com
Password HybridDefense!Wins!
Service Address | https://api.f5silverline.com

* Register the device with the Silverline iApp, to provide bandwidth utilization updates in iApps-
>Application Services->Applications->silverline_connector. In the iApp, select Reconfigure and
then click Finished. This will cause the iApp to register under the new device name.

» Use a web browser and access https://portal.f5silverline.com.
* Log in with the above credentials

* In the Silverline browser, open the Config->Hybrid Configuration->Hybrid Device Management
page.
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mailto:dhd2017us@f5agility.com
https://api.f5silverline.com
https://portal.f5silverline.com

@ Silverline’

Config lll  Monito

Routed Configuration

Learn More Hybri Hybrid Configuration
Hybrid Device Management

AP| Tokens

» Locate your DHD device by searching for (<your name prefix>
* Click the Approve button to approve device registration.

Hybrid Devices for F5 Training

Learn More Hybrid Device Integration | Download the Signaling iApps

.fbdemo.com) .

Show 10 v entries Search:
Registered
Host Device Token Device Type At Tags
t.byerly-dhdv2.fsdemo.com 2c:c2:60:75:f3:9f-564dadcc-a795-99fc- BIG-IP 2017-05-22 hostname:t.byerly-dhdv2.fSdemo.com,
24afead600c3 18:50 (UTC) iapp_instance:silverline-connector,
silverline_connector
t.byerly-dhdv2.fsdemo.com 2C:C2:60:75:F3:9F-EIAPC-JEGXE-XOLTQ-IANYN-  Herculon DHD 2017-05-22 hostname:t.byerly-dhdv2.fSdemo.com,
YTNQRZX 19:38 (UTC) iapp_instance:pbdos, silverline_connector

Showing 1 to 2 of 2 entries

Previous

Note: For Silverline device registration to function properly there must be some specific considerations.
The BIG-IP system must have a unique device ID, which is comprised of attributes like Base MAC and
registration key. In Ravello and similar virtual environments the Hybrid Defender VE must be re-licensed

uniquely each time.

Task 4 — Configure DHD Device Bandwidth Thresholds

* In the DoS Protection > Quick Configuration page, open the Protected Objects page.

* In the Network Protection section click Create.

» Configure using following information, and then click Save.

Maximum Bandwidth: Specify

500

Scrubbing Threshold: Type

Percentage

1.20Scrubbing Threshold: Value

75

Advertisement Method

Silverline

Scrubber Details: Type

Advertise All

16
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DoS Protection » Quick Configuration » Protected Objects

‘_‘ ¥+ -~  Protected Objects = Logging Silverline Network Configuration | Global Settings High Availability About
—

Device Protection
Name DDoS Configurations | Action
Device Configuration Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIP, Other Log And Mitigate
Network Protection Delete  Edit
Maximum Bandwidth Scrubbing Threshold | Advertisement Method Scrubber Details
Specfy.. % 500 Mbps Type: Tope:
Percentage % Advertise All
Value: IPv4:
75 % of 500 Mbps any
1Pv6:
Save  Cancel
any6
Protected Objects Create
) [ Protected Object
| [ Neme | Deployment Model | DDoS Configurations | Action Sivertine | 1P Adaress | Port | Protocal ‘
‘ No records to display

» That completes the setup for BIG-IP DDoS Hybrid Defender with Silverline integration.

2.1.2 Lab 2 - Start Baseline Traffic Generation
Task 1 — Create Protected Objects that the baseline traffic will be targeting

+ In the BIG-IP Configuration Utility, open the DoS Protection>>Quick Configuration page and in the
Protected Objects section click Create.

» Configure a protected object using the following information, and then click Create.

Name Server5

IP Address 10.1.20.15

Port *

Protocol All Protocols
VLAN Any

Protection Settings: Action Log and Mitigate
Protection Settings: Silverline Yes (selected)
Protection Settings: DDoS Settings | IPv4, TCP,

17



DoS Protection » Quick Configuration »» Create Protected Object

4

Protected Object
IF Address { Mask [10.1.2018
Part
Protocal All Protocols ¥
VLAM | AN
S50 Enabled

Ceployrment Mode|

Traffic : Symmetric ¥

Capacity

Connection Limit

Maximum Bandwidth

Enahble External Redirection

Infinite. ¥

Infinite ¥

Protection Settings

Action
Silverline

Default Whitelist

HTTF Whitelist

DDoS Settings

Log And Mitigate ¥
4

Mo Address Selected
Actd IP address || A |

Use Default v

o P IPvE | TCP UDF Sweep DS SIF

1Pv4
TCP
Cancel | Create

« This protected object will be used for Auto-Threshold

Protected Objects

[cres)

Name Deployment Mode!

servers Symmetric

DDoS Configurations Action
1Pvd, TCP Log And Mitigate

Task 2 — Run Scripts to start L4 traffic generation — Good Traffic

» Putty SSH (use the shortcut) to open a shell to the good client system.

» Login as user : ubuntu. The session is preconfigured to authenticate with a certificate.

« Start the auto-threshold baselining script with:

# sudo bash
# cd ~/scripts

# ./baseline_1l4.sh

Note: Ignore the “sudo: unable to resolve host xjumpbox” when you issue the sudo bash command

throughout the labs.
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2.1.3 Lab 3 - Configuring Hybrid Defender DDoS protection

Task 1 — Disable Device-Level DHD DoS Protection

In this lab you will disable device-level DoS flood protection, and then issue an ICMPv4 flood and review

the results.

* PuUTTY to the BIG-IP CLI (10.1.1.245) and resize window by making it wider. Login with

root/fSDEMOs4u.

+ At the config prompt, type (or copy and paste) the following command:

tcpdump -i 0.0

* Open a second PUTTY window and Load the Attacker Saved Session at 10.1.1.7 and log in as
ubuntu. 't will use a pre-loaded public key as the credentials.

k ﬁ PuTTY Configuration

Categony:

[=- Terminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

[=- Connection

- Data

- Prosy

- Telnet

- Rlogin

- 55H

- Serial

-7l

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
10117 22
Connection type:

() Raw () Telnet ) Rlogin @ SSH () Seral

Load, save or delete a stored session

Saved Sessions
Attacker

Default Settings Load
BIGIF_A
GoodClient Save

Close window on exit:
() Mways () Mever @ Only on clean exit

+ At the config prompt, type (or copy and paste) the following command:

ping 10.1.20.12

The attacker can successfully communicate with a back-end resource behind the BIG-IP DHD.

» Examine the tcpdump window and verify ICMP packets are flowing through the BIG-IP DHD.

Note: The listener for the ICMP packets is the VLAN group.

» Cancel the ping command, then verify the t cpdump stops receiving ICMP packets, and then press
Enter several times to clear the recent log entries.
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+ In the Configuration Utility, in the DoS Protection, Quick Configuration, Device Protection section
click Device Configuration.

Device Protection

Name DDoS Configurations

Device Configuratio Bad Headers, DNS, Flood, Fragmentation, Single Endpeint, SIP, Other

* In the Bad Headers row click the + icon, and then click Bad Source.

» On the right-side of the page select the drop-down to “Don’t Enforce”

| Don't Enfarce ¥ |

Bad Source

Detection Threshold PPS:
Specity ¥ || 1000

Dietection Threshold Percent:
Specity ¥ || 500

RateiLeak Limit
Specity ¥ || 10000

 In the Flood row click the + icon, and then click ICMPv4 flood.

Note: If you minimize by clicking the + icon, it will make seeing the other sections easier.

» On the right-side of the page select the drop-down to “Don’t Enforce”

ICMPv4d flood | Don't Enforce ¥ |

Auto-Threshold Configuration
» Manual Configuration

Detection Threshaold PPS:
Specify ¥ | 10000

Detection Threshold Percent:
Specity ¥ | 500

Rateil eak Limit
Specify ¥ | 100000

Simulate Auto Threshold

Bad Actor Detection

— Apply the settings above for TCP SYN flood and UDP Flood., and then click Update.
+ On the Jumpbox in the Attacker PuTTY window type (or copy and paste) the following:

# sudo su
# cd scripts
# 1s

Note: Ignore the “unable to resolve host Attacker message”

These are the different scripts we’ll be using during the exercises to simulate DoS attacks.
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+ Type (or copy and paste) the following commands:
for i in {1..10}; do ./icmpflood.sh; done
This script launches 1,000,000 ICMP requests and then repeats for a total of ten occurrences.
* View the t cpdump window and verify that ICMP attack traffic is reaching the back-end server.
* Let the attack run for about 15 seconds before moving on.
« In the Configuration Utility, open the Statistics > Performance > Performance page.
+ View the Active Connections and Total New Connections charts.

» There is a drastic spike in active connections.

Active Connections

£ 200k
w
3 100 k
b
2

LR
89:40 10: 00 10:20 10:46 11:00 11:20 140 12:00 12:20

b
Lok

3 a2k |

R
89:40 10: 00 10:20 10:46 11:00 11:20 1140 12:00 12:20
M Client Connec tions [ Server Connec tions

 View the Throughput (bits) and Throughput (packets) charts.
There is also a drastic spike in both bits per second and packets per second.
» Open the Security > Event Logs > DoS > Network > Events page.
The log file is empty as we disabled device-level flood protection on BIG-IP DHD.

» On the Jumpbox Attacker shell slowly type Ctrl + C several times until back at the scripts prompt.

Task 2 — Re-enable Device-Level DHD DoS Protection

In this task you will re-configure device-level DoS protection, and then issue an ICMPv4 flood and review
the results.

+ In the Configuration Utility, in the Device Protection section click Device Configuration.
Device Protection
Name DDoS Configurations

Device Configuratiol

Bad Headers, DNS, Flood, Fragmentation, Single Endpeint, SIP, Other

* In the Bad Headers row click the + icon, and then click Bad Source.

 On the right-side of the page select the drop-down to “Enforce”
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Bad Source | Entorce v |

Detection Threshold PPS:
Specify ¥ || 1000

Detection Threshold Percent:
Specify ¥ || 500

Rateileak Limit
Specify ¥ || 10000

« In the Flood row click the + icon, and then click ICMPv4 flood.
» On the right-side of the page select the drop-down to “Enforce”

ICMPv4 flood | Enforce v |

Auto-Threshold Configuration

# Manual Configuration

Detection Threshold PPS:
Specify ¥ |1 10000

Detection Threshald Percent:
Specify ¥ || 500

Rate/Leak Limit
Specify ¥ | 100000

Simulate Auto Threshold

Bad Actor Detection

* Click Update.

Note: This returns the configuration back to factory supplied device level enforcement.

On the Jumpbox in the Attacker A PuTTY window re-run the following command:

for i in {1..10}; do ./icmpflood.sh; done
Let the attack run for about 15 seconds before moving on.
In the Configuration Utility, open the Security > Dos Protection > DoS Overview > page

You should see the attacks and statistics. Explore the sections
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Security » DoS$ Protection : DoS Overview

2 ~ DoS Overview DoS Profiles Device Configuration + | Eviction Policy List [#] | Behavioral Signatures
—

Context Filter

Filter Type DoS Attack j

Auto Refresh Disabled j

Enter Vector Name ‘ v Attack Status Average Aggregate PPS Dropped PPS Detection Threshold PP$
Profile Aftack Vector ¢ State $ Layer ¢ Virtual Server % | |~ Aggregate ® |~ BadActor % Current 1min  1hour  Aggregate Bad Actor | Threshold Mode | Aggregate Bad Actor
dos-device-config ICMPv4 flood Enforced NETWORK N/A ODmpped Q None 5245 5004 993 4245 0 Manual 1000 1000

< [

+ In the Configuration Utility, open the Security > Event Logs > DoS > Network > Events page.

Note: You may need to refresh this page several times before the log files display.

+ Sort the event by Time in descending order.
There are now log entries showing dropped packets.
» The DoS Source is Volumetric, Aggregated across all SrclP’s, Device-Wide attack, metric:PPS.
* The type is ICMPv4 flood.
» The action is Drop.

» On the Jumpbox Attacker shell slowly type Ctrl + C several times until back at the scripts prompt.

Reset the Device-Level ICMPv4 Flood Settings

« In the Configuration Utility, open the DoS Protection > Quick Configuration page and click Device
Configuration.

« In the Flood row click the + icon, and then click ICMPv4 flood.

» On the right-side of the page configure using the following information, and then click Update.

Detection Threshold PPS | Infinite
Rate/Leak Limit Infinite

Task 3 — Configure Protected Object-Level IPv4 Flood DHD DoS Protection
In this task you will configure object-level DoS IPv4 flood protection, and then issue an ICMPv4
flood and review the results.
» On the Protect Objects page, in the Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Name ServerNet

IP Address 10.1.20.0/22
Port *

Protocol All Protocols
Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | IPv4
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* In the IPv4 row click the + icon, and then click ICMPv4 flood.

» On the right-side of the page configure using the following information, and then click Create at the

bottom of the page.

Detection Threshold PPS Specify: 1000
Detection Threshold Percent | Infinite
Rate/Leak Limit Specify: 1000

* On the Jumpbox in the Attacker A PuTTY window re-run the following command:

for i in {1..10}; do ./icmpflood.sh; done

» Examine the t cpdump window to see if there are any ICMP packets hitting the back-end server.
* Let the attack run for about 30 seconds before moving on.

* In the Configuration Utility, click DoS Protection > Quick Configuration > ServerNet, and then in

the IPv4 row click the + icon.

|\'fector | Detection Threshold PPS | Detection Threshold Percent | Rate Limitl Bad Actorl Currentl 1 min. Average | 1 hr Average |

Haost Unreachable 30000 500 Infinite 0 0 0
30000 500 Infinite 0 0 0
1000 Infinite 1000 48310 36705 4

» Open the Security > Event Logs > DoS > Network > Events page.

» The DoS Source is Volumetric, Aggregated across all SrclP’s, VS-Specific attack, metric:PPS.

» The context column displays /Common/ServerNet, identifying this is protected object-level protection.
» The action is Drop.

» The difference between packets in per second and dropped packets is roughly 1000.

» On the Jumpbox slowly type Ctrl + C several times until back at the scripts prompt.

* In the BIG-IP PuTTY window type Ctrl + C to stop the tcpdump.

Task 4 — View the DoS Visibility Page

You can now use the new DoS Visibility page to view statistics about the DoS attacks you submitted

during this exercise.
+ Open the Statistics > DoS Visibility page.

Note: It may take a couple of minutes for the correct data to display.

 In the Attack Duration window there are several attacks.
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Attack Duration

Ongoing Aftacks

» Mouse over several of the attacks to get additional details of each attack.

Scroll down in the left-side of the page to view the Attacks section.

* You can see the number of high, moderate, and low attacks in addition to the types of attacks (HTTP,

DNS, Network) and the severity levels.

* View the details at the bottom of the Attacks section.

Aftack ID Severity « Vector Trigger Application | Mitigation Start Time | End Time Duration
1786277... 93 ICMPv4f.. Volumefri... /Common... Blocked Nov 04, 2... Nov 04, 2. 5minutes
990065059 91 Sweepat... Volumetri.. /Common... Blocked Nov 04,2... Nov04,2.. afewsec..
1129932332 89 Sweepat... Volumetri... /Common... Blocked Nov 04, 2... Nov04,2... aminute
3806754... 87 UDP flood  Volumetri... /Common... Blocked Nov 04,2... Nov 04, 2. 7 minutes
2468343011 87 Sweepat... Volumetri.. /Common... Blocked Nov 04, 2.0 Nov04 2. afewsec.

AannnaTe w0 [Ta WIo W iFs LA R R Nlnlend [P VI Rl na N L .

This table displays details of each attack that has occurred.

+ Sort this table by Vector.

Aftack ID Severity “ector Trigger £

)

3806754... 87 UDP flood Volumetri... /C

+ Scroll down in the left-side of the page to view the Virtual Servers section.

#1Ps

23.78K

# Blocket 3=
2.70M
11.57K
1.45M
57T1M
11.17K
-

(ST

You can see the details of device-wide attacks (Device Level) and protected object-level attacks

(/Common/ServerNet).
+ Scroll down in the left-side of the page to view the Countries section.
+ View the details at the bottom of the Countries section.

This table displays the attack details from each country.

» View the various widgets in the panel on the right-side of the page.

* Click Network to filter out only the network-level attacks (all the attacks so far have been network-

level).
|HTTP | ons
Networ | siP

« If it's not already expanded, expand the Virtual Servers widget, and then select /Com-

mon/ServerNet.
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+ This filters the results to only attacks at this protected object-level. Notice the changes to the map on
in the Countries section.

» Click /Common/ServerNet to remove the filter.

* Drag the resize handle on the right-side of the main window as far to the left as possible.
01:10 01:15 01:20 0125 01:30 01:35 |i||

| TP | ons

Il
_ +— | Network Is|p

+ Expand the Vectors widget, and then select ICMPv4 flood.
» Expand the Client IP Addresses widget.
Question: How many client IP addresses contributed to this attack?
» Expand the Countries widget.
+ Sort the countries by Dropped Requests.

= Countries ~
Transac... ﬂ@op. . Allowed... TotalRe...

Unrecognized 0 5.44M 1.67M T.12M
United States 1] m 12.90K 1.01M
China 1] 214.86K 2.8TK 217. 73K

+ Select China, and then view the changes to both the Client IP Addresses widget and the map.

+ At the top of the page open the Analysis page.

Note: The requests are still filtered for the ICMPv4 flood results for China.

+ Drag the resize handle on the as far to the right as possible.
» Examine the Avg Throughput (Bits per second) graph.
» Place your mouse over the peak in the graph.
Question: What is the Average client in throughput during the attack?

* Feel free to examine more of the Dashboard page and the Analysis page.

2.1.4 Lab 4 - Multi-vector Demo

In this simple demo you will launch a small number of network attacks and show the configuration, logging
and reporting capabilities of the Hybrid Defender. The point of this demo is to provide context for a Ul
walkthrough with some live data.

Task 1 - Access DoS Quick Configuration and display the ServerNet protected object

This protected object is defending all ports/protocols for 10.1.20.0/24, which is the network behind the
Hybrid Defender. Attacks will be launched at 10.1.20.12, which is an interface on the LAMP server. Verify
that the following vectors are configured:
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1Pvd

|Vector Detection Threshold PPS | Detection Thresnold Percent | Rate Limit
Host Unreachable 30000 500 Infinite

I ICMP Fragment 1000 500 2000 I

{ICMPV4 flood 1000 500 2000 |

|iP Fragment Fiood 1000 500 2000 |
IP Option Frames 30000 500 Infinite
TIDCMP 30000 500 Infinite:
TTL <= <tunable> 30000 500 Infinite
TCP
Vector Detection Threshold PPS Detection Threshold Percent l Rate Limit
Option Present With llegal Length 30000 500 Infinite
TCP Bad URG 30000 500 Infinite
TCP Half Open 30000 500 Infinite
TCP Opticn Overruns TCP Header 30000 500 Infinite
TCP PSH Flood 30000 500 Infinite
TCP RST Flood 30000 500 Infinite
TCP SYN ACK Flood 30000 500 Infinite

| CP SYN Flood 1000 500 2000 I
TCP SYN Oversize 100 500 200
TCP Window Size 30000 500 Infinite:
Unknown TCP Option Type 30000 500 Infinite

Launch the attacks and show the behavior
* Open the following tabs in the DHD Ul:
» DoS Protection->Quick Configuration->ServerNet

Security->DoS Protection->DoS Overview (leave the filter at default: ‘DoS Attack’)
Statistics->DoS Visibility

Access the Attacker System CLI and run the attack

# cd ~/scripts
# sudo bash
# ./multivector.sh

— Click Refresh on the DoS Overview page. You will see some attacks mitigated by Device Con-
figuration and some mitigated by the more specific settings on the ServerNet Protected Object.

onfiguration ~ | Eviction Policy List [¥] | B

Context Filter

Filter Type | DoS Attack

HAuto Refresh Disabiled 3 ||_Refresh

v T Attack Status. | Avarage Aggregate PPS Dropped PPS | Detection Threshold PPS Rate Limit Threshold PP

Profile .MWC .M..WC ;WWOI.'W. 'BHWO;CIIM .smln .”III' WMWMM 'w IMW .DMMGQ‘ _w an
SarverNet ICMPvd flood Enforcad  NETWORK ~ Serverat onmmd @ None 13384 6502 17 12384 a Manual 1000 Infinite 500 2000 Infinita
dos-device-config  TCP bad ACK flood  Enforced  NETWORK  NIA @ Dropped © Nene 1844 6071 0 1444 0 Manual 100 10 500 200 0
Sarveriet TCP SYN flood Enforcad  NETWORK  ServerNat o Dropped & None 24960 11844 40 22960 Q Manual 1000 Infinite 500 2000 Infinita
ServerNel TCP SYN Oversiee Enforced  NETWORK  ServerMel onOMU @ None 1003 484 o 803 o Manual 100 Infinite 500 200 Infinite
dos-device-conflg TGP SYN Oversze  Enforced  NETWORK  NA Detected ° None 10850 5569 124 o ] Manual 1000 100 500 Infinite 1000
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Navigate to Security->Event Logs->DoS->Network->Events.

» Click on “custom search...” link.

» Drag one of the values from the “Attack Type” column into the custom search builder. From the Action
column, drag Drop into the search builder. Click “Search”.

&5 » Network

Security » EventLogs : DoS : Network : Events
~ DoS

~  Bot Defense

| Tipe

TCP SYN Oversize|

[ Action

Dirog:

Search | Resel Search

& < Time
.2017-01“4'9 12:08:58
2017-01-29 12:06:56
2017-01-29 12:06:55
2017-01-29 12:06:55.
2017-01-29 12:06:54
2017-01-29 12:06:54
2017-01-29 12:06:53
2017-01-29 12:06:53
2017-01-29 12:06:52
2017-01-29 12:06:52
2017-01-29 12:06:51

 Further explore the DoS Event logs as

~ | Logging Profiles

* DoS Mode = DoS Source

Enforced
Enforced
Enforced

Enfarced

Vilumetric, Aggregated across all SrclFs,

o o

WVolumetric, Aggregated across all SrclP's,

Velumetrie, Aggregated across all SrelP's, VS

a

Volumetric, Aggregated acioss all SrelP's, VS

Volumetric, Aggregated across all SrclF's,

\olumetric, Aggregated across all SrciF's,

Volumetric, Aggregated across all SrelP's, VS

Volumetric, Aggregated across all SrelP's, VS.

Volumetric, Aggregated across all SrelF's, VS.

Volumetric, Aggregated across all SrclPs, VS-

500000800

Volumetric, Aggregated across all SrclP's, VS-

= Event * Typa
Attack Sampled

Attack Sampled  TCP SYN Oversize Drop
Attack Sampled TCP SYN Oversize Drop
Attack Sampled TCP SYN Oversize Drop
Altack Sampled TCP SYN Oversize Drop
Aitack Sampled TCP SYN Oversize Drop
Attack Sampled TCP SYN Oversize Drop
Attack Sampled TCP SYN Oversize Drop
Attack Sampled TCP SYN Oversize Drop
Altack Sampled TCP SYN Oversize Drop
Altack Sampled TGP SYN Oversize Drop

2275007807 528
2275007807 516
2275007807 458
2275007807 567
2275007807 483
2275007807 481
2275007607 486
2275007807 506
2275007807 498
2275007807 476
2275007807 516

needed for your demo. For example, clear the search and
identify the “Stop” and “Start” times for an attack, etc.

* In the Hybrid Defender WebUI, access the DoS Visibility reporting tool at Statistics->DoS Visibility.

Note:

DoS Visibility is a reporting tool, not a real-time monitoring tool. Events are displayed, much like

other AVR-based reporting, in 5 minute windows. Do not expect events to be shown here immediately after
running an attack. Be aware of this timing when doing a demo. Quicker/real-time monitoring of on-going
DoS attacks is best accomplished in the DoS Event Logs and DoS Overview areas of the WebUI

* You should see the attacks in the timeline and a variety of details in the windows. Use the slider to
shorten the timeframe if needed, and click the Network filter, to focus on L4 activities.

LLast hour ~

03:55

Security » Reporting : DoS : Visibility : Dashboard

Anlysis

Sunday Jan 29, 04:25:05 PM - 04:52:58 PM

04:00 PM

04:05

5 min. ~

04:10

Note: that you can select events from the timeline and see details about the attacks
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© Action = Anack ID | < Packets In/sec © Dropped P:




Security » Reporting : Do - Vi

Last hour ~ Sunday Jan 29, 04:30:32 PM - 04:58:25 PM 5 min, ~ Z Refresh

04:00 PM 0405 0410 415 0420 0425 04 D 04:35 0440 D445 04:50 04:55

Attack Duration | TR
n
Hatwork
1m 3N oW o Total Attacks 4 I
Jan 20, 04:52PM L
Dunvics Group:
“Self
2
K] = AttackDs
< | I
g » Tra
% 1088631158
| ot astacked 12
2437221186
951451028
Critcal M Hgh Moderate B Low =
» Tra
’
Common/SanverNat
Aggregated
# of Critical Attacks Attack Severty $ =
1 o z s = Applications -
Wi
High s

P [
Low

* Log in to Silverline at https:/portal.f5silverline.com.

» Navigate to Monitor and Analyze > Stats > Hybrid Device. Locate your device and explore the
interface.

2.1.5 Lab 5 - Bad Actor Detection Demo

In this demo you will run an attack from specific IP addresses. The Hybrid Defender will be configured to
perform bad actor detection, limit the attack on a per-IP basis with more aggressive thresholds and then,

based on this detection, automatically blacklist the offending IP address adding them to the (hardware-
accelerated) dynamic blacklist

Task 1 - Open the following tabs in the DHD Ul:

» DoS Protection->Quick Configuration->ServerNet

» Security->DoS Protection->DoS Overview (leave filter at default: “DoS Attack”)
« Statistics->DoS Visibility

» Security->Event Logs->Network->IP Intelligence

Task 2 — Configure the following UDP Flood vectors for ServerNet:

» DoS Protection->Quick Configuration->ServerNet

29


https://portal.f5silverline.com

DoS Protection » Quick Configuration 1 Serverbat

Name Servariiet
1P Address | Mask 10.1.20.024
Pent [
Protocol Al Protocols
VLAN & Any
55U Erabiod
Deployment Model Traffic:| Symmetic §
Capacity
‘Connection Limit Infirite
Muxieream Bandwicth. Specity 200 Mz

Senubbing Thenshold Peccactage ¢ [80 % 01200 Mops
‘Serubbing Siverting §
Protection Setiings
Actiony Log Ar Mitgate *
Shrton o

Mo
HTTP Writslst Use Defaut
Sacvor Hesith :
DDoS Settings aiPw mnmam DNS 5P HTIP  HTIPS L4 Behavioral
1Pvd N |
TCP + |
uoP =
| Victor | Betecton Threshoid peS: Dtecton Trresoid Percart |Ratmimt  [Botacer  [cumet |1 min dverage [thommrage
IUCFFMI 1000 500 2000 F o o o

» Access the Attacker system CLI and run the UDP flood attack:

# sudo bash
# cd ~/scripts
# ./udp_flood.sh

From the menu, select ‘1’ to start the attack

root@attacker—-a:~/scripts# ./udp_flood.sh
1)Attack start

2)Attack end

3)Quit

# 2

Note: This attack is relatively short-lived. You can launch it again if the attack ends and you are not finished

showing the various reports. Simply type ‘1’ again, to re-run the attack

* In the Hybrid Defender Ul, show the Security > DoS >DoS Overview page. Note the blocks by Bad
Actor.

[ v AY Dropped PPS Datection Threshold PPS Rate Lim# Threshold PPS
Proffe  AmsckVecor & Sl 8 Lsyer & VeliSarver 8 |- Agoregate § | - BadAcke & |Cumet  Smin  fhour  Agomgate |BadAcie |TeshokdMode  Aggregate  BadActor  Detect Trewshold % Aggregate Bad Ackor
Sorenrtint Eforced  NETWORK  ServerNat 0 tore € Drogpec 2000 =6 0 5 3302 |Manual 1000 100 500 000 00
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* In the Hybrid Defender Ul, show the Security > Events > Network > IP Intelligence Event Logs.
Note the IP addresses that are being added to the denial_of_service blacklist.

Security » Event Logs : Network : IP

DoS Bot Defense

2 . Network ~ | Logging Profiles.

il LastHour % Search |Custom Search e Destination
< Time © Context | = Name | © Polioy Name © Address | = Port | < VLAN © Adoress < Port | © Route Domain © Protocol © Black List Glass = EventType  © Action
20170129 e o amiegp_fre_P_pgas | 10447224 |82t AommsomnLAN 1012012 83 Uor [semaLosoros | comerm_stsgry
2017-01-29 18:568:10 Giobal JCommonfiApp_Dos_IPI_Mitgate 10.1.17.227 [56432 /CommonidefaUltVLAN 1012012 53 © uopP enial_of service custom_category
2017-01-29 18:58:10 Glabal ICommaonliApp_Dos_IP|_Mitigate 10.1.17.227 [$6430 ICommonidefaultVLAN 10.12012 53 © uop denial_of_service custom_category
2017-01-29 18:56:10 Giobal ICommon/iApp_Dos_IP|_Mitgate 10.1.17.228 [50456 /CommonidefaUltVLAN 10.12012 53 0 uop enial_of servics  custom_category
2017-01-29 18:56:10 Giabal ICommon/iApp_Dos_IP|_Mitigate 10.1.17.228 [58456 /CommonidefaultVLAN 10.120.12 53 0 uopP denial_of_service  custom_category
2017-01-29 18:56:10 Giobal ICommon/iApp_Dos_IPI_Mitigate 10.1.17.228 [50454 /CommonidefaUtVLAN 10.120.12 53 © uopP denial_of service custom_category
20170129 18:56:10 Glabal ICommon/iApp_Des_IPI_Miligate 10.1.17.228 [58452 /CommonidefaultVLAN 10.12012 53 0 uopP denial_of_service ~custom_category
2017-01-29 18:58:10 Glabal ICommaon/iApp_Dos_IP_Mitigate 10.1.17.226 [58204 /CommonidefaultVLAN 10.120.42 53 © uop denial_of_service  custom_category
2017-01-29 18:58:10 Glabal ICommonliApp_Dos_IPI_Miligate 10.1.17.226 [56202 /CommonidefaultVLAN 10.120.12 53 0O uop denial_of service  custom_category
2017-01-29 18:58:10 Glabal ICommon/iApp_Dos_IPI_Mitigate 10.1.17.226 | 58200 /CommonidefauVLAN 10.1.20.12 53 0 uoP denial_of_service custom_category
2017-01-29 18:58:10 Giabal ICommonliApp_Dos_IP|_Mitigate 10.1.17.226 [58198 /CommonidefaultVLAN 1012012 53  © uopP enial_of service custom_category
2017-01-28 18:56:10 Giabal ICommonliApp_Dos_IP|_Mitigate 10.1.17.226 [58196 /CommonidefaultVLAN 1012012 53 © uopP denial_of_service custom_category
2017-01-29 18:568:10 Giobal JCommonfiApp_Dos_IP|_Mitgate 10.1.17.226 [58194 /CommonidefaUltVLAN 1012012 53  © uopP enial_of service  custom_category
2017-01-29 18:56:10 Giobal ICommaon/iApp_Dos_IP|_Mitgate 10.1.17.226 [58192 /CommonidefaultVLAN 10.1.20.12 53 © uopP denial_of service custom_category

* In the Hybrid Defender WebUI, show the Statistics > DoS Visibility. Expand the Vectors inspector
and select UDP Flood. When it updates, select a flood from the timeline. Note in the Attacks panel
the #IPs blocked is 10.
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Security » Reporting : DoS : Visibility : Dashboard

Sunday Jan 29, 082100 PM-0921:32PM  Smin.v & Refesh

Ongoing Attacks

(1% 0640 0845 (L] (855 030PM 0305 10

OB 10 om0 Toldl Afiacks 1

Jan 20, 0:18PM
Cicd B 0 Nodeae 0 Low
kol S, oSowly SVt STige Aok SMgd. $Satl.. SEXTL. 4Duaiie m B,
t1 23 e s 1412572, 68 UDPfood Volmelr.. (Commo.. Blocked 201701 2171~ afewse. 10 THT2K
WM. 8 UPkod Vowel. Como. Beced  DOL. B4L. abew. 0 WIS

THR. B8 UDPfood  Vohumetr.. [Commo..,

fe¢sg3

Ha
N |
Low

From the menu, select ‘2’ to end the attack

or

# sudo bash
# killall -9 hping3

2.1.6 Lab 6 - Auto-threshold demo

This demo will simulate a newly configured Protected Object where the security administrator is unsure
what values to assign to a few common vectors. Note that auto-thresholding is useful at both the Device

and Protected Object levels.

In the interest of having a repeatable demo in an environment where many different types of traffic are

executed, we are focusing on the per-VS/per-PO auto-thresholding
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Note: This demo may place significant stress on the demo environment. Due to the virtual environment
limitations, this may make the DHD Ul less responsive. This is unavoidable since for auto-thresholding
to block the attack, the attck must be damaging enough to cause stress, which will push the CPU on the
VE very high. Rememberthis is a virtual environment under high stress and that the Hybrid Defender
appliances mitigate these attacks in dedicated hardware.

Open the following tabs in the Hybrid Defender WebUI:

DoS Protection->Quick Configuration

Security->DoS Protection->DoS Overview (set filter to Virtual Server->Server5)
Security->Event Logs->DoS->Network->Auto Threshold

Statistics->DoS Visibility

On the Good Client, if you have not already done so, start the network baselining

# cd ~/scripts
# sudo bash
# ./baseline\ _14.sh

3. In the Hybrid Defender Ul, in Quick Configuration, select the Server5 Protected Object and verify
that the IP and TCP vectors are all at default thresholds with auto-threshold disabled

Sacurity 1 Evont Logs ; Do8 : Nebwork ; Auto Threshold
= Dol

o - Nebwerk ~ BotDelso = | Logging Profles

il LastHour 3| Search Custom Search.

+ Tima © Corext * Threshold Type Adtack Type © Ot Vishaa | © New Valse |+ Event

0170129 20:18:35 mmws«wampsvwm w00 | Puatwork AuscDoS Event
0170126 20:18:35 ommonBervert DoS Auto Detecton Threshold  IEMPw flood 15000 & [etwork AutoDioS Event
070126 20:18:35 ICommonServerS Do Auto Detection Threshold TP 8YN flood 15000 L] [atwork AutoDioS Evenl
2017-01-20 20:18:35 ICommonSarverS DeS Auto Datection Threshold  TCP RST ficed 15000 50 Metwork AutoDoS Event
070129 20:16:35 ICommon'Sarvers Do Aulo Detection Threshold  TCP Push Flood 15000 20 Petwork AutcDa3 Evenl
0170129 20:06:08 ICommonSenvers Do Aulo Dutection Threshold  ICMPv fved 15000 E otwork AutoDoS Event

In the Hybrid Defender CLI, restart auto-thresholding

# cd ~/scripts
# ./autothreshold-reset.sh

In the Hybrid Defender WebUI, in the Server5 Protected Object configuration, enable auto- threshold-
ing for the following vectors: ICMPv4 Flood, TCP SYN Flood, TCP Push Flood, TCP RST Flood,
TCP SYN ACK Flood by selecting each vector and clicking the Auto- Threshold Configuration radio
button. When all vectors are configured, click Update at the bottom of the screen
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Pratection Settings
= oo
S ioe L Marusl Configuration
Dot Whsslst Mo Adsress Seineied P p———
100
HTTP Whitelist Use Dolaut Autcitrushold Afiack Celling (PPS)
Server Heath Infirite
mw [ L P @TCP uoP Sweep DNS -1 HTTP HTTPS L4 Behavioral Bad Actor Deteclion
IPvd -
Gurrant Device Statistics
| Victer | etection Thrasha PPS | Desection Thnsteid Percent RaUsit  |Badacor  [curent |1 min. Avarage | 11w Average
30000 500 Infinie o L] L]
30000 50 infinie o a a
30000 50 einine s [ 0
IP Fragmant Flood 30000 500 Infinits o L o
P Option Frames 30000 50 iinite o [ a
TIceMP 30000 500 oy ° [ [
TTL <= <tunable> 30000 500 Infinite o L a
TP -
Gurrent Deviee Statistics.
(== | Dotecton Thrsshes PPS | Dotctin Trnsteid Porcent [Roumt  [Badacer  [cumet [ 1min Avoage [ 11w Avernge
Option Present With Blegal Length 30000 500 Infinite o o a
TCP Bad URG 30000 500 einine [ [ a
TCP Hall Opan 30000 500 Infinie o L] L]
TCP Opion Overmuns TGP Header 30000 0 Ininte o a a
TCP PSH Flood 30000 500 oy o 8 [
TCP RST Flood 30000 500 Infinite o o a
TCP SYN ACK Flood 30000 50 Ininte o [ a
TCP SYN Flood 30000 500 oy ° 8 [
TCP SYN Ovorsize 30000 500 Infinde o o o
TCP Widow Sizs 30000 %0 inine o [ a
Unienown TCP Option Type 30000 500 ™ [ (] ]
oo

* In the Hybrid Defender WebUI, show the Auto Threshold event log (Security->Event Logs->Dos-
>Network->Auto Threshold).

Becurity = Event Logs : Do : Nutwork : Aute Thresheld
Matwork - D8

- = | Bot Defanse = | Logging Profies

1 LastHouwr %) Search Customn Ssarch

+ Time © Context * Threshold Type * Atiack Type © Oid Vo | © New Value | Event

20170120 20:18:35 [0 Auto Detection Theesnoid | TCP SYNACK fload 15000 = uotwork AutoDaS Event
20170126 20:18:35 Iommon/Servert Dof futo Detection Threshold IEME food o |w [iotwork AutaDios Event
201701-20 20:18:35 ‘CommonServerS DoS Auto Detection Threshold TGP SYN flood 15000 0 Puetwork AutoDoS Event
2017-01-20 20:18:35 Common/Servers DoS Auto Detection Threshold  TCP RST flcod 15000 50 Petwork AutoDoS Event
0N701-20 20:18:35 /CommanSenerS DoS Auto Detection Threshold  TCP Push Flood 15000 £ Puetwork AutoDaS Event
2017-01-29 20:06:06 /CommonServerS DoS Auto Detection Threshold  ICMPv4 ficod 15000 50 otwork AutaDoS Event

The system is updating the detection thresholds. With auto-thresholding, the system adjusts the detection
thresholds based on observed traffic patterns. However, mitigation rate limits are always dynamic based
on detected system or protected object stress. If anomalous levels of traffic are running, but there is no
stress, the Hybrid Defender will generate alerts but will not block traffic. Under stress, the rate limits are
automatically created and adjusted dynamically

» Let’s create some stress with a SYN Flood attack. In the Attacker CLI start the auto- threshold SYN
flood

# cd ~/scripts
# sudo bash
# ./autot\_flood.sh

This is a long duration attack. You can terminate it with ctrl-C when finished.

* In the Hybrid Defender WebUI, show the Auto Threshold event log. Now you will see that Rate limits
are being automatically set and adjusted to mitigate the flood attack
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20170129 203028
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20170129 203025
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20170129 20:30:28
2017-00-29 203025
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o Th

4| Sesrch Custom Search,

| ® Conlax © Trenshoid Type © Atack Typs | F O Vishat | © Hew Viskat | @ Event

ICommonServers Dof Auto Ratelimit Threshold TGP Push Flood 63168
Common/ServerS  DoS Auto Ratelimit Threshold  ICMPw4 flood. 63168
Common/Servers  DoS Auto Ratelrmit Theeshold  TCP RST flood. 63168

FaFral
2z
Fakeal
21223

Network AuinDo Event
Network AutoDoS Event.
Natwork AutoDoS Event.
Notwork AutoDoS Event

21223

Notwork AutoDeS Event|

[CommenSorrsDoS Autc Ratelesit Theashold TOP SYWACK flood 63168
[ commeniSarvers DoS Auto Ratelimit Theoshold TCP SYMfcod 63168
[ICommon/Servers  DoS Auto Ratelimit Threshold  TCP Push Flood 16186
ICommon/Servers Do Auto Ratelimit Theashold  ICMPY fcd 16186
[Common/Servers DoS Auto Ratelimit Theashold TGP RSTfood 16186
[CommonServerS Do Auto Ratelirit Theashold  TCP SYWACK food 16186
ICommonSenvrs Do Auto Ratelieit Treashold TCP SYNflood 16186
ICommonSenrs Do Auto Ratelieit Treeshold TCP Push Flood 70473
[ICommoniServerS DoS Auto Ratelimit Theeshold  ICAMIPw ficod TH4TI

ICommonServers Do Auto Ratelimit Threshold TGP RST flood 79473
fCommon/ServerS Do Auto Ratelimit Threshold  TCP SYN/CK flood 70473
Common/Servers  DoS Auto Ratelimit Threshold  TCP SYN flood To4T3
Common/Servers  DoS Auto Ratelimit Theeshold  TCP Push Flood 8840
iCommenServers DoS Auto Ratelimit Theeshold  ICMPv4 ficcd 9840
ICommon/ServerS  DoS Auto Ratelimit Theeshold  TCP RST flood 9840
ICommonServers Do Auto Ratelimit Threshold TGP SYNACK flood 8840
ICommon/ServerS Do Auto Ratelimit Threshold  TCP SYN flood 0840

63168
16186
16185
16185
16186
16186

Network AuloDoS Event
Network AutnDoS Event
Network AutoDoS Event.
Natwork AutoDoS Event.
Natwerk AutoDoS Event
Notwork AutoDeS Event.
Network AuloDoS Event
Network AuoOoS Event
Network AutoDoS Event
Network AutoDoS Event.
Natwerk AutoDoS Event.
Notwerk AutoDoS Event.
Network AutoDoS Event.
Network AutnOoS Event
Network AutnDoS Event

* In the Hybrid Defender WebUI, show the Security > DoS > DoS Overview page. Note that the SYN
Flood attack is being mitigated and the rate limit thresholds for each of the auto-threshold vectors
have been adjusted based on stress, including vectors that are not detecting or blocking an attack

Profle  Aiack Voctor &
Seres Host unreschable

ServeeS  ICMP Sagmenied

Servers  ICMPw flood

Servers 1P tragment food

Servers 1P option frames

ServerS  Low TTL

Sevees  TCP bad URG

Server5  TCP hal! open

Server  TCP option overmuns TCP header
Serverd  TEP Ooton present with ilegal length
Server5  TCP Push Flood

Servee5  TCP RST food

s [ ]

ServerS  TCP SYN Oversize

Severf  TCP SYMIACK flood

Sever. TCP window size

Servee5  TIDCMP attack

BerveeS  Unikrown TCP opion typs

« Terminate the attack in the Attacker CLI with ctrl-C
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|| Average Aggregate PPS || Dropped PPS Datestion Thrashosd PPS Rate Limit Throshod PPS
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3 5 ] ] ] pato 50 Inine A saa- 1512 | wotone
] 0 ] ] ] Ao 0 [ Nin sz 1511z | wesnne
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« After the attack has ended, in the Hybrid Defender WebUI, show the DoS Visibility page. Under
Vectors, select TCP SYN Flood. Identify the Critical attack and show the details
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+ Clean-up. On the Attacker CLlI, if the attack is still running be certain to end it with ctrl-C.
» Clean-up. For repeatability, it is necessary to disable the auto-thresholding for the ICMPv4 Flood,
TCP RST Flood, TCP Push Flood, TCP SYN ACK Flood and TCP SYN Flood vectors on the Server5

protected object

Proparties
TCP SYN Flood Enforce :

Auto-Threshold Configuration
[° Manual Configuration

Detection Threshold PPS:
Specify 30000
Detection Threshold Percent:
Specify $| 500
Rate Limit:
Infinite %
Simulate Auto Threshold
Bad Actor Detection
» Clean-up. After disabling auto-thresholding, clear the learning on the Hybrid Defender CLI with

# cd ~/scripts
# ./autothreshold-reset.sh

2.1.7 Learn More

*F5 DDoS Education*
Web based training and product information

 Product Training https://university.f5.com/
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https://university.f5.com/

» DDoS Protection Reference Architecture

» DDoS Protection Recommended Best Practices

* *F5 DDoS Hybrid Defender overview and user guide*
*Silverline DDoS Education *
Web based training and product information

* Product Training https://university.f5.com/

Onboarding Tech. Notes on f5.
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https://hive.f5.com/docs/DOC-14753
https://f5.com/solutions/architectures/ddos-protection/ddos-exclusive
https://university.f5.com/
https://support.f5.com/kb/en-us/products/silverline-waf.html
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Class2: Intermediate DDoS Protection

This class covers the following topics:

+ Topics here

3.1 DDoS Hybrid Defender Setup

In this module you will learn how to complete the initial setup of F5 Networks DDoS Hybrid Defender

3.1.1 Lab 1 — DDoS Hybrid Defender Setup

Task 1 — BIG-IP Herculon Hybrid Defender Licensing and Provisioning

Note: When you first power up a F5 DHD device you would go through the steps of Licensing and
Provisioning. We have assigned the management IP, hostname, NTP and DNS servers. You will be re-
activating the license using a new license key.

Note: For Silverline device registration to function properly there must be some specific considerations.
The BIG-IP system must have a unique device ID, which is comprised of attributes like Base MAC and
registration key. Hence we are re-licensing the device as all student instances are spun up using the same
license.

Use a web browser (Chrome in incognito mode) to log into the WebUI of your DHD at https://10.1.1.245 .
or use the bookmarked shortcut. Accept the SSL warning and proceed to connect.

e Username : admin
» Password : f5SDEMOs4u

+ Click System>>License and Click Re-activate
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https://10.1.1.245

System » License

General Properties
License Type Ewaluation
Licensed Date Jun 4, 2017
License Expiration Date Jula, 2017
« DDOS Hybrid Defender, VE-3G (HGNHOMI-YRCSXHG)
" o hax Compression, VE
Active Modules o 85LVE
o Roauting Bundle
. » [Pl Subscription, 1%, VE-3G
ppitere HEzs « [P Subscription, 3vr, VE-3G
Inactive Modules

* Click Edit button, replace the existing key by entering your student license key. Select the “Manual”
radio button and Click Next.

System » License »: Re-activat

General Properties

Base Registration Key RECPO-KIGYWA OZHRR-JEMKB-MEMAOMB

Add-On Key [ady|

HGNHOMIYKCSXHG -

Add-On Registration Key List

Activation Method " Automatic (requires outbound connectivity) ® Manual
License Campatison Enahle License Comparison

» Select all in the Dossier frame and copy. Click on “Click here to access F5 Licensing Server”

General Properties
Registration Key. MUADZVRZTZ XPCGO-UKGKI-LESEDXA
Registration Key List

Manual Method  CopyiPaste Text * Download/Upload File

Step 1: Dossier

Step 2: Licensing Server Click here to access F5 Licensing Server

Step 3: License

* You will be taken to the F5 Activation Site. Enter your Dossier that you copied in the step above and
click next. Accept User Legal Agreement - Check box to agree to terms of license and click next.
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Activate F5 Product

Use this license activation page for current F5 products.

If you are attempting to activate a licensa for BIG-IP V4.x or iSMan, please click here.

To activate your product you will need your product dossier

Enter Your Dossier
L U U L LU S LD U L0 & e S Y S U T L S T o ST S
4h2e04ab0160aT2edlcfd818114d52eb2 77856156641 4aFf14aal 72363 7echo505760437d13090117
39chadeddde5l196E59a221 1307d76aba5EE5l3a22eet fhiet e AL 05504 3a5054baled 70027254830
boald0cefEd0das379d53dc78084E15b026eds837c3dE264d702d59603d65£eThThEd3b 125352 2e3a51
93c71761E28LThEC5TTE23324E31 109803936 Thadz025b752aT2E903028727Eeb 2298 7Eec 02150804
B064bTedbeTl7a6E5700be01d34] fethe 42740005088 E00Ea30A605Tal 9361 5ad05065a5bal 30703
lle7s5atddbed2l9at9E5246Ea28015E40ae25eed653e 3 aadss093b eeal 442436 755437771 4d5d
795d555c1204c7a51e4e3014211455b118dd0a445Ea34db 986000446281 230£782845792ebact0b 44
£e6d2312ddeT261854715ch30d2e f dddar 2542046 42452203d1 1 £55ac5a42330a0a138a 727981 Fo06d
6af08E1146k5e02bldl45haeco9e 7155042141245 5ad36906364674aT5Ee30e 0956643982 1063062
cE0c0dz2Efededf54c0a01Ted1d02hT94272E11E0646dbThT305bTazbb31as454530730922242£47a2
Ocada?fbbecShdat£48afdze657e SaZdebaalc535691a2e3663b62abentedde3dds6d41821 404581 468
a39d70£90E773a197he 5009 1a31£ 33101 4h2ad6£08e43ad0790de17975£3172b190badaas6lcatelTs
239734982 5bdeboT0SE032a0574359042400eE0a3h 5920 eeT 1436243046 5d2es 0cacicifec5dR0 548
c51756ace603264ac88E0E6 52Ta4E£361453402E76a3d3d74630185121de To62EdadsbozocdTde 739
£180b780db2a003b30c0ae31df254e050426e3a05 1h3can 545darl 3162206051 20590 44F 20eba 1801d
01319faf5afaadfazz30£3d1a363E05efb46692abT02baafeabdSt Saaddi423c 1 3E52E60bbE 4236053
d601b765b2249d4Edchoc 951 ThbbEée dachaT0Edcl 32eLdl 1b8S5530dchdde 0320825820 0E2a46
aBf0bcT6fdeeed 921 Thaal 6193F 555508645 7ale6662e216a93b 1561966258 0afac 770c4E52 1208
elbs0zoazsadezrasadesh Sadadd0s46029403a08add10a7613694E408909753489552e 3346033380
dded1£25495e£10ea674b7delat 739020631 465026252 T e 52he|

or

Select Your Dossier File

Choose File | Mo file chosen

+ Select Everything the License frame and copy it.
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Cut and paste your license key from the form below, or click the download button tao down
file.

Download lic

huth wers : Sh

NTACTS

ning:

Only allowed, Any other us

Inc.

Hodule

e module : DD0s
VE |[Routing
IrT

d
enabled

» Go back to your F5 DHD management and paste the contents copied from above into Step 3: License
and Click Next.

General Properties

LA UKGKHLESEDXA
Registration Key List
Manual Method ® CopyPaste Text  DownloadiUpload File
Step 1: Dossier jpasz77aL
1
Step 2:Licensing Server Click here to access F Licensing Server
W =
¥ Outbound License Authorization Signavure
W
lschorization
W
Step 3: License. # . ——
# Copyright 1996-2017, FS Networks, Inc.
# ALL rights reserved.
¥ S,
< » A
Cancel || Next

» The bigip will restart daemons and a window will pop up indicating system configuration has changed.
Please wait for it to reconnect and click Continue. Your device is now licensed. Click Next.
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System s License

General Properties

License Type Evaluation
Licensed Date Jun 72017
License Expiration Date Julg, 2017

« DDOS Hybrid Defender, VE-3G (YGYTNEU-YOQKGEY)
o Max Compression, YE
o S8L,VE
© Routing Bundle

Active Modules

« Pl Subscription, 1% VE-3G

Gl mdlulzs « IPI Subscripion, 31, VE-36

Inactive Modules

Re-activate. ..

» On the Resource Provisioning page validate that Management and DDOS Protection are provisioned.
* Click Submit once.

System »» Resource Provisioning

guration License

Current Resource Allocation

GRY B ——
DT EAEED B ———————————————————————————————————————————————————
CIBeLE @8 L —
flodul | Provisioning | License status

[0 Managerment (MGMT) i

[ Camier Grade MAT (CGMAT) |Disabled v [ Unlicensed

[] Local Trafic (LTM) I None [ Unlicensed

] Application Security (ASM) ) Nane [ Unlicensed

M Fraud Protection Service (FPS) I~/ None Mt

[ clobal Trafic (DNS) I None Unlicensed

[ Link Controller (LC) " None [= Unlicensed

] Access Palicy (APM) ) None Limited mode available without a license

W Application Visibilty and Reporting (4R) " rane [ Licensed

M Folicy Enforcement (PEM) = None =4 Unlicensed

[1] Advanced Firawall (AFM) ) Mane [ Unlicensed

W Application Acceleration Manager (AAM) "/ None [ Unlicensed

[ Secure Web Galeway (SWG) [ MNane [ Unlicensed

[ iRules Language Extensions (iRulesx) ) None [ Licensed

I URLDE Minimal (URLDB) =/ None Unlicensed

M 0DOS Pratection (DOS) @ Mominal 7| [ Licensed

Note: The above task ensures that you are using a purpose built DDoS Hybrid Defender. If you are familiar
with other F5 Modules/Technology that you have used in the past, you will notice that we have none of those
provisioned.
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Task 2 — BIG-IP Herculon Hybrid Defender Initial Setup

* Click System>>Platform

« Change the hostname to <yourfirstinitiallasthame>.hybriddefender.f5agility.com. For example,
John Smith would register as jsmith.hybriddefender.f5agility.com. This is needed so that we can
register your DHD to Silverline and uniquely identify it. Click Update.

System »» Platform

J 1+ - Configuration Security
—

General Properties

Management Port Configuration Autornatic (DHCP) ® Manual

IP Addressliorefd: | 10.1.1.245
Management Part Metwark Mask: 255.255.256.0 2563552550 ¥
Management Route:| 10.1.1.1

Host Marme nmistry hybriddefenderfagility.com |
Host [P Address Use Management Port IP Address
Tirne Zone AmericalLos Angeles v
Redundant Device Properties
Root Folder Device Group MNone
Root Folder Trafic Group traffic-group-1 ¥
User Administration
Disahle login
Root Account Passward:| e
CORMIET; | snenmnenn
PASSWO:| snnasnsn
Admin Account
Confirm: | sxessesee
S5H Access ¥/ Enabled
SEH IP Allow Al Addresses v

Update

 Click Device Management>>Devices select the device and then click “Change Device Name...”.
Update the device name to match the hostname you have chosen and click Update

Device Management :» Devices »» hybriddefender.fademo.com

1] 4 -~ Properies ConfigSyne Failover Metwark | Mirroring
N

Change Device Name

Mew Name nmistrehybriddefender.5agility.com| | |Generate|

Cerificate Signing Authority Retain Current Autharity v

Update || Cancel

» Use Putty Shortcut to ssh to the F5 DHD and login as: root password: fSDEMOs4u

» From the Hybrid Defender shell, restart services with:

# bigstart restart
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Note: Be patient as services are restarting. The DHD will change state to INOPERATIVE and then to
Active. You can check in the ssh window when the prompt changes.

+ Click System>>Configuration>>Device>>NTP and review that NTP server is configured
+ Click System>>Configuration>>Device>>DNS and review that DNS server lookup is configured
DDoS Hybrid Defender Configuration

 In the BIG-IP Configuration Utility, open the DoS Protection>>Quick Configuration page. Click
Install. This installs the onboard package for quick configuration of DDoS Hybrid Defense

DoS Protection .. Quick Configuration

| Import Package

Uze Onbhoard RPM ¥

I Inztall Methoc

Install

» Once the installation is completed. Open the About page.

» This page displays the current version of DDoS Hybrid Defender (DHD). You use this page to install
and update the iApp LX version for DHD.

DoS Protection » Quick Configuration »» About DDoS Hybrid Defender

| §+ ~ | Protected Objects | Logging Silverline Network Configuration | Global Settings High Availability | About

Ma,

DDoS Hybrid Defender

)\_\/;( 13.0.0-2.0.98

Upgrade

I File Name Choose File | Nofile chosen
Install

The System is installed with the latest version of the iApp LX. The below steps are for future refer-
ence on how to obtain the latest iApp LX and use the above step to install. Do not download and

install during the Agility labs.
» Newer versions of iApp LX packages are made available on the F5 downloads site under Secu-
rity>>DDoS Hybrid Defender.
Security Security_wv13.x/Virtual Edition
Security_v12.x/ Virtual Edition

DDoS Hybrid Defender
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Select a Download

Product: DDoS Hybrid Defender
Version: 13.0.0

Container: DDoS_Hybrid_Defender

Please select the file you wish to download, make sure you have read the appropriate Release Notes before
attempting to use the file.

Filename

Description Size

T5-ddos-hybrid-defender-13.0.0-2.0.96.noarch.rpm f5-ddos-hybrid-defender-13.0.0-2.0.96.noarch 1008 KB

T5-ddos-hybrid-defender-13.0.0-2.0.96.noarch.rpm.md5 MD5 file for f5-ddos-hybrid-defender-13.0.0-2.0.96.noarch 82 Bytes
» Open the Network Configuration page

DoS Protection » Quick Configuration » Protected Objects

% +~ Protected Objects Logging Silverline Network Configuration

 In the Default Network section click defaultVLAN.

» Configure the VLANs using following information, and then click Done Editing. Make sure to Click
“Add”

Internal: VLAN Tag 20

Internal: Interfaces 1.2 (Untagged checked)
(Click Add)

Internal: IP Address / Mask | 10.1.20.240/21

External: VLAN Tag 10

External: Interfaces 1.1 (Untagged checked)
(Click Add)

DosS Protection » Quick Configuration »

Network Configuration  Global Seftings High Availability | About
—

Default Network

| WVLAN Group Network | VLAN Tag ‘ Interfaces ‘ IP Address / Mask (Port Lockdown)
defaultVLAN Internal [20 | [[12Wntagged) ] \Auuw None v
(2 | @Untagged Floating IP
[ |[AiowNone v
External 10 | [1.1 wniagged) ]
i + omagges |
Default Network
‘ VLAN Group Network VLAN Tag Interfaces IP Address / Mask (Port Lockdown)
O defaultvLAN Internal 20 1.2 (UnTagged) 10.1.20.240/21(Allow None)
External 10 1.1 (UnTagged)

+ Click UPDATE.
* Open the Network>>VLANs>>VLAN Groups page and click defaultVLAN.

A transparent L2 configuration consistent with recommended practices for most deployments was automat-
ically created.

* Open the Network >> DNS Resolvers >> DNS Resolver list page and click Create.
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» Enter default_DNS_resolver for the name and then click Finished.

A DNS resolver is required by bot signatures to allow for proper detection of benign search engines such
as Google and Bing. This is a workaround and its setup is planned to be added to the Quick Configuration,
it's not included in the version accompanying the installed release for the labs.

* In the BIG-IP putty ssh window verify DNS by typing (or copying and pasting) the following:

nslookup api.f5silverline.com

lalone] config # nslookup api.fSsilverline.com

[roctfmiscry: Active: Standalone] config # I

+ Type the following to verify the correct date setting:
date

Do this step only if the BIG-IP system date is not accurate, correct it using the following commands:

bigstart stop ntpd
ntpdate pool.ntp.org
bigstart start ntpd

Configure Silverline Signaling

» Use a Firefox web browser and access https://portal.f5silverline.com.
* Log in as dhd2017us@f5agility.com / HybridDefense!Wins!
+ In the BIG-IP Configuration Utility, open the DoS Protection >>Quick Configuration page.

» Open the Silverline page in Dos Protection>>Quick Configuration

DoS Protection » Quick Configuration » Protected Objects

Protected Objects | Logging Silverline

-

« Configure using following information, and then click Update. Make sure to use all lowercase for
username.

Username dhd2017us@f5agility.com
Password HybridDefense!Wins!
Service Address | hitps://api.f5silverline.com

* In the Silverline portal browser page, open the Config>>Hybrid Configuration>>Hybrid Device
Management page.
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mailto:dhd2017us@f5agility.com
https://api.f5silverline.com

5 Config [ Nonitor & Analyze

IP Management
Wonitoring Settings

APl Takens

* Locate your DHD device (<yourfirstinitiallastname>.hybriddefender.f5agility.com) and click Approve for
ALL instances of YOUR device

2028
nmistry.hybriddefender.fsagility.com  24afea

7:c2-564dadcc-a795-93fc BIGIP 2017-06-04 18:07 (UTC) istry. il lapp_i
silverline_connector

20236 Herculon DHD 2017-06-07 1449 (UTC) hostname:nrmistry.hybriddefender.fsagilicy.com, iapp_instance:pbdos, silverline_connector
nmistry.hybriddefender.fsagility.com  UKGK!

Configure DHD Device Bandwidth Thresholds

» On the DHD WebUI go to DoS Protection>>Quick Configuration. In the Configuration Utility, open
the Protected Objects page.

In the Network Protection section click Create.

Configure using following information, and then click Save.

Maximum Bandwidth: Specify | 500
Scrubbing Threshold: Type Percentage
Scrubbing Threshold: Value 75

Advertisement Method Silverline
Scrubber Details: Type Advertise All
Wk Banavidn Senobig Thestala | Aserisementetnoa SenusherDatals
|[save || cancel ‘Tsi

This completes the initial setup for BIG-IP DDoS Hybrid Defender including registration with Silverline.

3.1.2 Lab 2 - Start Baseline Traffic Generation
Task 1 — Create Protected Objects that the baseline traffic will be targeting

« In the BIG-IP Configuration Utility, open the DoS Protection>>Quick Configuration page and in the
Protected Objects section click Create.

« Configure a protected object using the following information, and then click Create.
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Name Server5

IP Address 10.1.20.15

Port *

Protocol All Protocols
VLAN Any

Protection Settings: Action Log and Mitigate
Protection Settings: Silverline Yes (selected)
Protection Settings: DDoS Settings | IPv4, TCP,

DoS Protection »» Quick Configuration > Create Protected Object

* Protected Ohject
IP Address / Mask [10.1.20.08
Port
Protocal All Protocols ¥
WLAR o Ay
=2=1 Enabled
Deployment Model Traffic ;| Symmetric ¥
Capacity
Connection Limit Infinite ¥
Maximum Bandwidth Infinite ¥

Enahle Exernal Redirection

Protection Settings
Action Log And Mitigate ¥
Silverline v
Default Whitelist Mo Address Selected
Add IP address || Add
HTTF Whitelist Use Default v
DDoS Settings o IPvd IPvli & TGP unDpP Sweep DMS SIP HTTP HTTFS L4 Behavioral
1Pwd
TCP
Cancel || Create

« This protected object will be used for Auto-Threshold

Pratcted Obects
i Greate|
Protected Object
e DeploymentHodel 0008 Contauratons acton siverine P diross Por Prtasol
5 symmetrc P, ToP Log And igate @ 1012015 Ay v

Task 2 — Run Scripts to start L4 traffic generation — Good Traffic

» Putty SSH (use the shortcut) to open a shell to the good client system.
» Login as user : ubuntu. The session is preconfigured to authenticate with a certificate.

« Start the auto-threshold baselining script with:




# sudo bash
# cd ~/scripts
# ./baseline_14.sh

Note: Ignore the “sudo: unable to resolve host xjumpbox” when you issue the sudo bash command
throughout the labs.

3.1.3 Lab 3 - Configuring Network Attack Protection

Task 1 — Disable Device-Level DHD DoS Protection

Disable device-level DoS flood protection, and then issue an ICMPv4 flood and review the results.

» Ssh (putty) into the BIG-IP DHD using the shortcut provided. Resize the BIG-IP putty ssh window by
making it wider.

+ At the config prompt, type (or copy and paste) the following command:
tcpdump -i 0.0 host 10.1.20.12

* Open a second putty window and ssh to the Attacker (use shortcut on the desktop) and log in as
ubuntu. It will authenticate using the ssh key provided automatically.

+ At the attacker config prompt, type (or copy and paste) the following command:
ping 10.1.20.12
The attacker can successfully communicate with a back-end resource behind the BIG-IP DHD

» Examine the tcpdump window and verify ICMP packets are flowing through the BIG-IP DHD.

Cancel the ping command (Ctrl+C), then verify the tepdump stops receiving ICMP packets, and then
press Enter several times to clear the recent log entries.

In the Configuration Utility, in the Device Protection section click Device Configuration.
Device Protection

Name DDoS Configurations

Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIF, Other

In the Bad Headers row click the + icon, and then click Bad Source.

On the right-side of the page select the drop-down to “Don’t Enforce”
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Properties

Bad Source Dan't Enfarce ¥ |

Detection Threshold PPS:
Specify ¥ || {000

Detection Threshaold Percent:
Specity ¥ || 500

Rate/Leak Limit
Specify ¥ || 10000

* In the Flood row click the + icon, and then click ICMPv4 flood.

» On the right-side of the page select the drop-down to “Don’t Enforce”

ICMPv4 flood Dan't Enfarce ¥ I

Auto-Threshold Canfiguration

» Manual Configuration

Detection Threshold PPS:
Specify ¥ | 10000

Detection Threshold Percent:
Specify T || &00

RatelLeak Limit
Specify ¥ || 100000

Simulate Auto Threshold

Bad Actor Detection

* Click Update.
+ In the Attacker putty window type (or copy and paste) the following:

# sudo bash
# cd ~/scripts
# for i in {1..10}; do ./icmpflood.sh; done

This script launches 1,000,000 ICMP requests and then repeats for a total of ten occurrences.

+ View the tepdump window and verify that ICMP attack traffic is reaching the back-end server.

* Let the attack run for about 15 seconds before moving on.
« In the Configuration Utility, open the Statistics >> Performance >> Performance page.
+ View the Active Connections and Total New Connections charts.

There is a drastic spike in active connections.
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+ View the Throughput (bits) and Throughput (packets) charts.
There is also a drastic spike in both bits per second and packets per second.
» Open the Security >> Event Logs >> DoS >> Network >> Events page.
The log file is empty as we disabled device-level flood protection vector on BIG-IP DHD.

+ In the Attacker putty ssh shell slowly hit Ctrl + C several times until the prompt is back at the /scripts.

Task 2 — Re-enable Device-Level DHD DoS Protection

* In the Configuration Utility, in the Device Protection section click Device Configuration.
Device Protection

Name DDoS Configurations

Device Configuratiol

Bad Headers, DNS, Flood, Fragmentation, Single Endpeint, SIP, Other

 In the Bad Headers row click the + icon, and then click Bad Source.

» On the right-side of the page select the drop-down to “Enforce”

Properties

Bad Source Enfarce v

Detection Threshald PPS:
Specify ¥ || 1000

Detection Threshold Percent:
Specify ¥ || 500

RatelLeak Limit
Specify ¥ || 10000

* In the Flood row click the + icon, and then click ICMPv4 flood.

» On the right-side of the page select the drop-down to “Enforce”
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Froperties

ICMPv4 flood Enfarce v

Auto-Threshold Configuration

# Manual Configuration

Detection Threshold PFPS:
Specify ¥ |1 10000

Detection Threshald Percent:
Specify ¥ || 500

Rate/Leak Limit
Specify ¥ | 100000

Simulate Auto Threshold

Bad Actor Detection

+ Click Update.

This returns the configuration back to factory supplied device level enforcement.

Task 3 — Configure Protected Object-Level Network DoS Protection

With the DHD device wide protection provides a line of defense and is enforced for all traffic flowing through
the device. For more granular control, we use protected objects and configure mitigation settings for those
objects to be enforced. In this task we will configure object-level DoS network multi-vector protection, and
then issue an attack and review the results in the next task.

» Go to Dos Protection>>Quick Configuration
» On the Protect Objects page, in the Protected Objects section click Create.

« Configure a protected object using the following information, and then click Create.

Name ServerNet

IP Address 10.1.20.0/24

Port *

Protocol All Protocols

Protection Settings: Action Log and Mitigate

Protection Settings: DDoS Settings | IPv4,TCP,UDP,
Sweep

Maximum Bandwidth: Specify 200

Enable External Redirection Checked

Scrubbing Threshold: Percentage 90%

Scrubbing Silverline

Silverline Checked
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Protected Object
Mame
IP Address fMask
Fart
Protocol
WLAMN
SEL

Deployment Model

Capacity
Connection Limit
Maxirmum Bandwidth
Enahble External Redirection
Scrubbing Threshold

Scrubhing

Protection Settings
Actian
Silverline

Default Whitelist

HTTP WWhitelist

CDoS Settings

Serverhlet
10.1.20.0r24

*

All Protocols ¥

o) Any
Enabled

Traffic ;| Symmetric ¥

Infinite ¥
Specify ¥ || 200 Mbps
]

FPercentage ¥ a0 % of 200 Mbps

Silverline ¥

Log And Mitigate ¥
L4

Mo Address Selected
Add IP address
Use Default T
o Pud

IPvE (o TCP @ UDP ¢ Sweep

DG SIP

HTTF HTTPS

L4 Behavioral

I1Pwvd

TCP

uppP

Sweep

+ Verify the newly created protected object:

Protected Objects

Na

Deployment Model
Symmetric

Symmetric

DDoS Configurations. Action,
1Pv4, TCP. Log And Mitigate

1Pv4, UDF, TCP, Sweep Log And Mitigate

silverline

Protected Object

1P Address Port
1012015 Any
10420024 Any

Create

Protacal

+ Click on the “ServerNet” object and configure the following vectors and click Update.

Vector Detection Thresh. PPS | Detection Thresh % | Rate Limit
ICMP Fragment 100 500 200
ICMPv4 Flood 100 500 200
IP Fragment Flood | 100 500 200
TCP SYN Flood 100 500 200
TCP SYN Oversize | 100 500 200
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1Pvd.

Current Device Statistics ‘

Task 4 — Launch the attack and view the results

Click DoS Protection>>Quick Configuration->ServerNet

Vector Detection Threshold PPS Detection Threshold Percent Rate Limit Bad Actor | Current | 1 min. Average 1 hr Average |
Host Unreachable 30000 500 Infinite 0 0 0
ICMP Fragment 100 500 200 0 0 0
ICHPyd flond 100 500 200 0 0 0
IP Fragment Flood 100 500 200 0 0 0
IP Option Frames 30000 500 Infinite 0 0 0
TIDCMP 30000 500 Infinite o o o
TIL == stunable= 30000 500 Infinite 0 0 0
TCP
‘ Current Device Statistics
vector Detection Threshald PPS Detection Threshald Percent Rate Limit Bad Actor |Curr5nl |1 min. Average 1 hr Average
Option Present With llegal Length 30000 500 Infinite 0 0 0
TCP Flays-Bad URG 30000 500 Infinite 0 0
TEP Half Open 30000 500 Infinite 0 0 0
TGP Option Overmuns TGP Header 30000 500 Infinite 0 0 0
TEP PUSH Fload 30000 500 Infinite 0 0 0
TP RST Flood 30000 500 Infinite 0 0 0
TGP YN ACK Fload 30000 500 Infinite 0 0 0
TCF SYN Flood 100 500 200 0 0 0
TGP 5YN Oversize 100 500 200 0 0 0

Open the following as new tabs (right click and select open link in a new tab) in the DHD Ul (Google

Chrome Window):

Security>>DoS Protection>>DoS Overview (leave the filter at default: ‘DoS Attack’ and change
auto refresh to 20 seconds)

Statistics>>DoS Visibility

Access the Attacker System CLI/shell and launch the attack:

# sudo bash

# cd ~/scripts
# ./multivector.sh

The attacks will be detected immediately. Let the attacks run for a couple of minutes. Click Refresh
on the DoS Overview page and it will start to populate. You will see some attacks mitigated by Device
Configuration and some mitigated by the more specific settings on the ServerNet Protected Object:

Security » Do

% - DoS Ovenview

Cotetiter
Ftere 008 Atack

Auto Refresh 20 seconds ¥

T tock tatus werage Aggregate s || Dropped s Detecion TheshaldPPS [ Roto Lt ToshodpPS.
Profile. Aftack Vector & Layer ¢  Virtual Server ¢ - Aggregate ¢ - BadActor ¢ Curment 1min  1hour Aggregate BadActor Threshold Mode Aggregate Bad Actor Detect Threshold % Aggregate Bad Actor
dos-device-conflg dos-common/Sig 23230 8 1496835541 Enforced L4BDOS  NA Detocted @ None 1814 1859 8 0 0 A 150 A NA Infinite NiA
Serverniet Pyt oo Enforced NETWORK ServerNet @) Dropped @ MNome 915 1038 0 890 0 Manual 100 Infiite 500 200 Infiite
dos-device-config TCP bad ACK 1o Enforced NETWORK NA Detected @ None 895 1055 0 0 0 Manual 100 10 500 200 20
ServerNet P YN flood Enforced NETWORK Serverhlet @o0mopped @ None 1835 2086 0 1635 0 Manual 100 Infinite 500 200 Infinite

Navigate to Security>>Event Logs>>DoS->Network>>Events.

Click on “custom search...” link.

v

Drag one of the values from the “Attack Type” column into the custom search builder. From the Action
column, drag Drop into the search builder. Click “Search”
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<" Lagaing Profies

e | frce svn foodl =
Action oren %

Search || Reset Search

) Tme [ DosMade |+ Dos saure  Contex [ grent < Type < Acton |+ AtiackiD |+ Packets - sec | = Dropped Packets
2017-06-07 18:54:31 Enforced Volumetric, Aggregated across all SrclP's, VS-Specific attack, metric:PPS jCommon/ServerNet Attack Sampled TCP 8YNflood Drop 2734967678 344 319
= 2017-06-07 185431 Enforced Volumetric,. SrelP's, VS-Spe , metric:PPS. TCP SYNflood Drop 2734967678 343 318
2017-06.07 185431 Enforced  Volumetric, Agoregated across allSrP's, VE-Specic atack, melficPPS. [CommarServerNet Afack Sampled TCP SVfood Drop 2734367678 344 319
2017-06-07 18:54:30 Enforced Volumetric, Aggregated across all SrclP's, VS-Specific attack, metricPPS jCommon/ServerNet Attack Sampled TCP SYNflood Drop 2734967678 334 309
= 20170807 185430 Enforced  Volumetric, Agoregated across allSriP's, VE-Specie atack, melfePPS. [CommanServerNet. Atack Sampled TCP Sfond Drop 2734967678 339 e
2017-06.07 18:54:30 Enforced  Volumetric, Agoregated across allSriP's, VE-Specic stack, melricPPS. [CommarServerNet. Atack Sampled TCP Svfood Drop 2734867678 343 a1
2017-06-07 18:54:30 Enforced Volumetric, Aggregated across all SrclP's, VS-Specific attack, metricPPS jCommon/ServerNet Attack Sampled TCP SYNflood Drop 2734967678 327 302
= 20170807 185430 Enforced  Volumetrc SreP's, v6-8p (meticPS AtackSampled TOP SVNflood Drop 2734967678 337 a2
2017-06.07 185430 Enforced  Volumetric, Agoregated across allSr's, VE-Specifc stack, melricPPS. [CommarServerNet Afack Sampled TCP S¥food Drop 2734867678 328 03
2017-06-07 18:54:30 Enforced Volumetric, Aggregated across all SrclP's, VS-Specific attack, metricPPS /Common/ServerNet Aftack Sampled TCP 8YNflood Drop 2734967678 333 308
= 0170507 185630 Enforced  Volumetric, Agoregated across allSriP's, VE-Specie atack, melfizPPS. [CommanServeriet. Atack Sampled TCP SVfond Drop 2734867678 333 308
2017:06.07 185429 Enforced  Volumetric, Agoregated across allSr's, VE-Specic stack, melricPPS. [CommariServerNet Atack Sampled TCP S¥Nfood Drop 2734867678 339 3

Further explore the DoS Event logs. For example, clear the search and identify the “Stop” and “Start”
times for an attack, etc.

* In the Hybrid Defender WebUI, access the DoS Visibility reporting tool at Statistics>>DoS Visibility.
If you get a time-skew warning, then please ignore it as it's the Windows PC that can’t keep the clock
right.

Note: The DoS Visibility is a reporting tool, not a real-time monitoring tool. Events are displayed,
much like other AVR-based reporting, in 5 minute windows. Do not expect events to be shown here
immediately after running an attack. Quicker/real-time monitoring of on-going DoS attacks is best
accomplished in the DoS Event Logs and DoS Overview areas of the WebUI.**

* You should see the attacks in the timeline and a variety of details in the windows. Use the slider to
shorten the timeframe if needed, and click the Network filter, to focus on L4 attacks and mitigation.

Security »» Reporting

% - | Dashboard

Lasthourv  Wednesday Jun 7, 18:05:00 - 19.05:58 smin. v & Refresh
0 1810 ' 1820 ' 1830 1840 1850 1800 |
| Warning! There is a time skew of 44 seconds between your local clock and BIG-IP's. ] Jsre Jons

| Make sure that oth your lacal compuer and the BIG-IP have automatic-time synchronization using NTP. | I s Ise
1 o

om :z 10 1 Total Attacks 4

Jun 07 2017, 18:54:55

Attack Id: 2734567678
~ Mitigation; Blocked
| Severity: High
—— Trigger: Yolumetric, Aggregated across all SrclP's, ¥S-Specific attack, metric=PPS
| vector: TCP SN flood

1848 1850 1854 4252 18582 884 1855 4856 85T 1848 4258 49000 19

 Stop the attack (Ctrl+C) in the Attacker CLI (ssh window).

Task 5 — Configure Bad Actor Detection

Add bad actor detection for a for the UDP flood protection.
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UDP Flood

Enforce

Setting Value
Enforce selected
Manual Configuration selected
Detection Threshold PPS 100
Detection Threshold Percent | 500
Rate Limit 200

Bad Actor Detection selected
Per Source IP Detection 100 PPS
Per Source IP Rate Limit 30 PPS
Blacklist Attacking Addresses | selected
Detection Time 15 seconds

Duration

120 seconds

v

Auto-Threshald Configuration

« Manual Configuration

Detection Threshold FFS:

Specify ¥ | 100

Detection Threshold Percent:

Specify ¥ || 500

Rate Limit:
Specify ¥ || 200

Simulate Auto Threshold

« Bad Actor Detection

Per Source IP Detection (PPS):

Specify ¥ | 100

Per Source IP Rate Limit (PPS):

Specify ¥ || 30

«| Blacklist Attacking Address

Blacklist Category, denial_of_semnice

Detection Time:
148

Duratian

120

Allow Advertisement

seconds

seconds

In the Configuration Utility, open the DoS Protection >> Quick Configuration page and in the Pro-
tected Objects section click ServerNet.

In the UDP row click the + icon, and then click UDP Flood.

On the right-side of the page configure using the following information in the table, and then click
Update.

Set the UDP Flood vector settings:

» Open the following in new tabs (Google Chrome - right click and select open link in new tab) in the

DHD Ul:

» DoS Protection>>Quick Configuration>>ServerNet
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Security>>DoS Protection>>DoS Overview (leave filter at default: “DoS Attack” and set refresh rate
to 20s)

Statistics>>DoS Visibility
Security>>Event Logs>>Network->IP Intelligence
Access the Attacker system CLI (putty ssh) and run the UDP flood attack:

# sudo bash
# cd ~/scripts
# ./udp\_flood.sh

From the menu, select ‘1’ to start the attack
root@attacker-a:~/scripts# ./udp\_flood.sh

1) Attack start

2) Attack end

3) Quit

#?

Note: This attack is relatively short-lived. You can launch it again if the attack ends and you are not
finished showing the various reports. Simply type ‘1’ again, to re-run the attack. You may have to run
the attack multiple times using ‘1.

In the DoS Overview page observe the blocks by Bad Actor

ter Vector Name ‘ v Attack Status #Awerage Aggregate PPS Dropped PPS Detection Threshold PPS Rate Limit Threshold PPS
Profile AftackVector ¢ State & Layer & Virtual Server ¢ | ~| Aggregate & ~ BadActor # | Cument | 1min  1hour  Aggregate BadActor Threshold Mode  Aggregate Bad Actor Detect Threshold % Aggregate Bad Actor
Semeret  UDP food Enforced NETWORK ~ SenverNiat Detected @ None 0 w0 0 0 0 Manual 100 100 500 20 3
>
ter Vector Name v Attack Status Average Aggregate PPS Dropped PPS Detection Threshold PPS Rate Limit Threshold PPS.
Profile AftackVector ¢ State & Layer & Virtual Server ¢ |~ Aggregate ¢ |~ BadActor ¢  Cument  1min  1hour  Aggregate BadActor Threshold Mode  Aggregate Bad Actor Detect Threshold % Aggregate Bad Actor
Seeriet  UDP flaod Enforcad NETWORK ~ Serveriiat ©0omed  @O0wpped 991 s 0 791 3070 Manual 100 100 500 20 3

In the IP Intelligence Event Logs observe the IP addresses that are being added to the de-
nial_of_service blacklist.

Security » Event Logs : Network : IP Intelligence

LastHour v [Search| Custorn Search Source Destination
< Time < Context | ¢ Name |+ Policy Name. < Address |+ Port | < VLAN < Address | < Part| + Route Domain | + Protocal | + Black ListClass | + EventType |+ Action
2017-06-08 05:52:10 Global JComrmoniapp_Dos_IPLMitigate  10.1.17.227 24046 [CommonidefaulvLAN 10.1.2012 63 0 uoP denial_of_senice ~ custom_category Drop
2017-06-08 05:52:10 Glabal JCommoniiapp_Dos_IPL Mitigate  10.1.17.228 23054 [Common/defaulvLAN 10.1.2012 63 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Global JCommoniapp_Dos_IPL_Mitigate  10.1.17.223 23726 /Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice  custom_category Drop
2017-06-08 05:52:10 Global JCommonfiapp_Dos_IPL Mitigate  10.1.17.222 23356 [Common/defaulvLAN 10.1.2012 63 0 uop denial_of_senice custom_category Drop
2017-06-08 05:52:10 Glabal JCommoniap_Dos_IPL_Mitigate  10.1.17.230 23510 [Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice  custom_category Drop
2017-06-08 05:52:10 Glabal JCommoniApp_Dos_IPL Mitigate  10.4.17.228 23470 /Common/defaulvLAN 1012012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Glabal JCommoniapp_Dos_IPL_Mitigate  10.1.17.224 23998 [Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice  custom_category Drop
2017-06-08 05:52:10 Global JCommonfiApp_Dos_IPL Mitigate  10.1.17.226 23276 /Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Glabal iCommoniigpp_Dos_IPI Mitigate 10117221 23814 [CommonidefaulvLAN 1012012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Global JCommonfiApp_Dos_IPL Mitigate  10.1.17.230 23502 /Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Glahal JCommoniapp_Dos_IPL_Mitigate  10.1.17.222 23350 [Common/defaulvLAN 1012012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Global JCommonfiApp_Dos_IPL Mitigate  10.1.17.226 23270 /Comrmon/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Glahal JCommoniiapp_Dos_IPL_Mitigate  10.1.17.228 23046 [Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice custom_category Drop
2017-06-08 05:52:10 Global JCommonfiapp_Dos_IPL Mitigate  10.1.17.220 23462 /Common/defaulvLAN 10.1.2012 53 0 uoP denial_of_senice custorm_category Drop
2017.05.08 N&57 10 Ainhal (Commanfiann Ans B0 Miiste 10417991 2IA0R Commanietait AN 1049017 &2 0 e denial nf senire  rustm eatenan Nran

In the DoS Visibility tab expand the Vectors inspector and select UDP Flood. When it updates, select
a flood from the timeline. Note in the Attacks panel the #IPs blocked is 10
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Last hour v Thursdlay Jun 8, 04:59:00 - 05:59:14 smin. v 2 Refresh
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'
7851... Moderate UDPflood Volumet.. (Commo... Blocked — 2017-06.. 2017-06.. 2minutes 10 66.37K & o
iCommoni3erverNet o
915866... Moderate UDPflood Volumet.. (Commo... Blocked — 2017-06.. 2017-06.. 2minutes 10 103.62K
L 132610.. Moderate UDPfood Volumet.. Commo... Blocked  2017-06... 2017-06.. aminute 10 139.38K

wrre
Hign
g oNs 85334355 Moderate UDPflood Volumet.. /Commo.. Blocked — 2017-06.. Ongoing 7 minute.. 10 66.49K
Motderate ar = Applications ~
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= Vectors ~
[ Q . Tansa
itual Sorvers o -
#of i Vitual Serers wiae) Bervers e o Vitual Server | ServerLate,,| <Healt | =Gt Con...| <15 (Concu.. < Blocked P, | < Atacking!... | < Atacks Cone.| £
— iCommonsSe... 0 Good 344K 10 10 10 1

» End the UDP_Flood attack script by typing ‘2’ to kill any still running processes and then ‘3’ to exit the
script.

» Clean-Up : Be sure to stop all hping3 processes by using the following command:

# sudo bash
# killall -9 hping3

3.1.4 Lab 4 - Using Auto Thresholding

This exercise will simulate a newly configured Protected Object where the security administrator is unsure
what values to assign to a few common vectors. Note that auto-thresholding is useful at both the Device
and Protected Object levels

Note: This demo may place significant stress on the demo environment. This may make the DHD Ul
less responsive. This is unavoidable since for auto-thresholding to block, the attack must be damaging
enough to cause stress, which will push the CPU on the Virtual Environment very high. Remember that
this is a virtual environment with minimal resources for lab under high stress and that the Hybrid Defender
appliances mitigate these attacks in dedicated hardware.**

Task 1 — Configure Auto Thresholding

» On the Good Client, if you have not already done so, start the network baselining. This step is needed
if you didn’t start the good traffic generation in Exercise 2 or accidently stopped it.

# sudo bash
# cd ~/scripts
# ./baseline_14.sh

* In the Hybrid Defender Ul, in Quick Configuration, select the Server5 Protected Object and verify that
the IP and TCP vectors are all at default thresholds with auto-threshold disabled:

Setting Value

All Detection Thresholds | 30000 pps
All Rate Limits Infinite
Auto Thresholding Disabled
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IPv4

Wector Detection Threshaold PPS Detection Threshold Percent Rate Limit
Host Unreachable 30000 500 Infinite
ICMP Fragment 30000 500 Infinite
ICMPvd flood 30000 500 Infinite

30000 500 Infinite
r 30000 500 Infinite
TIDCHP 30000 500 Infinite
TTL == <tunahle= 30000 500 Infinite
TCP
Vector Detection Threshald PPS Detection Threshald Percent Rate Limit
30000 500 Infinite
ad! 30000 500 Infinite
TCF Half Open 30000 500 Infinite
TCF Option Overrung TCP Header 30000 500 Infinite:
TGP PUSH Fload 30000 500 Infinite
TCP RST Flood 30000 500 Infinite
TCP SYN ACK Flond 30000 500 Infinite
TCP SYN Flood 30000 500 Infinite
30000 500 Infinite
30000 500 Infinite
30000 500 Infinite

* In the Hybrid Defender CLI (BIGIP ssh window), restart auto-thresholding:

# tmsh run security dos device-config auto-threshold-relearn
# tmsh run security dos virtual name Server5 auto-threshold-relearn

In the Hybrid Defender WebUI, in the Server5 Protected Object configuration, enable auto-thresholding for
the following vectors: ICMPv4 Flood, TCP SYN Flood, TCP Push Flood, TCP RST Flood, TCP SYN ACK
Flood by selecting each vector and clicking the Auto-Threshold Configuration radio button. When all
vectors are configured, click Update at the bottom of the screen.

* In the Hybrid Defender WebUI, view the Auto Threshold event log by navigation to Security>>Event
Logs>>DoS>>Network>>Auto Threshold.

A LastHour v |[Search] Custom Searc
Time Context Threshold Type Atack Type olavalue | = Newvalue | = Event
2017-06-08 064204 [CommonServers Do Auto Ratelimit Threshold TCP Push Flood 1662158077 424967285 Network AutoDos Event
2017-06-08 064204 [CommonServers DoS Auto Ratelimit Threshold ICMPvéfood 1692158077 4294967285 Network AutoDosS Event
2017-06-08 064204 [CommonServers Do Auto Ratelimit Treshold TCPRSTfood 1662158077 424967285 Network AutoDos Event
2017-06-08 06:4204 [CommonServers Do Auto Ratelimit Threshold TCP SYNACK flood 1662158077 4294967285 Network AutaDos Event
2017-06-08 064204 [Commor/Servers Do Auto Ratelimit Thrashold TOPSYNfood 1692158077 4294967205 Nework AutoDoS Event
2017-06-08 064203 ICommonServers Do Auto Ratelimit Threshold TCP Push Flood 4204967285 1692158077 Network AutoDoS Event
2017-06-08 06:4203 [CommonServers DoS Auto Ratelimit Threshold ICMPvéfood 4204967285 1692158077 Nework AutoDos Event
2017.06-08 06:4203 [CommorServers Do Auto Ratelimit Thrashold TCPRSTfood 4204967205 1692158077 Network AutoDos Event
2017-06-08 064203 ICommonServers Do Auto Ratelimit Threshold TGP SYNACK flood 4264967285 1692158077 Network AutoDos Event
2017-06-08 064203 [CommonServers DoS Auto RatelimitThreshold TCPSYNfood 4204967295 1692158077 Network AutoDos Event
2017-06-08 06:41:05 [Common/Servers Do Auto Ratelimit Threshold TOP Push Flood 3279579570 424967285 Nework AutoDos Event
2017-06-08 06:41:05 [CommonServers Do Auto Ratelimit Threshold ICMPvéfood 3279579570 4294867285 Nework AutoDos Event

The system is updating the detection thresholds. With auto-thresholding, the system adjust the detection
thresholds based on observed traffic patterns. However, mitigation rate limits are always dynamic based
on detected system or protected object stress. If anomalous levels of traffic are running, but there is no
stress, the Hybrid Defender will generate alerts but will not block traffic. Under stress, the rate limits are
automatically created and adjusted dynamically.

Task 2 — Create Stress to trigger Auto Thresholding and view Reports.

 Let’s create some stress with a Flood attack. In the Attacker CLI start the auto-threshold flood:
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# sudo bash
# cd ~/scripts
# ./autot_flood.sh

This is a long duration attack. You can terminate it with Ctrl+C when finished.

In the Hybrid Defender WebUI, review the Auto Threshold event log. You will see that Rate limits are
being automatically set and adjusted to mitigate the flood attack.

[Security » Event Logs : DS : Network : Auto Threshold

£

Network ~ [Dos ~[BotDefense ~ ing Profiles

1 [LastHour v |Search| Custom Search

< Time « Cantext + Threshold Type ©AfackTpe |+ Oldvalue | < Newvalue |+ Event

2017-06-08 06:46:49 JcommonSener§ Do Aulo Ratelimit Threshold TOP Push Flood 3799761747 885 Network AutoDoS Event
2017-08-08 06:45:49 JCommanSenver5 DS Auta Ratelimit Threshold CMPvé fload 3790781747 885 Network AutaDoS Event
2017-06-08 06:46:49 JcommonSenver§ DoS Aulo Ratelimit Threshold TOPRSTfood 3709761747 885 Network AutoDoS Event
2017-08-08 06:45:49 JCommonSenverS DS Auto Ratelimit Thveshold TCP SYNACK flood 3799781747 885 Network AutaDoS Event
2017-06-08 06:46:49 JCommonSenver§ DoS Aulo Ratelimit Threshold TP 8YNflood 3799761747 885 Network AutoDoS Event
2017-06-08 06:45:48 JCommon/SenverS DoS Auto Ratelimit Thveshold TCP PushFlood 783187 3799781747 NebworkAutaDoS Event
2017-08-08 06:46:48 JCommonSenver§ DoS Auto Ratelimit Threshald ICMPvé fload TRIIE7  3799TB747 Network AuloDoS Event
2017-06-08 06:45:48 ICommoniSenverS Dos Aulo Ratelimit Threshold TCPRSTflood 783187 3799781747 NebworkAutoDoS Event
2017-08-08 06:45:48 JCommonSenvers DoS Aulo Ratelimit Threshold TCP SYNIACKfood 783187 3799781747 Nebwark AutaDoS Event
2017-06-08 06:46:48 JCommonSeners Do Auto Ratelimit Threshold TCP8YNflood 763187 3799781747 NetworkAutaDos Event
2017-08-08 06:45:47 JCommonSenver§ DoS Aulo Ratelimit Threshold TCP Push Flood 18 TENET NebworkAutoDoS Event
2017-06-08 06:46:47 JCommonSeners DoS Auto Ratelimit Threshold CMPvé flood 18 783187 NetworkAutoDoS Event
2017-08-08 06:45:47 JCommonSenvers DoS Aulo Ratelimit Thveshold TCPRSTfood 18 TENET NetworkAutoDoS Event
2017-06-08 06:46:47 JCommonSeners Do Auto Ratelimit Threshold TCP SYNACK lood 18 783187 NetworkAutoDoS Event
2017-08-08 06:45:47 JCommonSenver§ DoS Aulo Ratelimit Threshold TCPSYNfood 18 TENET NebworkAutoDoS Event
2017-06-08 06:46:45 JCommonSener§ Do Aulo Ratelimit Threshold TP PushFlood 16485 18 Network AutoDoS Event
2017-08-08 06:45:45 JCommanSenver5 DS Auta Ratelimit Threshold ICMPvé fload waes 18 Network AutaDoS Event
2017-06-08 06:46:45 JcommonSenver§ DoS Aulo Ratelimit Threshold TCPRSTfood 16485 18 Network AutoDoS Event
2017-06-08 06:45:45 ICommoniSenver5 DS Aulo Ratelimit Thveshold TCP SYNACKfood 16485 18 Network AutaDoS Event
2017-06-08 06:46:45 JCommonSenver§ DoS Aulo Ratelimit Threshold TP 8YNfood 16485 18 Network AutoDoS Event
2017-06-08 06:45:44 ICommoniSenverS DoS Aulo Ratelimit Thveshold TCP PushFlood 1420120641 16455 Network AutoDoS Event
2017-08-08 06:45:44 JCommonSenver§ DoS Auta Ratelimit Threshald ICMPvé fload 1420120841 16465 Network AutoDoS Event

In the Hybrid Defender WebUI, view the DoS Overview. Note that the ICMP Flood attack is being
mitigated and the rate limit thresholds for each of the auto-threshold vectors have been adjusted
based on stress, including vectors that are not detecting or blocking an attack.

Security » DoS Protection : DoS Overview

Profies ration ~ | Eviction Policy

Context Fiter

Auto Refresh Disabled v | Refresh
Enter Vector Name A [ Attack Status || average aggregate PPS || DroppedpPS Detection Threshold PPS Rate Limit Threshold PF

Profile Aftack Vector & State & ‘ Layer & ‘Vmui\ Server. ‘\'\ Aggregate ¢ || BadActor & ‘ Current ‘ 1min 1 hour ‘Aumam ‘ Bad Actor Threshold Mode  Aggregate Bad Actor Detect Threshold % Aggregate Bad Ac
dos-device-config. dos-commenSig_23230_200_1438929634 Enforced L4BD0S  NiA Defected @ MNone 3853 15671 2 0 0 NA 150 NA NA Infiite NA
Servers OMPva lood Enforced NETWORK Servers Defected @ MNone 3696 16583 0 0 0 Auto 2 Infinite NA 14528 Ininte  Infiite
dos-device-conig (CHPvA food Enforced NETWORK N Detected  @MNone 11710 31867 1108 O 0 Manual 10000 1000 500 100000 10000
dos-device-config [P bad ¢ Enforced NETWORK NA @Dopes ©None 402 1314 50 am2 0 Manual 1000 NA 500 10000 NA
< v

DoS Overview

Security » Dos Protecti

% - | Dos Oy

Device Configuration ~ | Eviction Lst @ | Behavioral

Context Fiter
Filer Type D0 Atack . |

ter Vector Narme. v

[ Attack Status Average Aggregate PPS || Dropped PPS Detection Threshold PPS Rate Limit Threshold PF
Profile Attack Vector & ‘ State & ‘ Layer & ‘WmﬁIEENel 6‘ |~|Aggregate ¢ |~|BadActor ¢ Curent 1min 1hour Aggregate Bad Achr‘ Threshold Mode Aggregate Bad Actor Detect Threshold % I Aggregate ‘EIHAE(DV
dos-device-confly dos-common/Sig_23230_200_149692363¢ Enforced L4BDOS  NA Detected @ None 20980 15823 2 0 0 Nk 150 A A Infinite A
Senvers ICMPy4 flood Enforced NETWORK Server5 @oopped @ None. 17183 15950 0 17180 0 Auto 12 Infinite N 51-Infine  Infinite
dos-device-canfiy P4 oo Erforced NETWORK ik Detected @ None 3115 32919 1147 0 0 Manual 10000 1000 500 100000 10000
dos-device-confiy 1P bad src Enforced NETWORK ik @0omes  ©None 180 138 s 1e0 0 Manual 1000 Nk 500 10000 A
< >

Select the filter type to Virtual Server (DoS protected) and Server5 and view how various Thresholds
are dynamically adjusted based on the stress
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Context Fiter

[Frortoe Vi soma Gos et < oo v]

‘ Auto Refresh Disabled v | Refresh

Enter Vector Narne v [ | || oropeares | | Detection Thresholapps | | Rate Limit Throshold PPS
Prfle | Atack ectr & siate ¢ [Laer ¢ | -laguegsle ¢ | -lBaoador ¢ Curent |imn |inour |ssoregle |BasAcor |Tnestoddode Agiresste  Sadscor | DelecTmestla% | Ajaregale | SaActr
Servers Hostueachable Enforied NETWORK @ None © None 0 o o 0 3 Wanual 30000 nfinte s00 Infte Infinte
Sewers [CHP fragmenteg Enforied NETWORK @ None © None 0 P 0 0 Manual 30000 Infinte s00 Infite Infine
Senvers (CMPY flood Enforced NETWORK @) Dropped @ None e 1easT 0 w05 0 Ao 12 Infine A 20-nfite Infinte
Sewers P fragment oo Enforced NETWORK @ None © None 0 oo 0 0 Manusi 30000 Infine s00 Infnite Infite
Sewvers P opton rames Enforied NETWORK @ None © None 0 o o 0 o Manual 30000 nfinte s00 Infinte Infinte
Seners LowTTL Enforied NETWORK @ None © None 0 o o 0 o Manual 30000 Infinte s00 Infite Infine
Servers TP bag URG Enforied NETWORK @ None © None 0 o o 0 3 Manual 30000 Infin s00 Infite Infinte
Sewvers TCP halfcpen Enforced NETWORK @ None © None 0 oo 0 0 Manusi 30000 Infinte s00 Infite Infie
Servers TGP option overruns TCP headsr Enforced NETWORK @ None © None 0 o o 0 0 Manusi 30000 Infine 500 Infnite Infe
Sewers TCP Opllon precertwin legallenglh  Enforced  NETWORK @ None © None 0 o o 0 o Manual 30000 nfinte s00 Infe Infinte
Semers TP Push Flood Enforied NETWORK @ None © None 0 o o 0 3 o 12 Infinte A 280-nfite tnfinte
Semers TP RST flaog Enforied NETWORK @ None © None 0 P 0 0 o 18 Infine N 7-ninte ot
Servers TP SN flood Enforced NETWORK @ None © None 0 o o 0 0 Auto 12 Infinte A 20-nfite Infinte
Sewers TP SN Oversize Enforced NETWORK @ None © None 0 o o 0 0 Manusi 30000 Infine s00 Infnite Infite
Serers TOP SYNCK losd Enforied NETWORK @ None © None 0 o o 0 o o 12 ntinte A 280-nfite Infinte
Semers TP window size Enforced NETWORK @ None © None 0 o o 0 0 Manual 30000 Infin s00 Infite Infine
Servers TIDCHP ttack Enforced NETWORK @ None © None 0 o o 0 0 Wanusi 30000 Infine s00 Infite Infine
Sewers Unknown TGP option e Enforced NETWORK @ None © None 0 o 0 0 0 Manusi 30000 Infinte s00 Infite Infie

Terminate the attack in the Attacker CLI with Ctrl+C.

After the attack has ended, in the Hybrid Defender WebUI, navigate to the DoS Visibility page. Under
Vectors, select ICMPv4 Flood. View various details.

Lasthourv  Thursday Jun 8, 06:16:00 - 07:16:16 smin. v 2 Refresh
o] 0820 0830 0640 ' 0850 ' o700 o710 o]
Attack puration e Jons
I eteork |se
»
Device Group:
“Self -
H = AttackIDs i
§ Q. Tiansa
2 1609658258
S 3473370530 o
0820 o825 0830 083 o830 o35 o850 o5 0700 o70s o710 o715
Crtical W High I Moderate M Low B VST |
Q  Tansa
Attacks e

Jcommon/Servers o

#0f Critical Attacks Attack Severity L

347337... Low ICMPV4 ... Volumet... Devicel... Blocked  2017- 13minu... 27.55K

= Applications +

High —
ons = Vectors ~ i

Netwok ICMPv4 flood

Low

Clean-up: On the Attacker CLI, if the attack is still running be certain to end it with Ctrl-C.

Clean-up: For repeatability, it is necessary to disable the auto-thresholding for the ICMPv4 Flood,
TCP RST Flood, TCP Push Flood, TCP SYN ACK Flood and TCP SYN Flood vectors on the
Server5 protected object. Switch them back to Manual Configuration.




Properties

ICMPvd flood Enforce v

Auto-Threshold Configuration

» Manual Configuration

Cetection Threshold PPS:
Specify ¥ | 30000

Detection Threshold Percent:
Specify ¥ | 500

Fate Limit:
Infinite ¥

Simulate Auto Threshold

Bad Actor Detection

+ Clean-up: After disabling auto-thresholding, clear the learning on the Hybrid Defender CLI with:

# tmsh run security dos device-config auto-threshold-relearn
# tmsh run security dos virtual name Server5 auto-threshold-relearn

+ Clean-up: Stop the baseline traffic generation from the good-client if still running using CTRL+C

3.1.5 Lab 5 — Configuring DNS Attack Protection

DNS DoS attacks come in many flavors and target different resources. DNS query, reverse flood and
amplification attacks are some such DNS attacks.

DNS Query Flood

This type of DoS of service attack has a couple possible resource impacts.
» Overwhelm the DNS server’s ability to respond by sending too many requests

This can be done just by asking for more requests than the server can reply with and prevent the server
from servicing legitimate requests. It doesn’t really matter if the clients are spoofed or not, it only matters
that the DNS server just can’t keep up.

Mitigation Options

DNS DoS mitigation generally requires an awareness of what you’re trying to protect. This allows you to
apply the appropriate mitigations and push the problem upstream until the next step is to force it off premises
and in to a cloud solution. Load balancing is one remedy to this solution (anycast). Spreading the requests
across pools of servers can help mitigate against these types of attacks. DNS Express is another option to
increase the capacity of your DNS infrastructure. Layering in DHD DNS DoS vector mitigation also stops
common DNS attacks.

Task 1 — Use a Protected Object to Mitigate a DNS Query Flood

* In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
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* In the Protected Objects section click Create.

» Configure a protected object using the following information, and then click Create.

DoS Protection »» Quick Configuration »» Create Protected Object

Name DNSServer

IP Address 10.1.20.14

Port 53

Protocol UbDP

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | DNS

Protected Object
IP Address f Mask | 10.1.20.14
Port
Pratacol |uop v
WLAN & Any
S5L Enabled

Deployment Model

Trafic ;| Symmetric ¥

Defaultvhitelist

HTTF Wyhitelist

DDoS Setlings

Capacity
Caonnection Limit Infinite. ¥
Maxirmum Bandwidth Infinite ¥
Enable External Redirection

Protection Settings
Action ’migate b
Silverline

Mo Address Selected

Add IF address

| Add

Usge Default ¥

IPvid IPvE TCP LDP Sweep ¢ DMS SIFP

HTTF

HTTPS

DHS
Cancel | Create

* In the DNS row click the + icon, and then click DNS A Query.

» On the right-side of the page configure using the following information, and then click Create.

Detection Threshold PPS

Specify: 75

Detection Threshold Percent

Specify: 500

Rate Limit

Specify: 100
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DNS A Query Enfarce v

Auto-Threshold Configuration

» Manual Configuration

Detection Threshald PPS:
Specify ¥ || 75

Detection Threshold Percent:
Specify ¥ || 500

Rate Limit:
Specify ¥ || 100

Simulate furto Threshold

Bad Actor Detection

Task 2 — Establish a DNS Baseline

+ In the Attacker putty window type (or copy and paste) the following command:

# sudo bash
# cd ~/scripts
# ./dnsbaseline.sh

« Continue to run the baseline until you get the following results:
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Thu Jun

me limit)

Task 3 — Initiate a DNS Attack that Exceeds the Rate Limit

* In the Attacker putty window type (or copy and paste) the following command:
./dnsdosrate.sh
+ Wait for the attack to run for about 30 seconds before moving on.

+ In the Configuration Utility, review the DoS Overview page
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Context Flter

Fiter Type. Virtual Server (DS protected) ¥
Auto Refresh 20seconds v || Refresh
Enter Vector Name v

Profile Atack Vector & State & | Layer ¢
DNSServer A query DOS Enforced  DNS
DNSSenver Enforced  DNS
DNgServer ery DS Enforced  DNS
DNaServer Enforced  DNS
DNgServer Enforced  DNS

ion Policy List 3

Beha

ONSSenver v
Attack Status
~ Aggregate & ~ BadActor
@ oropped © None
© None © None
© None © None
© Nane © Nane
© None © None

Sign

#verage Aggregate PPS
Curent | tmin | 1 hour
103 54 0
[ 0 0
0 0 0
0 0 0
0 0 0

Dropped PPS
Aggregate | BadAcor | Threshold Mode
n 0 Manual
0 0 Manual
0 0 Manual
0 0 Manual
0 0 Manual

Detection Threshold PPS.
Aggregate  Bad Actor
™ nfinte
30000 infite
30000 Infrite
30000 nfite
a0000 Infrite

The A query DOS attack vector is now dropping attack traffic.

Detect Threshold %

Rate Limi Threshold PPS
Agaregate Bad Actor
100 Infiite
Infiite Infiite
Infinite Infrite
Infiite Infiite
Infiite Infrite

The script will also record the number of drops if any as a result of the attack rate limit being hit.

In the Configuration Utility open the Statistics >>DoS Visibility page.

Last hour v Thursday Jun 8, 07:07:00 - 08:07:35 smin. v
0 0710 0720
Attack Duration
2
&
10 o 2 o728
Attacks
#0f Criical Atacks Attack Severlty

High

Maderate

Low.

wrte

sie

Hetwok

DNS Reverse flood

£ Refresh

0730

Critical W High

335352 Criical

Altack

0730

o740

Moderate M Low

- Severty | < Vector

DNSAQ

Trigger

Volumet... /Commo... Blocked

0740

Virtual... | Mitigat...| & StartT.

0750

EngTi

2017-06... Ongoing

0800

Durati.. | < IPs (C.

4minute... 1

View details in various sections

o520 i
Jwre Jons
I I netweork |se
o
e Oroun
“Self
= Attack IDs 11

Blocked T,

Q. Transa.

= Virtual Servers. '
Q. Transa
JcomrmoniDNSServer 0

= Applications

= Vectors ~ O
Q. Tansa.

DNS A Query o

Sometimes DNS responses are used in flooding network resources. A small request has a disproportion-
ately larger response and since the transport protocol is UDP it can easily be spoofed. The outbound pipe
can easily get congested responding to a smaller number of requests with large responses.
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Task 1 — View DNS Reverse Flood

Use tecpdump and dig to view DNS request and response packets. A small request produces a large
response. You will open two ssh sessions to the attacker.

« Putty to the Attacker CLI (use the shortcut).
+ Putty to the Attacker CLI (use the shortcut).

* In the first ssh window on the attacker start a tcpdump using the following command:

# sudo bash
# cd ~/scripts
# tcpdump -i lo &

@ root@Attacker: ~fscripts
Tt r:

* In the second ssh window on the attacker issue a dig against the loop back with “ANY”

# sudo bash
# cd ~/scripts
# dig ANY floodzone.local @localhost
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root@Attacker: ~
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In the first ssh window on the attacker view the results of the tcpdump : Notice the difference in the
size of the request (44) vs the response (628). Your values maybe different. The point is that a
small request can generate an enormous response.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decodelistening on lo, link-type EN10MB
(Ethernet), capture size 65535 bytes
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07:33:55.737892 IP localhost.47406 > localhost.domain: 3896+ [lau] ANY?
floodzone.local. *xx(44) %%

07:33:55.738563 IP localhost.domain > localhost.47406: 3896\x 17/0/13 A
10.10.1.2, A 10.10.1.3, A 10.10.1.4, A 10.10.1.1, A 10.10.1.5, SOA, NS
ranger.floodzone.local., NS langley.floodzone.local., NS
lexington.floodzone.local., NS attacker-a.f5d emo.com., NS
saratoga.floodzone.local., AAAA ::1, MX enterprise.floodzone.local. 20,
MX hornet.floodzone.local. 40, MX ess ex.floodzone.local. 50, MX
yorktown.floodzone.local. 10, MX wasp.floodzone.local. 30 %% (628) %%

In the second ssh window on the attacker issue a dig against the loop back with “ANY” for a larger
response.

# sudo bash
# cd ~/scripts
# dig ANY ripe.net @localhost +dnssec

In the first ssh window on the attacker view the results of the tcpdump : Notice the difference in the
size of the request (37) vs the response (2715). Your values maybe different. The point is that a
small request can generate an enormous response.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decode

listening on lo, link-type EN1OMB (Ethernet), capture size 65535 bytes

07:43:44.018212 IP localhost.51272 > localhost.domain: 58304+ [lau] ANY?
ripe.net. %% (37)*xx%

07:43:44.018889 IP localhost.domain > localhost.51272: 58304$ 18/8/15
RRSIG, SOA, RRSIG, RRSIG, A 193.0.6.139, RRSIG, DNSKEY, DNSKEY, DNSKEY,
RRSIG, DS, NS manus.authdns.ripe.net., NS a2.verisigndns.com., NS
al.verisigndns.com., NS tinnie.arin.net., NS sns-pb.isc.org., NS
sec3.apnic.net., NS a3.verisigndns.com. *x*(2715) %%

Once you're done, type ‘fg’ and ‘CTRL+C’ to stop the tcpdump.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decode listening on lo, link-type EN10MB
(Ethernet), capture size 65535 bytes

fg
tcpdump -i lo

~C

0 packets captured

0 packets received by filter
0 packets dropped by kernel
root@Attacker:~/scripts#

This can easily overwhelm the server or overwhelm the outbound network pipe disrupting traffic responses
for legitimate requests and/or other applications.

One industry accepted way to mitigate this type of attack is to rate limit the responses on the DNS servers.
More information on Response Rate Limiting can be found here:
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https://www.isc.org/wp-content/uploads/2014/11/DNS-RRL-LISA14.pdf

Because DoS policies are applied to traffic flows on ingress to the DHD, response rate limiting isn’t currently
available. But you still can limit the types of queries that can disproportionately consume bandwidth. The
ANY query used in the previous example is one such example.

Task 2 — Use a Protected Object to Mitigate a DNS Reverse Query Flood

In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page

In the Protected Objects section click DNSServer.
In the DNS row click the + icon, and then click DNS ANY Query.

On the right-side of the page configure using the following information, and then click Update.

Detection Threshold PPS Specify: 50
Detection Threshold Percent | Specify: 500
Rate Limit Specify: 75

DNS ANY Query Enforce v

Auto-Threshold Configuration

» Manual Configuration

Detection Threshold PPS:
Swecity ¥ || 5p

Detection Threshold Percent:
Specify ¥ || 500

Rate Limit:
Specify ¥ || 75

Simulate Auto Threshold

Bad Actor Detection

« In the BIG-IP Configuration Utility, open the Security>>DoS Protection>> DoS Overview page and
set the Filter type to “Virtual Server (DoS protected) / DNSServer” Set Auto-Refresh to 20 sec-

onds.

Security :» DoS Protection : DoS Overview

DS Profiles Jevice Configuration = | Eviction Policy List (]

Context Filter
Filter Type vitual Server (DoS protected) ¥
Auto Refresh 20 seconds ¥ || Refresh
Enter vector Marme | T | Attack Status
Frofile AtackVector = ‘State 2 Layer # |[~|Aggregate & ||~ Bad
MKIRRRAEr & pinare MINS Frifrrrar MR N nne LRkl

« In the attacker ssh window issue dns reverse flood attack as follows:
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# sudo bash
# cd ~/scripts
# ./dnsReverseFlood.sh

+ Observe the DoS Overview as it gradually starts to drop the ANY queries.

Enter Vector Name v [y Dropped PPS Detection Threshold PPS Rate Limit Threshold PPS
Profle AtackVector & State ¢ | Layer & | [~|Agoregate ¢ | [-|BadActor & | Cument | 1min | 1hour  Agoregate | BadActor | ThrestoldMode | Augregate Bad Actor DetectThreshald % | Aggregate Bad Astor
DNSSever A queryDOS Enforced  DNS @) None & None 0 0 0 0 0 Marual 75 Infiite 500 100 Infiite
DNSSever  ASAA query DOS Enforced  DNS @ None © None 0 0 0 0 0 Marual 30000 Infiite 500 Infiite Infiite
DNSSemer AN query DOS Enforced  DNS @ None © None 53 4 0 2 0 Marual 50 Infiite 500 75 Infiite
Enter Vector Name T [y Detection Threshold PPS Rate Limit
Frafile Attack Vector & Stale & | Laver ¢ [v|Aggregate # | (v|BadActr &  Cument  imin  1hour  Aggregate | BadActor | ThresholdMode | Aggregate Bad Actar Detect Threshold % | Aggregate
DNSSever  Acuery DOS Enforced  DNS © None © None 0 0 0 0 0 Manual 75 Iniinite 500 100
DNSServer  ARAL query DOS Enforced  DNS © None © None 0 0 0 0 0 Manual 30000 Iniinite 500 Infinite
DNSServer ANV query DOS Enforced  DNS Detetted @ None 0 34 0 0 0 Manual 50 Infrite 500 75
Enter Vector ame A Attack Status Average Aggregate PPS Dropped PPS Detection Threshold PPS Rate Limit T/
Profile Attack vectar & State & Layer ¢ [~|Aggregate ¢ | [~|BadActor ¢ | Cumemt  1min  1hour | Agoregate | BadActor | ThrestoldMode | Aggregate Bad Actor DetectThreshold % | Augregate
ONSServer  Anuery DOS Enforced NS © None © None 0 0 0 0 0 Manual 75 Infinite 500 100
ONSServer  ARAL UErDOS Enforced NS © None @ None 0 o 0 o 0 Marnual 0000 Infinite 500 Infinite
ONSServer  ANY fuery DOS Enforced NS @ oropped © None 55 a 0 2 0 Manual 50 Infinite 500 75

* In the attacker ssh window stop the attack by hitting “CTRL+C” many times

3.1.6 Lab 6 — Configuring L7 Attack Protection

In this exercise we will use a protected object and enforce mitigation for low and slow/encrypted layer 7
attacks.

Task 1 — Create Protected Object and Launch Attack

+ In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Name Serveri

IP Address 10.1.20.11

Port 443

VLAN (Selected) defaultVLAN (uncheck ANY)
Protection Settings: Action Log and Mitigate

Protection Settings: Silverline Yes (selected)

Protection Settings: DDoS Settings | IPv4, TCP
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DoS Protection » Quick Configuration »» Serveri

[}
Protected Ohject

Mame

IP Address f Mask
Port

Protocal

WLAN

S5L

Ceployment Model

Capacity
Connection Limit
Maximum Bandwidth

Enahle External Redirection

Protection Settings
Action
Silverling

Default Whitelist

HTTP Whitelist

CCoS Settings

Serverl

[101.2011

443
TCP v

Ay
Selected Available

defaultyLAMN

Enahled

Trafiic ;| Symmetric ¥

Infinite. ¥

Infinite ¥

Log And Mitigate ¥
vl

Mo Address Selected
Add IP address

Use Default v

| IPvd IPvE  # TCP upp Sweep DHE SIP HTTF HTTFS L4 Behavioral

Launch attacks without any layer 7 protection configured

Open the following in separate tabs in the Hybrid Defender WebUI:

DoS Protection>>Quick Configuration

Security>>Reporting>>DoS>>Analysis

From a firefox browser go to hitps://10.1.20.11. Ignore SSL warning and Add Exception. Note that
this bypasses the Hybrid Defender and accesses the server directly, showing the availability and/or
performance of the site directly. Click around a few links. This is the site we will launch an attack
against and mitigate.

Verify that the configuration is providing no L7 protections by taking the server offline with a slowloris
attack. Note that apache will try to clean up the slow flows, but they will do so inefficiently and the
server is impacted (which will show as an outage, missing objects and/or slower responsiveness).
Run the slowloris attack from the Attacker CLI:

# sudo bash
# cd ~/scripts

# ./slowloris.sh

The tool will rapidly show the site offline (10-15 seconds, with trivial traffic load):
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https://10.1.20.11

Thu Jun
=low HTTF

oo

[ ]

Refresh https://10.1.20.11 to show the effects of the attack. [Note that since we are running locally
from the Win7 system in a virtualized environment, you may be able to access the site, however it will
be slower and often the GlIFs will not load. An internet user would not be able to “fight through” the
attack to get to the server as often as a system on the local LAN.]

Stop the slowloris attack by using CTRL+C.
Start a more effective Slow Read attack.

This attack is harder for DoS mitigation tools to mitigate and can be very effective even with a tiny
number of concurrent connections trickling in very slowly to the server to fly below the radar of network
detections. In our example we will open 10 connections per second and read the response data at 1
byte / sec. The attack would be effective even at 1 cps, it would just take a bit longer to build up the
connections.

From the Attacker CLI/shell start the slowread attack:

# sudo bash
# cd ~/scripts
# ./slowread.sh
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rooti@Attacker: ~/scripts

Thu Jun

S =2lowhttprest) —

Thu Jun 5 7
slow HTTP on th second:

initializing:

O O rom

=
=
(o]

As soon as the site is down (service available: NO), refresh https://10.1.20.11 to show that it is
down/slow/intermittent.

Task 2 — Configure Protection/Mitigation, launch attack and view reports

* In the Hybrid Defender WebUI, access the Server1 Protected Object.
+ Enable SSL.

» Select the default certificate and key. In your environment you would select a valid/cert key for your
application.

» Enable ‘Encrypt Session to Server’ to avoid any server reconfiguration.
+ Enable the HTTPS mitigation family.
* Click Update.
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https://10.1.20.11

S5L « Enahbled
S5L Cedificate : | default v Key | default v

« Encrypt Connection to Server

Deployment Model Trafic ;| Symmetric ¥
Capacity

Connection Limit Infinite ¥

Maximum Bandwidth Infinite ¥

Enahle External Redirection

Protection Settings
Action Log And Mitigate v
Silverline 4
DefaultWhitelist Mo Address Selected
Add IF address
HTTP Whitelist Usge Default v
DDoS Settings o |Pvd IPvE & TCP LUDF Sween DrS SIP HTTF & HTTPS L4 Behavioral

* View the Attacker CLI/shell. The slow read attack is now no longer showing the site as down (service
available: YES) because Proactive Bot Detection has mitigated the attack.

root@Attacker: ~/scripts

Thu Jun &8 I 2136 20

Jgoogle.com b WhtLpt

Thu Jun & 03:
=zlow HTTP

avallakbhle:

Refresh https://10.1.20.11 to see that the site behavior has returned to normal.
* You were able to mitigate an encrypted layer 7 attack quickly and with only a few simple steps.

In the Hybrid Defender WebUI, view various reports in the Security>>Reporting>>DoS>>Analysis

HTTP Report (Scroll towards the bottom) shows Proactive Mitigation.
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Transactions Outcomes (g TPS)
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.
:
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0840 0845

Server Latency (ms)

» Stop the Slow Read attack by using CTRL+C.

This concludes your hands on labs. In this class you learned how to mitigated various DDoS attacks
using F5 BIGIP Hybrid Defender (DHD).
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Class 3: DDoS Hybrid Defender

DDoS Hybrid Defender, a hybrid DDoS solution that offers comprehensive protection, high availability, and
is easy to deploy and manage. It guards against aggressive volumetric and targeted DDoS attacks, includes
hardware-assisted DDoS mitigation, and optionally, connects with Silverline, a cloud-based scrubbing ser-
vice.

This class covers the following topics:

+ Initial Set-up, Device Configuration and working with basic device-level DDoS vectors to mitigate the
most commonly encountered attacks. Then we will cover Auto-thresholding, bad actor detection, DNS
reflection and amplification, real-time blackholing, mitigation of L7 floods, low-and-slow attacks and
behavioral attacks.

4.1 DDoS Hybrid Defender Setup

In this module you will learn how to complete the setup of F5 Networks DDoS Hybrid Defender

4.1.1 Lab 1 — DDoS Hybrid Defender Setup

Task 1 — Initial Set-up

* Login to the BIG-IP Configuration Utility via the desktop shortcut (DHD WEB GUI). You will land on
the welcome page.

Note: When you first power up a F5 DHD device you would go through the steps of Licensing and
Provisioning. We have assigned the management IP, hostname, NTP and DNS servers. We have already
licenesed the device for you.

» Review and Verify the following: System -> Configuration -> Device -> NTP page. This should be
already populated with pool.ntp.org

» Review and Verify the following: System -> Configuration -> Device ->DNS page. This should be
already populated with 8.8.8.8

+ Click System and explore Resource Provisioning page.
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W Palicy Eniorcement (PEM) 1/ Nane £4 Unlicensed 16 1223
[ dvanced Firewall BF M) [/ hione & Unicensad 18 1043
[ Annlication Acceleration Manager (AaM) -/ None Ed Unlicensed i 2050
[l Secure ek Gateway (B03) 1/ Nane E4 Unlicensed u 4096
|| iRules Language Exensions (RulesLy) 1/ Nane £ Licensed L 748
[ URLDB Hirimal (JRLDB) L hione & Unicensad % 24
[ 0DOS Profection D0S) | Narminal v & Licensed 0 1650
Submit

Note: The above task ensures that you are using a purpose built DDoS Hybrid Defender. If you are familiar
with other F5 Modules/Technology that you have used in the past, you will notice that we have none of those
provisioned. We have a new section DDOS Protection only.

Task 2 — DDoS Hybrid Defender iApp and Base Configuration

« In the BIG-IP Configuration Utility, open DoS Protection > Quick Configuration page.
« If not already installed, Select Install RPM method of Onboard.
* Click Install.

DoS Protection » Quick Configuration

Impert Package
I Install Method ‘ I Use Onboard RPM :

« After the RPM is installed you will see the following:
* Open the About page.

DoS Protection » Quick Configuration » Protected Objects

¥% + Protected Objects ' Logging Silverline Network Configuration = Global Settings High Availability About

» This page displays the current version of DDoS Hybrid Defender (DHD). You use this page to install
and update the iApp LX version for DHD when newer versions are released.

DoS Protection » Quick Configuration »» About DDoS Hybrid Defender

About

¥+ - | Protected Objects | Logging Silverline Network Configuration | Global Settings High Availability

E DDoS Hybrid Defender
13.0.0-2.0.96

Upgrade

I File Name Choose File = No file chosen

Install
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* Open the DoS Protection > Quick Configuration Network Configuration page.

DoS Protection » Quick Configuration » Protected Objects

% + Protected Objects Logging Silverline Network Configuration

« In the Default Network section click default VLAN.

» Configure the VLANSs using following information, and then click Done Editing.

Internal: VLAN Tag 20
Internal: Interfaces 1.2 Untagged
Internal: IP Address / Mask | 10.1.20.240/21 (Click Add)
External: VLAN Tag 10
External: Interfaces 1.1 Untagged (Click Add)
Default Network
VLAN Group ‘ Network | VLAN Tag ‘ Interfaces | IP Address / Mask (Port Lockdown)
defaultVLAN Internal 20 1.2 (UnTagged) 10.1.20.240/21(Allow None)

External 10 1.1 (UnTagged)

» At the bottom of the page click Update to create the default network.
» Open the Network > VLANs > VLAN Groups page and click defaultVLAN.

Note: A Bridged (VLAN Group) L2 configuration consistent with recommended practices for most deploy-
ments was automatically created. Also called “Bump in the Wire”. F5 can support Routed mode, SPAN and
Netflow as well.

Open the Network > DNS Resolvers > DNS Resolver list page and click Create.
« Enter default_ DNS_resolver and then click Finished.

» A DNS resolver is required by bot signatures to allow for proper detection of benign search engines
such as Google and Bing.

* On the Jumpbox desktop, SSH to the BIG-IP, it will log you in automatically as user root, using the
shortcut.

 Verify DNS by typing the following:
nslookup api.f5silverline.com

« Verify the Date by typing the following:
date

« If the BIG-IP system date is not accurate, correct it using the following commands:

bigstart stop ntpd
ntpdate 10.1.1.254
bigstart start ntpd

Task 3 — Explore DHD Device Bandwidth Thresholds

* In the DoS Protection > Quick Configuration page, open the Protected Objects page.
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« In the Network Protection section click Create.

» This page is where you would supply values to protect your bandwidth and integrate with Silverline or
use BGP to change your routing to go through a scrubbing center.

* Click Cancel when done exploring the available settings.

DoS Protection » Quick Configuration » Protected Objects
‘_ ¥+ -~  Protected Objects Logging Silverline Network Configuration | Global Settings High Availability About
—

Device Protection

Name DDoS Configurations Action
Device Configuration Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIP, Other Log And Mitigate
Network Protection Delete  Ed
Maximum Bandwidth Scrubbing Threshold Advertisement Method Scrubber Details
Specify... %+ 500 Mbps Type: | Silverline 4 Type:
Percentage % Advertise All s
Value: IPv4:
75 % of 500 Mbps any
IPvB:
Save  Cancel —
any6
Protected Objects Create
i | Protected Object
‘ Name | Deployment Model DDoS Configurations ‘ Action Silverline IP Address ‘ Port | Protocol

No records to display

» That completes the initial setup for BIG-IP DDoS Hybrid Defender.

4.1.2 Lab 2 - Configuring Hybrid Defender DDoS protection

Task 1 — Disable Device-Level DHD DoS Protection

In this lab you will disable Device-level DoS flood protection, and then issue an ICMPv4 flood and review
the results.

* PUTTY to the BIG-IP CLI (10.1.1.245) from your jumpbox desktop shortcut and resize window by
making it wider. You will be logged on as root.

» At the config prompt, type (or copy and paste) the following command:
tcpdump -i 0.0 host 10.1.20.12

» PUTTY to the Attacker host from your jumpbox desktop shortcut. You will be logged in as root. I't will
use a pre-loaded public key as the credentials. Accept the warning.

» At the config prompt, type (or copy and paste) the following command:
ping 10.1.20.12
The attacker can successfully communicate with a back-end resource behind the BIG-IP DHD.
» Examine the tcpdump window and verify ICMP packets are flowing through the BIG-IP DHD.

Note: The listener for the ICMP packets is the VLAN group.
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Cancel the ping command, then verify the tcpdump stops receiving ICMP packets, and then press
Enter several times to clear the recent log entries.

In the Configuration Utility, in the DoS Protection, Quick Configuration, Device Protection section
click Device Configuration.

Device Protection

Name DDoS Configurations

Device Cc-nﬂqura:ic:{qb Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIP, Other

In the Bad Headers row click the + icon, and then click Bad Source.

On the right-side of the page select the drop-down to “Don’t Enforce”

Bad Source Con'tEnfarce ¥

Detection Threshold PPS:
Specify ¥ || 1000

Detection Threshold Percent:
Specify ¥ || 500

Rateill eak Limit
Specify ¥ || 10000

« In the Flood row click the + icon, and then click ICMPv4 flood.

Note: If you minimize by clicking the + icon, it will make seeing the other sections easier.

» On the right-side of the page select the drop-down to “Don’t Enforce”

ICMPv4 flood Don't Enforce ¥

Auto-Threshold Configuration

= Manual Configuration

Detection Threshold PPS:
Specify ¥ || 10000

Detection Threshald Percent:
Specify ¥ | 500

RateilLeak Limit
Specify ¥ | 100000

Simulate Auto Threshold

Bad Actor Detection

* Apply the settings above for TCP SYN flood and UDP Flood and then click Update.
» On the Jumpbox in the Attacker PuTTY window type (or copy and paste) the following:

# cd scripts
# 1s

These are the different scripts we’ll be using during the exercises to simulate DoS attacks.
» Type (or copy and paste) the following commands:

for 1 in {1..10}; do ./icmpflood.sh; done
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This script launches 1,000,000 ICMP requests and then repeats for a total of ten occurrences.
* View the tcpdump window and verify that ICMP attack traffic is reaching the back-end server.
* Let the attack run for about 15 seconds before moving on.
+ In the Configuration Utility, open the Statistics > Performance > Performance page.
+ View the Active Connections and Total New Connections charts.

» There is a drastic spike in active connections.

Active Connections

£ 200k
2 100 k
=

0+
09:40 10: 00 10:20 10:46 1100 11:20 140 12:00 12:20

2 onk ‘
5
S ok
g 2k |
2

o390 1000 1e:20  lo4e  1Le  lL20 1140 12:08  12:20
W Client Connections [ Server Cannections

+ View the Throughput (bits) and Throughput (packets) charts.
There is also a drastic spike in both bits per second and packets per second.
» Open the Security > Event Logs > DoS > Network > Events page.
The log file is empty as we disabled device-level flood protection on BIG-IP DHD.

+ On the Jumpbox Attacker shell slowly type Ctrl + C several times until back at the scripts prompt.

Task 2 — Re-enable Device-Level DHD DoS Protection
In this task you will re-configure device-level DoS protection, and then issue an ICMPv4 flood and review
the results.

+ In the Configuration Utility, in the Device Protection section click Device Configuration.
Device Protection

Name DDoS Configurations

Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIF, Other

» In the Bad Headers row click the + icon, and then click Bad Source.

» On the right-side of the page select the drop-down to “Enforce”
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Bad Source Enfarce v

Detection Threshold PPS:
Specify ¥ || 1000

Detection Threshold Percent:
Specify ¥ || 500

Rateileak Limit
Specify ¥ || 10000

Note: Bad Source is enabled to be able to add the IP addresses to the blacklist.

 In the Flood row click the + icon, and then click ICMPv4 flood.

+ On the right-side of the page select the drop-down to “Enforce”

Properties

ICMPv4 flood Enfarce v

Auto-Threshold Configuration

» Manual Configuration

Detection Threshold PRPS:
Specify ¥ | 10000

Detection Threshald Percent:
Specify ¥ || 00

Rate/Leak Limit
Specify ¥ | 100000

Sirnulate Auto Threshold

Bad Actor Detection

 Apply the settings above for TCP SYN flood and UDP Flood and then click Update.

Note: This returns the configuration back to factory supplied device level enforcement.

Task 3 — Configure Protected Object-Level IPv4 Flood DHD DoS Protection

The DHD device wide protection is enforced for all traffic flowing through the device. For more granular
control, we use protected objects and configure mitigation settings for those objects to be enforced. In this
task you will configure object-level DoS IPv4 flood protection, and then issue an ICMPv4 flood and review

the results.
» On the Protect Objects page, in the Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.
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Name

ServerNet

IP Address 10.1.20.0/24
Port *
Protocol All Protocols

Protection Settings: Action

Log and Mitigate

Protection Settings: DDoS Settings

IPv4

In the IPv4 row click the + icon, and then click ICMPv4 flood.

On the right-side of the page configure using the following information, and then click Create at the

bottom of the page.

Detection Threshold PPS

Specify: 1000

Detection Threshold Percent

Infinite

Rate/Leak Limit

Specify: 1000

» On the Jumpbox in the Attacker PuTTY window re-run the following command:
for 1 in {1..10}; do ./icmpflood.sh; done

» Examine the t cpdump window to see if there are any ICMP packets hitting the back-end server.

* Let the attack run for about 30 seconds before moving on.

+ In the Configuration Utility, click DoS Protection > Quick Configuration > ServerNet, and then in
the IPv4 row click the + icon.

Wector

Detection Threshold PPS | Detection Threshold Percent | Rate Limit | Bad Actor | Current | 1 min. Average | 1 hr Average

30000 500 Infinite 0 0 0
30000 500 Infinite 0 ] ]
1000 Infinite 1000 48310 36705 4

» Open the Security > Event Logs > DoS > Network > Events page.

» The DoS Source is Volumetric, Aggregated across all SrclP’s, VS-Specific attack, metric:PPS.

» The context column displays /Common/ServerNet, identifying this is protected object-level protection.
» The action is Drop.

» On the Jumpbox Attacker shell slowly type Ctrl + C several times until back at the scripts prompt.
* In the BIG-IP CLI type Ctrl + C to stop the tcpdump.

4.1.3 Lab 3 — Start Baseline Traffic Generation

Task 1 — Create Protected Objects that the baseline traffic will be targeting

* In the BIG-IP Configuration Utility, open the DoS Protection>>Quick Configuration page and in the
Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.
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Name Serverb

IP Address 10.1.20.15
Port *

Protocol All Protocols
VLAN Any

Protection Settings: Action

Log and Mitigate

Protection Settings: Silverline

(un-selected)

Protection Settings: DDoS Settings

IPv4, TCP

DoS Protection »» Quick Configuration > Create Protected Object

4

Protected Object
IP Address / Mask [10.1.20.08
Port
Protocal All Protocols ¥
WLAR o Ay
=2=1 Enabled

Deployment Mode|

Trafiic ;| Symrmetric ¥

Capacity

Connection Limit

Maximum Bandwidth

Enahle Exernal Redirection

Infinite ¥

Infinite ¥

Default Whitelist

HTTF Whitelist

DDoS Settings

Protection Settings
Action Log And Mitigate ¥
Silverline v

Mo Address Selected
Add IP address || Add

Use Default v

o IPvd IPvE | TGP uor Sweep DS

sIF

HTTP HTTPS L4 Behavioral

IPv4
TCP
Cancel || Create

» This protected object will be used for the Auto-Thresholding lab.

Protected Objects

| create |

Protected Object
Narne Deployment Model DDoS Configurations Action 1P Address Pot Protocol |
Servers Symmetric 1Py, TCP Log And Witgate 1012015 any ANy |

Task 2 — Run Scripts to start L4 traffic generation — Good Traffic

» Putty SSH (use the desktop shortcut) to open a shell to the good client system.
» Accept the SSH Warning.

* You will be logged in as user : root. The session is preconfigured to authenticate with a certificate.
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« Start the auto-threshold baselining script with:

# cd ~/scripts
# ./baseline_14.sh

4.1.4 Lab 4 - Multi-vector Demo

In this simple demo you will launch a small number of network attacks and show the configuration, logging
and reporting capabilities of the Hybrid Defender. The point of this demo is to provide context for a Ul
walkthrough with some live data.

Task 1 - Access DoS Quick Configuration and display the ServerNet protected object

This protected object is defending all ports/protocols for 10.1.20.0/24, which is the network behind the
Hybrid Defender. Attacks will be launched at 10.1.20.12, which is an interface on the LAMP server. Verify
that the following vectors are configured:

» Add the TCP vectors under DDoS Settings.

IPvd
Vector Detection Threshold PPS Detection Threshold Percent | Rate Limit
Host Unreachable 30000 500 Infinite
| ICMP Fragment 1000 500 2000 I
{ICMPV4 flood 1000 500 2000 |
|iP Fragment Fiood 1000 500 2000 |
IP Option Frames 30000 500 Infinite
TIDCMP 30000 500 Infinite:
TTL <= <tunable> 30000 500 Infinite
TCP
| Vector Detection Threshold PPS Detection Threshold Percent Rate Limit
Option Present With lllegal Length 30000 500 Infinite
TCP Bad URG 30000 500 Infinite
TCP Half Open 30000 500 Infinite
TCP Opticn Overruns TCP Header 30000 500 Infinite
TCP PSH Flood 30000 500 Infinite:
TCP RST Flood 30000 500 Infinite
TCP SYN ACK Flood 30000 500 Infinite:
TCP SYN Flood 1000 500 2000
TCP SYN Oversize 100 500 200
TCP Window Size 30000 500 Infinite:
Unknown TCP Option Type 30000 500 Infinite

+ Click Update when finished.
You will now launch the attacks and show the behavior
» Open the following tabs in the DHD Ul:
» DoS Protection->Quick Configuration->ServerNet
» Security->DoS Protection->DoS Overview (leave the filter at default: 'DoS Attack’)

88



« Statistics->DoS Visibility

» Access the Attacker shell and run the following commands/attack

# cd ~/scripts
# ./multivector.sh

* Click Refresh on the DoS Overview page. You will see some attacks mitigated by Device Configu-
ration and some mitigated by the more specific settings on the ServerNet Protected Obiject.

Security » DoS Protection : DoS Overview
£+ DoSOveview  DoS Profies Davice Configuration = Eviction Poiicy List (5] | Bohavioral Signatures

Context Filter
Filter Type DoS Attack
Auto Refresh Disabled & [ Refrosh

v A Attack Status. Average Aggrogate PPS Dropped PPS Datection Throshald PPS Rata Limit Thrashald PPS
Profile AtsckVector ¢ Sl 2 Layer #  VinusiSenver 2 - Aggregels ¢ |- BadActor ¢ Cumen  Smin  fhour | Aggregele BadAcier  ThesholdMode Aggregite  BadAcior  DelectThweshold%  Aggregsle | Bad Actor
Serverhet ICMPva flood Enforced NETWORK  Servertet ©Domed &) None 13984 62 17 e 0 Manual 1000 Infite 500 2000 Infinita
dos-device-config  TCP bad ACK flood  Enforced  NETWORK  Nia oﬂmmﬂ Q None 11844 6071 0 1444 0 Manual 100 10 500 200 2
ServerNet TEPSYNfood  Enforced NETWORK Serverbbet ©Doped @ None 280 11844 40 zee0 0 Manual 1000 Infite 500 2000 Infirita
Servertiet TCPSYN Oversize  Enforcsd NETWORK  ServerMet O ovmed @ None 003 484 0 a3 0 Mangal 100 Infite 500 200 Infinits
dos-devicsconly TGP SYN Oversize  Enforced NETWORK NIA Detecied (&) None 10850 s 124 0 ] Manual 1000 100 500 Infite 1600

Navigate to Security->Event Logs->DoS->Network->Events.

* Click on “custom search...” link.

» Drag one of the values from the “Attack Type” column into the custom search builder. From the Action
column, drag Drop into the search builder. Click “Search”.

Sacurlty » Evant Logs : DoS : Natwork : Events
&+ Network * Dos ~ BotDelonss v Logging Prafias
I

[Tree TTCP 5N Gversasl_| |

[Action Crop |

Search  Reset Search

M ¢ Tme * Do§ Made  + DoS Sourca * Context * Event * Type ¢ Action * Attack ID | ¢ Packats In/sec ¢ Dropped Packets
20170129 12:06:56 Erforcad Volumotric, Aggregated acioss all i, VS RCPPS (G Altack Sampled 275007807 528 a2 |
20170129 12:06:56 Enfoccad Volumetric, Apgregated acroes all Srel's, VS, melriePPS JC Attack Sampled  TCP SYN Oversize Drop 2275007807 516 418
20170129 120655 Enforced  Volumetrc, Aggregaled across all SiciP's,  MEEPPS (G Atack Sampled TGP SYN Oversize Drop 2275007807 458 358
20170129 12.06:55 Enforced  Volumelric, Aggregated across all SciP's, VS-Sp  MetrcPPS IC Atack Sampled TCP SYN Oversize Drop 2275007807 567 467
2017-01-20 12:06:54 Enforced  Volumelric, Aggregated acress all SrelP's, VS.  metricPPS G Minck Sampled TCP SYN Oversze Drop 2275007807 483 383
2017-01-20 12:06:54 Enforced  Volumelric, Aggregated acress all SrelP's, VS-Sp  metricPPS 1C Mtack Sampled TCP SYN Oversze Drop 2275007807 461 361
2017-01-29 12:06:53 Enforced  Volumelric, Aggregated across all SrclP's, VS  MetcPPS IC Mtack Sampled TCP SYN Oversize Drop 2275007807 486 386
2017-01-29 12:06:53 Enforced  Volumelric, Aggregated across all SrciP's,  metricPPS IC Atack Sampled TCP SYN Oversize Drop 2275007807 506 406
2017-01-29 12:06:52 Enforced  Volumetric, Aggregated across all SrciPs, i  metrcPPS 1 Mtack Sampled TCP SYN Oversze Drop 2275007007 498 398
20170120 12:06:52 Enforced  Volumelric, Aggregated acress all SrelP's, VS-Spec  metrcPPS 1 Miack Sampled TCP SYN Oversize Drop 2275007807 476 ki
20170129 12:06:54 Enforced  Volumelri, Aggregated acress all SrelP's, VS-Spec  matrcPPS IC Atack Sampled TCP SYN Oversize Drop 2275007807 516 &6

« Further explore the DoS Event logs. For example, clear the search and identify the “Stop” and “Start”
times for an attack, etc.

Task 2 — View the DoS Visibility Page

You can now use the new DoS Visibility page to view statistics about the DoS attacks you submitted during
this exercise.

* In the Hybrid Defender WebUI, access the DoS Visibility reporting tool at Statistics->DoS Visibility.

Note: DoS Visibility is a reporting tool, not a real-time monitoring tool. Events are displayed, much like
other AVR-based reporting, in 5 minute windows. Do not expect events to be shown here immediately after
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running an attack. Quicker/real-time monitoring of on-going DoS attacks is best accomplished in the DoS
Event Logs and DoS Overview areas of the WebUI.

* You should see the attacks in the timeline and a variety of details in the windows. Use the slider to
shorten the timeframe if needed. You might have to hit refresh several times.

Security » Reporting : DoS : Visibility : Dashboard

Last hour ~ Sunday Jan 29, 04:25:05 PM - 04:52:58 PM 5 min. v  Refresh

0355 04:00 PM 0405 04:10 04015 20 04:30 04:35 04:40 04:45 04:50 H

* You can select events from the timeline and see details about the attacks.

bility : Dashboard

Last hour + Sunday Jan 29, 04:30:32 PM - 04:58:25 PM 5 min, - i Refresh

04:00 PM 04:05 0490 0415 0420 25 OHB 04:35 0440 0445 0450 0455 l:
Attack Duration A |wrre Jons
1w 3 om0 Total Altacks 4 I"m Is’
Jan 29, 0452PM &
Davios Group:
“Self
3 E Attack IDs - k)
z | ——— |
4 « Transa..
£
Not attacked 12706
2437221186 0
951401020 ]
Critcal W Hgh Modeste B Low = Virtual Servers 1
Transa..
LEZD ICommon/Serveriet 0
Aggregated 0
# ol Criical Attacks Attack Severty
R = e
2 :: = Protocols ~
e -
Low. B Vectors ~
* In the Attack Duration window view the attack.
— Scroll down in the left-side of the page to view the Attacks section.
« View the details at the bottom of the Attacks section.
Aftack ID ‘ Severity ~ Vector Trigger ‘ Application = Mitigation ‘ Start Time ‘ End Time ‘ Duration ‘ #1Ps ‘ # Blocket 3=
1786277... 93 ICMPv4 f._. Volumetri... /Common... Blocked Nov 04 2. Nov04 2. 5minutes 23.78K 2. 70M -~
990065059 91 Sweepat... Volumetri.. /Common... Blocked Nov04 2. Nov04 2. afewsec. 4 11.57K
1129932332 89 Sweepat... Volumetri... /Common... Blocked Nov 04, 2. Nov 04, 2. aminute 1 1.45M
3806754... &7 UDP flood  Volumefri... /Common... Blocked Nov 04, 2... Nov 04, 2... 7 minutes 10 57T1M
2468343011 87 Sweepat. . Volumetri.. /Common... Blocked Nov04 2 . Nov04 2 afewsec . 4 1M17K

AnnOATe w0 IR AL £ T =0 Planload [P VIS R~ na 0 = a Coanana

This table displays details of each attack that has occurred.

 Sort this table by Vector.
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Aftack ID Severity Vector Trigger £

)

3806754... &7 UDP flood  Volumetri... /C

+ Scroll down in the left-side of the page to view the Virtual Servers section.

You can see the details of device-wide attacks (Device Level) and protected object-level attacks
(/Common/ServerNet).

+ Scroll down in the left-side of the page to view the Countries section.

 View the details at the bottom of the Countries section. This table displays the attack details from
each country.

» View the various widgets in the panel on the right-side of the page.
+ Click Network to filter out only the network-level attacks (all the attacks so far have been network-
level).
|HTTP | ons
Networ | siP

« If it's not already expanded, expand the Virtual Servers widget, and then select /Com-
mon/ServerNet.

+ This filters the results to only attacks at this protected object-level. Notice the changes to the map on
in the Countries section.

» Click /Common/ServerNet to remove the filter.

* Drag the resize handle on the right-side of the main window as far to the left as possible.
01;10 01;15 01;20 0125 01;30 01:35 |II|

| wrTe | ons

Il
_ +— | Network |5|p

Expand the Vectors widget, and then select ICMPv4 flood.

Expand the Client IP Addresses widget.

Question: How many client IP addresses contributed to this attack?

» Expand the Countries widget.

+ Sort the countries by Dropped Requests.

= Countries ~
Transac ﬂ@op Allowed . TotalRe

Unrecognized 0 5.44M 1.67M 7.12M
United States o m 12.90K 1.01M
China 1] 214.86K 287K 217. 73K

« Select China, and then view the changes to both the Client IP Addresses widget and the map.

+ At the top of the page open the Analysis page.
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Note: The requests are still filtered for the ICMPv4 flood results for China.

+ Drag the resize handle on the as far to the right as possible.
» Examine the Avg Throughput (Bits per second) graph.
» Place your mouse over the peak in the graph.
Question: What is the Average client in throughput during the attack?
* Feel free to examine more of the Dashboard page and the Analysis page.

+ Type Ctrl + C to stop the attack.

4.1.5 Lab 5 - Bad Actor Detection Demo

In this demo you will run an attack from specific IP addresses. The Hybrid Defender will be configured to
perform bad actor detection, limit the attack on a per-IP basis with more aggressive thresholds and then,
based on this detection, automatically blacklist the offending IP address adding them to the (hardware-
accelerated) dynamic blacklist.

Task 1 - Open the following tabs in the DHD Ul

» DoS Protection->Quick Configuration->ServerNet

+ Security->DoS Protection->DoS Overview (leave filter at default: “DoS Attack”)
« Statistics->DoS Visibility

+ Security->Event Logs->Network->IP Intelligence

Task 2 — Configure the following UDP Flood vectors for ServerNet

» DoS Protection->Quick Configuration->ServerNet
Set the following: DDoS Settings: UDP, Sweep
+ Click UDP Flood
— Detection Threshold PPS: 1000
— Detection Threshold Percent: 500
— Rate Limit: 2000
+ Bad Actor Detection - Check
— Per Source IP Detection PPS: 100
— Per Source IP Rate Limit PPS: 2000
+ Blacklist Attacking Address
— Detection Time: 15
— Duration: 120
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DoS Protection » Quick Configuration 1 Serverbat

Name Servarhiet
1P Addrass | Mask 10.1.20.024
Pen o
Protocol M Protocols
VLAN B Ay
S5 Eratiod
Depioyment Model Traffic :| Symmetric
Capacity
Connection Limit Infeite
Maxieam Bandwicth Specity 3| 200 Mg

‘Senubbing Theeshoid Percantage §| |90 % of 200 Mbps.
‘Serubbing Siverine §
Protuction Settings
Acten Log Aed Mitgala 3
Sharion [
Mo
HTTP Whitelist Use Dottt
Saever Healtn ;
DDoS Settings BPW e GTCP [GUDP | @Sween  DNS  SP HTTP  HTIPS L4 Bahaviorl
IPvd + |
Tce + |
uoP -
Current Dovice Statistics
| visctor | Betecton Threshoid peS: Detoction Thsshold Percent |Ratmimt  [Botacer  [cumet |1 min dverage | 1w parage
IUCPFMI 1000 500 2000 F o o o

« Click Update when finished.
» Access the Attacker system CLI and run the UDP flood attack:

# cd ~/scripts
# ./udp_flood.sh

From the menu, select ‘1’ to start the attack

root@attacker—-a:~/scripts# ./udp_flood.sh
1)Attack start

2)Attack end

3)Quit

# 2

Note: This attack is relatively short-lived. You can launch it again if the attack ends and you are not finished
viewing the various reports. Simply type ‘1’ again, to re-run the attack.

* In the Hybrid Defender Ul, show the Security > DoS Protection >DoS Overview page. Note the
blocks by Bad Actor.

v AY Dropped PPS Datection Threshold PPS Rate Lim# Threshold PPS
Proffe  AmsckVecor & Sl 8 Lsyer & VeliSarver 8 |- Agoregate § | - BadAcke & |Cumet  Smin  fhour  Agomgate |BadAcie |TeshokdMode  Aggregate  BadActor  Detect Trewshold % Aggregate Bad Ackor
Sarvariot Erforced  NETWORK  ServerNet 0 tore € Drogpec 2000 s 0 5 33802 Manual 1000 100 500 2000 00




* In the Hybrid Defender Ul, show the Security > Event Logs > Network > IP Intelligence Event Logs.
Note the IP addresses that are being added to the denial_of_service blacklist.

Security » Event Logs : Network : IP

DoS Bot Defense

2 . Network ~ | Logging Profiles.

il LastHour % Search |Custom Search e Destination
< Time © Context | = Name | © Polioy Name © Address | = Port | < VLAN © Adoress < Port | © Route Domain © Protocol © Black List Glass = EventType  © Action
20170129 e o amiegp_fre_P_pgas | 10447224 |82t AommsomnLAN 1012012 83 Uor [semaLosoros | comerm_stsgry
2017-01-29 18:568:10 Giobal JCommonfiApp_Dos_IPI_Mitgate 10.1.17.227 [56432 /CommonidefaUltVLAN 1012012 53 © uopP enial_of service custom_category
2017-01-29 18:58:10 Glabal ICommaonliApp_Dos_IP|_Mitigate 10.1.17.227 [$6430 ICommonidefaultVLAN 10.12012 53 © uop denial_of_service custom_category
2017-01-29 18:56:10 Giobal ICommon/iApp_Dos_IP|_Mitgate 10.1.17.228 [50456 /CommonidefaUltVLAN 10.12012 53 0 uop enial_of servics  custom_category
2017-01-29 18:56:10 Giabal ICommon/iApp_Dos_IP|_Mitigate 10.1.17.228 [58456 /CommonidefaultVLAN 10.120.12 53 0 uopP denial_of_service  custom_category
2017-01-29 18:56:10 Giobal ICommon/iApp_Dos_IPI_Mitigate 10.1.17.228 [50454 /CommonidefaUtVLAN 10.120.12 53 © uopP denial_of service custom_category
20170129 18:56:10 Glabal ICommon/iApp_Des_IPI_Miligate 10.1.17.228 [58452 /CommonidefaultVLAN 10.12012 53 0 uopP denial_of_service ~custom_category
2017-01-29 18:58:10 Glabal ICommaon/iApp_Dos_IP_Mitigate 10.1.17.226 [58204 /CommonidefaultVLAN 10.120.42 53 © uop denial_of_service  custom_category
2017-01-29 18:58:10 Glabal ICommonliApp_Dos_IPI_Miligate 10.1.17.226 [56202 /CommonidefaultVLAN 10.120.12 53 0O uop denial_of service  custom_category
2017-01-29 18:58:10 Glabal ICommon/iApp_Dos_IPI_Mitigate 10.1.17.226 | 58200 /CommonidefauVLAN 10.1.20.12 53 0 uoP denial_of_service custom_category
2017-01-29 18:58:10 Giabal ICommonliApp_Dos_IP|_Mitigate 10.1.17.226 [58198 /CommonidefaultVLAN 1012012 53  © uopP enial_of service custom_category
2017-01-28 18:56:10 Giabal ICommonliApp_Dos_IP|_Mitigate 10.1.17.226 [58196 /CommonidefaultVLAN 1012012 53 © uopP denial_of_service custom_category
2017-01-29 18:568:10 Giobal JCommonfiApp_Dos_IP|_Mitgate 10.1.17.226 [58194 /CommonidefaUltVLAN 1012012 53  © uopP enial_of service  custom_category
2017-01-29 18:56:10 Giobal ICommaon/iApp_Dos_IP|_Mitgate 10.1.17.226 [58192 /CommonidefaultVLAN 10.1.20.12 53 © uopP denial_of service custom_category

* In the Hybrid Defender WebUI, show the Statistics > DoS Visibility. Expand the Vectors inspector
and select UDP Flood. When it updates, select a flood from the timeline. Note in the Attacks panel
the #IPs blocked is 10.
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From the menu, select ‘2’ to end the attack

or

# sudo bash
# killall -9 hping3

4.1.6 Lab 6 — Using Auto Thresholding

This exercise will simulate a newly configured Protected Object where the security administrator is unsure
what values to assign to a few common vectors. Note that auto-thresholding is useful at both the Device
and Protected Object levels.

Note: This demo may place significant stress on the demo environment. This may make the DHD Ul
less responsive. This is unavoidable since for auto-thresholding to block, the attack must be damaging
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enough to cause stress, which will push the CPU on the Virtual Environment very high. Remember that
this is a virtual environment with minimal resources for lab under high stress and that the Hybrid Defender
appliances mitigate these attacks in dedicated hardware.

Task 1 — Configure Auto Thresholding

» Onthe Good Client, if you have not already done so, start the network baselining. This step is needed
if you didn’t start the good traffic generation in Exercise 3 or accidently stopped it.

# cd ~/scripts
# ./baseline_14.sh

* In the Hybrid Defender Ul, in Quick Configuration, select the Server5 Protected Object and verify that
the IPv4 and TCP vectors are all at default thresholds with auto-threshold disabled:

Setting Value
All Detection Thresholds | 30000 pps
All Rate Limits Infinite
Auto Thresholding Disabled
IPv4
Wector Detection Threshaold PPS Detection Threshold Percent Rate Limit
Host Unreachable 30000 500 Infinite
ICMP Fragment 30000 500 Infinite
ICMPv4 flood 30000 500 Infinite
30000 500 Infinite
30000 500 Infinite
30000 500 Infinite
TTL == <tunahle= 30000 500 Infinite
TCP
Vectar Detection Threshold PPS Detection Threshold Percent Rate Limit
30000 500 Infinite
30000 500 Infinite
30000 500 Infinite
TCP Option Overruns TCP Header 30000 500 Infinite
TCP PUSH Flood 30000 500 Infinite
TCF RET Flond 30000 500 Infinite
TGP SYN ACK Flond 30000 500 Infinite
TCP SYN Flood 30000 500 Infinite
30000 500 Infinite
30000 500 Infinite
30000 500 Infinite

* In the Hybrid Defender CLI (BIGIP ssh window), restart auto-thresholding:

# tmsh run security dos device-config auto-threshold-relearn
# tmsh run security dos virtual name Server5 auto-threshold-relearn

In the Hybrid Defender WebUI, in the Server5 Protected Object configuration, enable auto-thresholding for
the following vectors: ICMPv4 Flood, TCP SYN Flood, TCP Push Flood, TCP RST Flood, TCP SYN ACK
Flood by selecting each vector and clicking the Auto-Threshold Configuration radio button. When all
vectors are configured, click Update at the bottom of the screen.
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* In the Hybrid Defender WebUI, view the Auto Threshold event log by navigating to Security>>Event
Logs>>DoS>>Network>>Auto Threshold.

A |asttlow v |[Search/Customsearn

< Time = Context  Threshola Type [+ atackTme | OV | Newvalue |« Event

2017-06.08 04204 (CommonfGervers DoS Aulo Ratelimi Theshold TCP Push Fload 169216077 4204967295  Network AuloDos Event
2017-06-08 06:4204 [CommonfServers DoS Auto Ratslimi Theshold ICHPvé flood 1692150077 4234367295 Network AutoDoS Event
2017-06-08 064204 [CommoniGervers DoS Auto Ratelimi Theshols TCPRSTfood 1692150077 4284367295 Network AuloDoS Event
2017-06.08 06:4204 [CommonfSeners DoS Auto Ratelimi Theshold TCP SYNACK flaod 169218077 4204967295  Network AuloDoS Event
2017-06-08 064204 [CommoniServers DoS Auto Ratslimi Theshold TCP SYNfood 1692150077 4234367295 Network AuloDoS Event
2017-06-08 064203 [CommoniGervers Do8 Aulo Ratelmi Threshold TCP Push Flood 4294967295 1682158077 Network AuloDoS Event
2017-06-08 064203 [CommonfGeers DoS Auto Ratelimil Theshold ICHPvé flood 4204957205 1692158077 Network AutoDoS Event
2017-06-08 064203 [CommoniServers DoS Auto Ratelimi Theshold TCPRSTfood 4294957265 1682158077 Network AuloDoS Event
2017-06-08 064203 [CommoniGervers D08 Aulo Ratelmi Threshold TP SYNACK lood 424967295 1682158077 Network AuloDoS Event
2017-06-08 06:4203 [CommonfGervers DoS Auto Ratelimi Theshold TCP SYNfood 4204957205 1692158077 Network AutoDoS Event
2017-06-08 06:41 05 [CommoniServers DoS Auto Ratelimi Theshold TCP Push Flood 3279579570 428436725 Network AuloDoS Event
2017-08.08 06:41.05 (CommonfSeers DoS Auto Ratelimi Theshold ICMPvé flood 3270579570 4204967295  Network AuloDos Event

The system is updating the detection thresholds. With auto-thresholding, the system adjusts the detection
thresholds based on observed traffic patterns. However, mitigation rate limits are always dynamic based
on detected system or protected object stress. If anomalous levels of traffic are running, but there is no
stress, the Hybrid Defender will generate alerts but will not block traffic. Under stress, the rate limits are
automatically created and adjusted dynamically.

Task 2 — Create Stress to trigger Auto Thresholding and view Reports

 Let’s create some stress with a Flood attack. In the Attacker CLI start the auto-threshold flood:

# cd ~/scripts
# ./autot_flood.sh

This is a long duration attack. You can terminate it with Ctrl+C when finished.

« In the Hybrid Defender WebUI, review the Auto Threshold event log. You will see that Rate limits are
being automatically set and adjusted to mitigate the flood attack.

f  lastrowr v |[Searshjcustom Searen

© Time © Context © Threshold Type. © Aftack Type © Oldvalue ¢ NewValue ¢ Event
2017-05-08 06:46:43 {CommoniServers Do Auto Ratelimit Threshold TOF PushFlood 3799781747 885 Network AutoDos Event
2017-08.08 064649 JCommonSeners Dos Auto Rateimit Threshold ICMPydfood 3790781747 885 Netwerk AutoDos Event
2017-06-08 06:46:43 {CommoniServers DoS Auto Ratelimit Threshold TOP RSTfood 3799781747 885 NetworkAutoDos Event
2017-08-08 06:46:49 00 Auto Ratelmi Threshalg TGP 9781747 885 Netwerk AutoDos Event
2017-06-08 06:46:43 {CommoniServers DoS Auto RatelimitThreshold TOF SYNfood 3799781747 885 Network AutoDoS Event
2017-06-08 06:46:48 JCommonSeners Dos Aulo Ratsimit Trsshold TCP PushFlood 783187 3799781747 Network AutoDos Event
2017-06-08 06:46:48 {CommoniServers DoS Auto Ratelimit Threshold CMPvdfood 783187 3799761747 Network AutoDoS Event
2017-05-08 06:46:48 JCommonSeners Dos Aulo Ratsimit Trsshold TCPRSTfood 763187 3799781747 Network AuoDos Event
2017-06-08 06:46:48 {CommoniServers DoS Auto Ratelimit Threshold TOP SYNICKflood 783167 3799781747 NetWork AutoDoS Event
2017-05-08 06:46:48 ICommonSenvers Dos Aul Ratsimit Tisshold TP SYNfood 763187 3799781747 Network AutoDos Event
2017-06.08 064647 {CommonsServers Do Auto RatelimitThreshold TOP Push Flood 18 783187 NetworkAuoDoS Event
2017-05-08 06:46:47 ICommonSeners Dos Aulo Ratelmit Trreshold ICMPydfiood 18 783187 NetworkAutoDoS Event
2017-06-08 06:46:47 [CommonServers DS Auto RatelimitThrsshold TOPRSTfood 18 783187 NetworkAuoDoS Event
2017-05-08 06:46:47 {CommoniServers Do Auto RetelimitThreshold TCP SYNICK flood 18 783187 NetworkAutoDoS Event
2017-08-08 064647 ICommonSeners Dos Aulo Ratelmit Treshold TCP S¥Nfood 18 TBNET NeworkAuoDoS Event
2017-06-08 06:46:45 {CommoniServers DoS Auto Ratelimit Threshold TOP PushFlood 16485 18 NetworkAutoDos Event
2017-08-08 06:46:45 JCommonSeners Dos Aulo Ratelmit Trrsshold ICMPvéfiood 16485 18 Netwerk AutoDos Event
2017-06-08 06:46:45 {CommoniServers DoS Auto RatelimitThreshold TOPRSTood 16485 18 NetworkAutoDoS Event
2017-05-08 06:46:45 JCommonSeners Dos Aulo Ratelimit Trrsshold TCP SYNACK flood 16465 18 Netwerk AutoDos Event
2017-06-08 06:46:45 {CommonServers DoS Auto RatelimitThreshold TOP SYNfood 16485 18 Network AutoDos Event
2017-06-08 06:46:44 {CommoniServers DoS Auto Ratslimit hreshold TOP PushFlood 1420120641 16465 NetworkAutoDoS Event
2017-06-08 06:46:44 ICommonSeners Dos Au Rateimit Thieshold IOMPydfood 1420120641 164685 NetworkAuoDoS Event

* In the Hybrid Defender WebUI, view the DoS Overview. Note that the ICMP Flood attack is being
mitigated and the rate limit thresholds for each of the auto-threshold vectors have been adjusted
based on stress, including vectors that are not detecting or blocking an attack.

Security » Do Protecti

Context Fitter
Filter Type, Dos Attack 2
Auto Refresh Disabled v [ Refresh

et e v Mtackstaus || Avorage AosropatoPPS || DrompeappS Detostion ThreshoidPPS ot L Threshoupi
Profile Aftack Vector & State & Layer Virtual Server & ‘ |~| Aggregate ¢ | |~|BadActor ¢ Cument 1min 1hour | Aggregate BadActor Threshold Mode Aggregate Bad Actor Detect Threshold %  Aggregate Bad Ac.
dos-device-config dos-common/ 0,,200_1496929634 Enforced L4 BDoS  NA Detected @ None 3953 15671 2 0 0 NA 150 NA NA Infinite. NiA
Servers P4 flood Enforced NETWORK Servers Defected @ MNene 369 16583 0 0 0 Auto 12 Infiite NA 14528 Ininte Ininte
dos-device-config 1CHPY4 1003 Enforced NETWORK NA Detected ~ @MNone 11710 31867 1108 O 0 Wanual 10000 1000 500 100000 10000
dos-device-config 1° bad o1 Enforced NETWORK Nia ©@0omes  @©None a2 1314 59 a2 0 Wanual 1000 NA 500 10000 N
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Security » DoS Protection : DoS Overview

|

natures

Context Fiter

Filter Type Do Atack . |
Enter Vector Name A [ Attack Status Average Aguregate PPS Dropped PPS Detection Threshold PPS Rate Limit Threshold PF
Profle Atackvector & [stte ¢ [Laver & vitusiSoner ] Agaregate & (-] Baaactr & curent | 1min |1 nour | Agoregate| BadActor| Threstolamode Agaregate | BadAcor | Detet Threshold %  Agaregate  8ad Ao
dos-device-confiy dos-common/Sig_23230_200_149692363¢ Enforced L4BDOS  NA Detected @ MNone 20980 15823 2 0 0 Nk 150 A Nk Infrite A
Senvers CMPY foo Enforced NETWORK Server @ooopes  ©Nene 7183 1550 0 70 0 Auto 12 inte A Si-infnte i
dos-device-config (CHPVA oo Enforced NETWORK ik Detected @ None 3115 32913 1147 0 3 Manual 10000 1000 500 100000 10000
dos-device-confiy 1P bad er Enforced NETWORK Nia @oOoopes  ©Nene 180 13 58 me o Manusi 1000 A 500 10000 ™

< >

» Select the filter type to Virtual Server (DoS protected) and Server5 and view how various thresholds
are dynamically adjusted based on the stress.

Security » Do Protection

Context Fiter

[Fiterye Virtual Serer (008 protected) ¥ |[Semers v |

‘ Auto Refresh Disabled v | Refresh

Enter Vector Narne v [ || || oropeares | | Detection Thresholapps | | Rate Limit Throshold PPS
Prfle | Atack ector & siate ¢ |Laer ¢ | ~lagueale ¢ ||-lBaoador ¢ curent |1mn |inour |Asoregste |BasAcor |Tnestodbade | Agaregste | Sadscor | DelecTmestlas | Auaregsie | SadActr
Servers Hostuneachable Enforied NETWORK @ None © None 0 o o 0 o Wanual 30000 nfinte s00 Infte Infinte
Serers [CHP fragmenteg Enforced NETWORK @ None © None 0 0o o 0 0 Manual 30000 Infinte s00 Infte Infie
Servers 10MPd opd Enforced NETWORK @) Diopped @ None w4 tsst o oas o auto 12 nfnte A 290-inte ninte
Servers P ragment oo Enforced NETWORK @ None © None 0 o 0 0 0 Manusi 30000 Infinte s00 Infiite Infiie
Servers P apton frames Enforced NETWORK @ None © None 0 o o 0 0 Manusi 30000 Infine s00 Infnite Infite
Seners LowTTL Enforied NETWORK @ None © None 0 o o 0 o Manual 30000 Infine s00 Infe Infe
Serers TP bad URG Enforied NETWORK @ None © None 0 o o 0 3 Wanual 30000 Infints s00 Infte Infinte
Senvers TCP halfopen Enforced NETWORK @ None © None 0 0o o 0 0 Manual 30000 Infine s00 Infte Infie
Servers TCP oplion overruns TCP header Enforced NETWORK @ None © None 0 o 0 0 0 Manusi 30000 Infine s00 Infite Infie
Seers TCP Opflon presentwi legal lenglh  Enforced NETWORK @ None © None 0 o o 0 0 Manusl 30000 Infinite s00 Infrite Infrite
Semers TP Push Flood Enforied NETWORK @ None © None 0 o o 0 3 o 12 Infinte A 290-nfite Infinte
Semers TP RST laog Enforied NETWORK @ None © None 0 PR 0 0 Ao 18 Infine N 7-nfnte ot
Servers TP SV flaod Enforced NETWORK @ None © None 0 o o 0 3 Ao 12 Infiite NA 200- e Infinite
Sewvers TP SN Oversize Enforced NETWORK @ None © None 0 o 0 0 0 Manusi 30000 infine 500 Infnite Infie
Servers TCP SYNIACK flood Enforced NETWORK @ None © None 0 0o o 0 o Auto B! Infinite Nk 280-nfite Infinte
Semers TP window size Enforied NETWORK @ None © None 0 o o 0 o Manual 30000 nfine s00 Infite Infine
Servers TIDCHP ttack Enforied NETWORK @ None © None 0 o o 0 3 Wanual 30000 Infints s00 Infite Infine
Sewvers Unknown TCF aption e Enforced NETWORK @ None © None 0 o o 0 0 Manual 30000 Infinite a0 Infrite Infrite

» Terminate the attack in the Attacker CLI with Ctrl+C.

« After the attack has ended, in the Hybrid Defender WebUI, navigate to the DoS Visibility page. Under
Vectors, select ICMPv4 Flood. View various details.
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» Clean-up: On the Attacker CLI, if the attack is still running be certain to end it with Ctrl-C.

» Clean-up: For repeatability, it is necessary to disable the auto-thresholding for the ICMPv4 Flood,
TCP RST Flood, TCP Push Flood, TCP SYN ACK Flood and TCP SYN Flood vectors on the
Server5 protected object. Switch them back to Manual Configuration.




Properties

ICMPvd flood Enforce v

Auto-Threshold Configuration

» Manual Configuration

Cetection Threshold PPS:
Specify ¥ | 30000

Detection Threshold Percent:
Specify ¥ | 500

Fate Limit:
Infinite ¥

Simulate Auto Threshold

Bad Actor Detection

+ Clean-up: After disabling auto-thresholding, clear the learning on the Hybrid Defender CLI with:

# tmsh run security dos device-config auto-threshold-relearn
# tmsh run security dos virtual name Server5 auto-threshold-relearn

+ Clean-up: Stop the baseline traffic generation from the good-client if still running using CTRL+C

4.1.7 Lab 7 — Configuring DNS Attack Protection

DNS DoS attacks come in many flavors and target different resources. DNS query, reverse flood and
amplification attacks are some such DNS attacks.

DNS Query Flood

This type of DoS of service attack has a couple possible resource impacts.
» Overwhelm the DNS server’s ability to respond by sending too many requests.

This can be done just by asking for more requests than the server can reply with and prevent the server
from servicing legitimate requests. It doesn’t really matter if the clients are spoofed or not, it only matters
that the DNS server just can’t keep up.

Mitigation Options

DNS DoS mitigation generally requires an awareness of what you’re trying to protect. This allows you to
apply the appropriate mitigations and push the problem upstream until the next step is to force it off premises
and in to a cloud solution. Load balancing is one remedy to this solution (anycast). Spreading the requests
across pools of servers can help mitigate against these types of attacks. DNS Express is another option to
increase the capacity of your DNS infrastructure. Layering in DHD DNS DoS vector mitigation also stops
common DNS attacks.

Task 1 — Use a Protected Object to Mitigate a DNS Query Flood

* In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page.
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* In the Protected Objects section click Create.

» Configure a protected object using the following information, and then click Create.

DoS Protection »» Quick Configuration »» Create Protected Object

Name DNSServer

IP Address 10.1.20.14

Port 53

Protocol UbDP

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | DNS

Protected Object
IP Address f Mask | 10.1.20.14
Port
Pratacol |uop v
WLAN & Any
S5L Enabled

Deployment Model

Trafic ;| Symmetric ¥

Defaultvhitelist

HTTF Wyhitelist

DDoS Setlings

Capacity
Caonnection Limit Infinite. ¥
Maxirmum Bandwidth Infinite ¥
Enable External Redirection

Protection Settings
Action ’migate b
Silverline

Mo Address Selected

Add IF address

| Add

Usge Default ¥

IPvid IPvE TCP LDP Sweep ¢ DMS SIFP

HTTF

HTTPS

DHS
Cancel | Create

* In the DNS row click the + icon, and then click DNS A Query.

» On the right-side of the page configure using the following information, and then click Create.

Detection Threshold PPS

Specify: 75

Detection Threshold Percent

Specify: 500

Rate Limit

Specify: 100

100

L4 Behavioral



DNS A Query Enfarce v

Auto-Threshold Configuration

» Manual Configuration

Detection Threshald PPS:
Specify ¥ || 75

Detection Threshold Percent:
Specify ¥ || 500

Rate Limit:
Specify ¥ || 100

Simulate furto Threshold

Bad Actor Detection

Task 2 — Establish a DNS Baseline

+ In the Attacker putty window type (or copy and paste) the following command:

# cd ~/scripts
# ./dnsbaseline.sh

+ Continue to run the baseline until you get the following results:
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ime limit)

(1

Task 3 — Initiate a DNS Attack that Exceeds the Rate Limit

In the Attacker putty window type (or copy and paste) the following command:

./dnsdosrate.sh

Wait for the attack to run for about 30 seconds before moving on.

In the Configuration Utility, review the DoS Overview page.

Change the selection to Virtual Server and DNSServer.
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Context Flter

Fiter Type. Virtual Server (DS protected) ¥
Auto Refresh 20seconds v || Refresh
Enter Vector Name v

Profile Atack Vector & State & | Layer ¢
DNSServer A query DOS Enforced  DNS
DNSSenver Enforced  DNS
DNgServer ery DS Enforced  DNS
DNaServer Enforced  DNS
DNgServer Enforced  DNS

ion Policy List 3

Beha

ONSSenver v
Attack Status
~ Aggregate & ~ BadActor
@ oropped © None
© None © None
© None © None
© Nane © Nane
© None © None

Sign

#verage Aggregate PPS
Curent | tmin | 1 hour
103 54 0
[ 0 0
0 0 0
0 0 0
0 0 0

Dropped PPS
Aggregate | BadAcor | Threshold Mode
n 0 Manual
0 0 Manual
0 0 Manual
0 0 Manual
0 0 Manual

The A query DOS attack vector is now dropping attack traffic.

Detection Threshold PPS.
Aggregate  Bad Actor
™ nfinte
30000 infite
30000 Infrite
30000 nfite
a0000 Infrite

Detect Threshold %

Rate Limi Threshold PPS
Agaregate Bad Actor
100 Infiite
Infiite Infiite
Infinite Infrite
Infiite Infiite
Infiite Infrite

The script will also record the number of drops if any as a result of the attack rate limit being hit.

+ In the Configuration Utility open the Statistics >>DoS Visibility page.
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Sometimes DNS responses are used in flooding network resources. A small request has a disproportion-
ately larger response and since the transport protocol is UDP it can easily be spoofed. The outbound pipe
can easily get congested responding to a smaller number of requests with large responses.
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Task 1 — View DNS Reverse Flood

Use tecpdump and dig to view DNS request and response packets. A small request produces a large
response. You will open two ssh sessions to the attacker.

» Open two windows via Putty to the Attacker CLI (use the shortcut).

* In the first ssh window on the attacker start a tcpdump using the following command:

# cd ~/scripts
# tcpdump -i lo &

coepdunp -1 1o &

v for full protocol decode

+ In the second ssh window on the attacker issue a dig against the loop back with “ANY”

# cd ~/scripts
# dig ANY floodzone.local @localhost
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root@Attacker: ~
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In the first ssh window on the attacker view the results of the tcpdump : Notice the difference in the
size of the request (44) vs the response (628). Your values maybe different. The point is that a
small request can generate an enormous response.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decodelistening on lo, link-type EN10MB
(Ethernet), capture size 65535 bytes
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07:33:55.737892 IP localhost.47406 > localhost.domain: 3896+ [lau] ANY?
floodzone.local. *xx(44) %%

07:33:55.738563 IP localhost.domain > localhost.47406: 3896\x 17/0/13 A
10.10.1.2, A 10.10.1.3, A 10.10.1.4, A 10.10.1.1, A 10.10.1.5, SOA, NS
ranger.floodzone.local., NS langley.floodzone.local., NS
lexington.floodzone.local., NS attacker-a.f5d emo.com., NS
saratoga.floodzone.local., AAAA ::1, MX enterprise.floodzone.local. 20,
MX hornet.floodzone.local. 40, MX ess ex.floodzone.local. 50, MX
yorktown.floodzone.local. 10, MX wasp.floodzone.local. 30 %% (628) %%

In the second ssh window on the attacker issue a dig against the loop back with a query to RIPE.NET
and with DNSSEC for a larger response.

# sudo bash
# cd ~/scripts
# dig ANY ripe.net @localhost +dnssec

In the first ssh window on the attacker view the results of the tcpdump : Notice the difference in the
size of the request (37) vs the response (2715). Your values maybe different. The point is that a
small request can generate an enormous response.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decode

listening on lo, link-type EN1OMB (Ethernet), capture size 65535 bytes

07:43:44.018212 IP localhost.51272 > localhost.domain: 58304+ [lau] ANY?
ripe.net. %% (37)*xx%

07:43:44.018889 IP localhost.domain > localhost.51272: 58304$ 18/8/15
RRSIG, SOA, RRSIG, RRSIG, A 193.0.6.139, RRSIG, DNSKEY, DNSKEY, DNSKEY,
RRSIG, DS, NS manus.authdns.ripe.net., NS a2.verisigndns.com., NS
al.verisigndns.com., NS tinnie.arin.net., NS sns-pb.isc.org., NS
sec3.apnic.net., NS a3.verisigndns.com. *x*(2715) %%

Once you're done, type ‘fg’ and ‘CTRL+C’ to stop the tcpdump.

root@Attacker:~/scripts# tcpdump: verbose output suppressed, use -v or
-vv for full protocol decode listening on lo, link-type EN10MB
(Ethernet), capture size 65535 bytes

fg
tcpdump -i lo

~C

0 packets captured

0 packets received by filter
0 packets dropped by kernel
root@Attacker:~/scripts#

This can easily overwhelm the server or overwhelm the outbound network pipe disrupting traffic responses
for legitimate requests and/or other applications.

One industry accepted way to mitigate this type of attack is to rate limit the responses on the DNS servers.
More information on Response Rate Limiting can be found here:

106




https://www.isc.org/wp-content/uploads/2014/11/DNS-RRL-LISA14.pdf

Because DoS policies are applied to traffic flows on ingress to the DHD, response rate limiting isn’t currently
available. But you still can limit the types of queries that can disproportionately consume bandwidth. The
ANY query used in the previous example is one such example.

Task 2 — Use a Protected Object to Mitigate a DNS Reverse Query Flood

In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page

In the Protected Objects section click DNSServer.
In the DNS row click the + icon, and then click DNS ANY Query.

On the right-side of the page configure using the following information, and then click Update.

Detection Threshold PPS Specify: 50
Detection Threshold Percent | Specify: 500
Rate Limit Specify: 75

DNS ANY Query Enforce v

Auto-Threshold Configuration

» Manual Configuration

Detection Threshold PPS:
Swecity ¥ || 5p

Detection Threshold Percent:
Specify ¥ || 500

Rate Limit:
Specify ¥ || 75

Simulate Auto Threshold

Bad Actor Detection

« In the BIG-IP Configuration Utility, open the Security>>DoS Protection>> DoS Overview page and
set the Filter type to “Virtual Server (DoS protected) / DNSServer” Set Auto-Refresh to 20 sec-

onds.

Security :» DoS Protection : DoS Overview

DS Profiles Jevice Configuration = | Eviction Policy List (]

Context Filter
Filter Type vitual Server (DoS protected) ¥
Auto Refresh 20 seconds ¥ || Refresh
Enter vector Marme | T | Attack Status
Frofile AtackVector = ‘State 2 Layer # |[~|Aggregate & ||~ Bad
MKIRRRAEr & pinare MINS Frifrrrar MR N nne LRkl

« In the attacker ssh window issue dns reverse flood attack as follows:
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# cd ~/scripts
# ./dnsReverseFlood.sh

» Observe the DoS Overview as it gradually starts to drop the ANY queries.

Enter Veclor Name v [ Dropped PPS Detection Threshold PPS Rate Limit Threshold PPS
Prafile Aftack Vector & State & Layer # - Aggregate & ~ | Bad Actor & Current 1 min 1 hour Aggregate  Bad Actor | Threshold Mode Aggregate Bad Actor Detect Threshold % Aggregate Bad Actor
ONSSener A quer 008 Enforced  DNS @ Name © None 0 0 0 0 0 Manual 7 Infinite 500 100 Infinite
DNSSener  AAs4 ouey D05 Enforced  DNS @ Nane © None 0 0 0 0 0 Manual 30000 Infiite 500 Infiite Infiite
DNSServer  ANY query DOS Enforced  DNS @ None © None 5 4 0 2 0 Manual 5 Infiite 500 7 Infiite
Enter Vector Name v Py Detection Threshold PPS Rate Limi
Profile Aftack Vector & State Layer # -] Aggregate & ~ Bad Actor & Current 1 min 1 hour Aggregate  Bad Actor | Threshold Mode Aggregate Bad Actor Detect Threshald % Aggregate
DNsServer  Aquey 008 Enforced  DNS @) Nene @ None 0 0 0 0 0 Manual 7 Infinite 500 100
DNSServer A% query DOS. Enforced  DNS @ Nene @ None 0 0 0 0 0 Manual 30000 Infinite 500 Infinite
DNSServer  ANY query DOS Enforced  DNS Detected @ None 0 3 0 0 0 Manual 5 Infinite 500 75
Enter ector Narne A Attack Status fverage Aggregate PPS Dropped PPS. Detection Threshold PPS Rate Limit TI
Profile Aftack vector & State & Layer & v Aggregate & - BadActor 3 Current 1 min 1 hour Agoregate  BadActor | Threshold Mode Aggregate Bad Actor Detect Threshald % Aagregate
JnSServer Aguery DOS Enforced DNS ° None ° None 0 o 0 o 0 Manual 75 Infinite. 500 100
JnSServer ARAA qUery DOS Enforced DNS ° None ° None 0 o 0 o 0 Manual 30000 Infinite. 500 Infinite.
JnSServer ANY guery DOS. Enforced DNS e Dropped ° None 55 37 0 2 0 Manual 50 Infinite. 500 75

* In the attacker ssh window stop the attack by hitting CTRL+C many times

4.1.8 Lab 8 — Configuring L7 Attack Protection

In this exercise we will use a protected object and enforce mitigation for low and slow/encrypted layer 7
attacks.

Task 1 — Create Protected Object and Launch Attack

+ In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Name Server1i

IP Address 10.1.20.11

Port 443

VLAN (Selected) defaultVLAN (uncheck ANY)
Protection Settings: Action Log and Mitigate

Protection Settings: Silverline Yes (selected)

Protection Settings: DDoS Settings | IPv4, TCP
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DoS Protection » Quick Configuration »» Serveri

Protected Ohject
Mame Serverl
IP Address | Mask [101.2011
Port 443
Protocal TCP v
WLAR Ay
Selected Available
defaultsLAN
S5L Enahled
Ceployment Model Trafiic ;| Symmetric ¥
Capacity
Connection Limit Infinite. ¥
Maximum Bandwidth Infinite ¥
Enable External Redirectian
Protection Settings
Action Log And Mitigate ¥
Silverling <
Default Whitelist Mo Address Selected
Add IP address L~da |
HTTP Whitelist Use Default v
CCoS Settings | IPvd IPvE  # TCP upp Sweep DHE SIP HTTF HTTFS L4 Behavioral

+ Launch attacks without any layer 7 protection configured

Open the following in separate tabs in the Hybrid Defender WebUI:

DoS Protection>>Quick Configuration
» Security>>Reporting>>DoS>>Analysis
» From a Firefox browser go to https://10.1.20.11. Ignore SSL warning and Add Exception.

Note: This bypasses the Hybrid Defender and accesses the server directly, showing the availability and/or
performance of the site directly. Click around a few links. This is the site we will launch an attack against
and mitigate.

+ Verify that the configuration is providing no L7 protections by taking the server offline with a slowloris
attack. Note that apache will try to clean up the slow flows, but they will do so inefficiently and the
server is impacted (which will show as an outage, missing objects and/or slower responsiveness).
Run the slowloris attack from the Attacker CLI:

# cd ~/scripts
# ./slowloris.sh

The tool will rapidly show the site offline (10-15 seconds, with trivial traffic load):
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Thu Jun
=low HTTF

oo

[ ]

Refresh https://10.1.20.11 to show the effects of the attack. [Note that since we are running locally
from the Win7 system in a virtualized environment, you may be able to access the site, however it will
be slower and often the GlIFs will not load. An internet user would not be able to “fight through” the
attack to get to the server as often as a system on the local LAN.]

Stop the slowloris attack by using CTRL+C.
Start a more effective Slow Read attack.

This attack is harder for DoS mitigation tools to mitigate and can be very effective even with a tiny
number of concurrent connections trickling in very slowly to the server to fly below the radar of network
detections. In our example we will open 10 connections per second and read the response data at 1
byte / sec. The attack would be effective even at 1 cps, it would just take a bit longer to build up the
connections.

From the Attacker CLI/shell start the slowread attack:

# cd ~/scripts
# ./slowread.sh
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https://10.1.20.11

rooti@Attacker: ~/scripts

Thu Jun

S =2lowhttprest) —

Thu Jun 5 7
slow HTTP on th second:

initializing:

O O rom

=
=
(o]

As soon as the site is down (service available: NO), refresh https://10.1.20.11 to show that it is
down/slow/intermittent.

Task 2 — Configure Protection/Mitigation, launch attack and view reports

* In the Hybrid Defender WebUI, access the Server1 Protected Object.
+ Enable SSL.

» Select the default certificate and key. In your environment you would select a valid/cert key for your
application.

» Enable ‘Encrypt Session to Server’ to avoid any server reconfiguration.
+ Enable the HTTPS mitigation family.
* Click Update.
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S5L « Enahbled
S5L Cedificate : | default v Key | default v

« Encrypt Connection to Server

Deployment Model Trafic ;| Symmetric ¥
Capacity

Connection Limit Infinite ¥

Maximum Bandwidth Infinite ¥

Enahle External Redirection

Protection Settings
Action Log And Mitigate v
Silverline 4
DefaultWhitelist Mo Address Selected
Add IF address
HTTP Whitelist Usge Default v
DDoS Settings o |Pvd IPvE & TCP LUDF Sween DrS SIP HTTF & HTTPS L4 Behavioral

* View the Attacker CLI/shell. The slow read attack is now no longer showing the site as down (service
available: YES) because Proactive Bot Detection has mitigated the attack.

root@Attacker: ~/scripts

Thu Jun &8 I 2136 20

Jgoogle.com b WhtLpt

Thu Jun & 03:
=zlow HTTP

avallakbhle:

Refresh https://10.1.20.11 to see that the site behavior has returned to normal.
* You were able to mitigate an encrypted layer 7 attack quickly and with only a few simple steps.

In the Hybrid Defender WebUI, view various reports in the Security>>Reporting>>DoS>>Analysis

HTTP Report (Scroll towards the bottom) shows Proactive Mitigation.
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HTTP =

Transactions Outcomes (g TPS)

@ Froactive Mitigation @ Incomplete

]

Server Latency (ms)

+ Stop the Slow Read attack by using CTRL+C.

4.1.9 Lab 9 - Configuring L7 Behavioral Attack Protection

In this exercise we will use a protected object and show how behavioral DDoS works.

Task 1 — Create Protected Object and Launch Attack

+ In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
Protected Objects section click Create.

» Configure a protected object using the following information, and then click Create.

Name Auction

IP Address 10.1.20.101

Port / Protocol 80 TCP

VLAN (Selected) defaultVLAN (uncheck ANY)
Protection Settings: Action Log and Mitigate

Protection Settings: DDoS Settings | HTTP

» Make sure Auction is with a capital “A”.

* Under the HTTP section make the following adjustments:
— Set Behavioral to Standard Protection.
— Make sure you check “Request Signature Detection”
— Set Proactive Bot Defense to “Disabled”
— Set DOS tool to “Report”
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TCP

HTTP =
Mitigation:
Detection Mechanism Min. Threshold Attack Threshold Mitigation Standard Protection 4
Behavioral Standard Protection @
Detection by Device 40 200 (tps)
Detection by Geolocation 40
Detection by Site 40 200 (tps)
Detection by Source-IP 40 200 (tps)
Detection by URL 40 200 (tps)
Heavy URL 750 (ms)
Bot Defense Category Mitigate Action Challenge
Proactive Bot Defense = Disabled None
Crawler Benign Bots None
HTTP Library Benign Bots None
Search Bot Benign Bots None
Search Engine Benign Bots Report
Service Agent Benign Bots None
Site Monitor Benign Bots None
Social Media Agent Benign Bots None
Web Downloader Benign Bots None
DOS Tool Malicious Bots Report
E-Mail Collector Malicious Bots Block
Exploit Tool Malicious Bots Block
Network Scanner Malicious Bots Block
Spam Bot Malicious Bots Block
Vulnerability Scanner Malicious Bots Block
Web Spider Malicious Bots Block
Cancel | Update

« When finished click Create

» From the Good Client CLI, issue the following command.

~/scripts/generate_clean_traffic.sh

Note: This will need to run for approximately 10 minutes.

» From the DHD CLI issue the following commands:

#/root/scripts/17bdos-reset.sh
#/root/scripts/17-mon.sh

* Monitor the window. When you see the following number go to 100, you will move on.

hybriddefender E'[
i :[0.470617]
k: [0, O]
:[0. 46

100]
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» The health of the Protected Object will be shown. In general, a healthy system will show a value
around .45. If the value is .5 consistently, then for some reason no learning is occurring and you should
check your configuration and verify that baselining traffic is hitting the protected object in question.

+ If the system has detected and is mitigating and attack, or not. This will show in the output of
‘info.attack’ signal. The two numbers in brackets indicate if there is an attack (1 = yes, 0 = no) and if
the system is mitigating that attack (1 = yes, 0 = no).

» The output will also include the ‘info.learning’ signal, which includes 4 comma-separated values that
show the status of the admd behavioral dos learning:

vs./Common/Auction.sig.health:[0.46014]
vs./Common/Auction.info.attack:[@, @]

vs./Common/Auction.info.learning:[78.3191, 633, 4570, 100]

— signal values: [baseline_learning_confidence, learned_bins count , good_table size |,
good_table_confidence]

— baseline learning_confidence in % - How confident the system is in the baseline learning.
= This should be between 80% - 90%

— learned_bins_count - number of learned bins
= This should be > 0

— good_table_size - number of learned requests
= This should be > 4000

— good_table_confidence - how confident, as a percentage, the system is in the good table.
= |t must be 100% for behavioral signatures.

» From the Attacker CLI issue the following command:

~/scripts/http_flood.sh

» Choose option 1, “Attack Auction”
 You will see the attack start in the DHD SSH window:
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E2 hybriddefender === |

* In addition you will see the good client start returning a status of 000 as it is unresponsive. It no longer

returns a Status 200. Until the DHD starts mitigation.

@root@xjumpbox:na =N ”E

for LY . i I

.00l

.00l

. php
er.php

R = =ray=n

= =

» Once the DHD has enough data a Stable Signature is detected.
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* Let this run for 2 minutes. Stop the attack by pressing “Enter” a couple of times in the Attacker
window the choosing option “3” to stop the “Attack”

Note: The DHD does not record the end of the attack right away, it is very conservative, therefore
you may have to wait 5 minutes to see the results.
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_/iﬁ BIG-IP® - hybriddefend: X \‘ \

&8 e | e e

<« (& |A Mot secure | btpe,/10.1.1. 245 fxuif

HE Apps (g BIG-IP DHD

]| DOS: Behavioral Signatures Update Available

|| OHLINE (ACTIVE)
| standalone

(7 Local Tramc

@ Device Management

O Security

Overvien
Metwark Firewall
Daos Protection
Event Logs
Reporting
Security Updates

Options

£ Network

Security »» Fvent Logs : DoS : Application Events

|*

|| Last6 Hours ¥ ||Search|Cusmm Search

< Time | < ¥irual Server | E| | < Profile Mame | < Ewvent | < Detection Mode |¢ Mitigation |¢ TPS |¢ Detection Threshald | =

2017-
08-30
04:46:41

iCommonisevrert B

2017-
08-30
04:35:58

iCommonisevrert £

2017-
08-30
032408

iCommonisevrert £

2017-
08-30
0317:29

iCommonisevrert £

2017- ICommonféuction 5
08-30

02:42:20

2017-
0s8-30
02:42:23

iCommoniAuction £

ICommonisevrer!  Aftack  Behavioral Mo Otps
ended  detection hitigation

ICommaonfsevrer! Attack  Behaviaral Ma Otps
started  detection Mitination

ICommonisewrer!  Aftack  Behavioral Mo Otps
ended  detection Mitigation

ICommonisevrer!  Aftack  Behavioral Mo Otps
started  detection Mitigatian

fCommonfAuction  Attack  Behavioral Behavioral  7tps
ended  detection

ICommonifuction  Aftack  Behavioral Behavioral 7tps
started  detection

* You can see in the top-left that a Behavioral Signature was created.

* Click on this link, then click on the Signature to see it.

@ iApps

@ DS Protection
@ Local Traffic

@ Device Management

O Security

Overview
Metwork Firewall
DoS Protection
EventLogs
Reporing
Security Updates

Qptions

£2) Network
System

ij 1% -~ Behavior

Security »» DoS Protection : Behavioral Signatures :» Behawioral Signature Properties

nature Propetties

Behavioral Signature Properties

MName

Partition / Path

I Status
Alias

Found on ¥irtual Server
Generated on attack
Last seen on attack
Created

Last seen

Rules count

Accuracy

Efficiency

Wireshark filter {match for
malicios requests far 1 ar mare
rules)

To use Wireshark fiters use the
folloving LA, dissectors. Downlosd
sctipts and manual here.

AutoSig #805281504072587

Comman

REN r

| ICommonfAutoSig #80528150407 2587

ICommaonifuction
44741587

44741588

08i29/2017 22:56:27 (PDT)
08/30/2017 02:43:26 (PDT)
1

100%

100%

(http.£5_filename_bin == 21) and (!(http.user_agent matches "

[HIIE| Ch¥ome | Firefou|Operal fafari |Hawthon| feamonkey) 1) and (http.request.method &g

"GET"] and ((http.hdr_len = 12&) and (hotp.hdr_len < 256)) and [!http.content_type)
and (http.request_uri matc narAhE1*En ) and (http.£5_headers count = and
(hetp.£5_cache_contzel bin == 0) and (hetp.accept) and (hetp.£F_hest _bin
(http.Teq Tine hes "Rocept-Ch t:.*%") and (http.£5_referer_bin
(http.£5 uri len bin == 0) and (!(http.accept matches "
(applicationlaudic|message| text|image [multipart]" )] and (hetp.commestion) and
(http.host] and [!(http.Teq -line "hocep £"1) and (http.user_agent)

118




 This concludes the DHD Hands on Labs.
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Class 4: Mitigating Real World DDoS Attacks

5.1 Lab Topology & Environment

[ AtackingIP Addresses |
Bad Actor : 10.1.17.220-229
Single P 10.1.17.250
BOT :10.1.17.230
Floods ; Random

10.1.1.7 (ssh,console)
10.1.1.4 {ssh console)
]
Secure Internet || Gf’f’d Attacker
Gateway 101,15 {rdp) Client
Jumphox 10.1.23{11/21 10.1,17.250/21
Win-
|
@ 10.1.1.11(+p)
SPAN/Mirror IOI.1.246(ssh,h'itps,console)
10.1.1.245(ssh, https,console i
Management {sshhttps, ) Hybrld Default VLAN Group
Vian1 Defender | 10-120240/21
10.1.1.246(ssh,https) | BIG-IP Passive
SPANPMirror
—| Vlan 20
LAMP Auction
10.1.1.2 (ssh,console)
10.1.1.6 (console) Protected Objects
BadActorServer : 10.1.20.12
MarketingServer : 10.1.20.15
DNSServer : 10.1.20.14
WebServer: 10.1.20.101

BaDoSL4Server: 10.1.20.13
BaDoSL7Server: 10.1.20.20

5.1.1 Access and Credential Summary

You will be using the Win7 JUMPBOX to access other systems for all labs. You will use Putty that has been
preconfigured with appropriate keys to access the Good Client and the Attacker systems. To run scripts,
you will need to have root access, requiring you to ‘sudo bash’ before running attacks, baselines, etc.
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System Username Password
Jumpbox external_user | f5SDEMOs4u
Hybrid Defender — WebUI/TMUI | admin f5DEMOs4u
Hybrid Defender — CLI root f5DEMOs4u
Passive BIG-IP — WebUI/TMUI admin f5DEMOs4u
Good Client ubuntu Use key
Attacker ubuntu Use key
Win-ToolsServer external_user | fSDEMOs4u
WebServer / Auction Server root default

5.1.2 Helpful Tips and Tricks

Here are a few tips that you can use during the labs. Since the environment and all its components are run-
ning in a virtualized environment with limited shared resources you may encounter some slow performance.

1.

11.
12.

When using the Wireshark tool, it will capture a lot of packets. During DDoS attacks the tool will be
overwhelmed. Its recommended that you start the capture and then stop it soon so that you can view
the data captured easily.

. If you find that you are not seeing any attacks then go back and check if the Attack you launched is

still running. If it has stopped, kindly relaunch it.

If an attack is not being detected on the DHD check the value of your detection threshold EPS. For an
attack to be detected this value must be lower than the attack being launched. Similarly, the rate/leak
limit value sets the threshold for dropping the packets.

During automatic/behavioral mitigations labs there is about 10-15 minutes of baseline traffic learning
time for the Hybrid Defender. Use that time to ask questions, chat with F5 Engineers and/or your
peers about DDoS mitigations, security and what they are doing in their organization. Additionally,
browse around the DoS Visibility tool to see some cool graphical reports that were generated.

Make sure the name of the Protected Objects you create in various labs matches exactly to what is
provided in this guide otherwise the scripts/commands for monitoring learning status will not work as
they are tied to specific profile names that get created.

You will notice that the commands “sudo bash” “cd f5agility” are included in each step. If you are
already logged in and have root privileges and in the f5agility folder then kindly ignore those steps. If
not, then use them. Basically, you need root level access to execute the scripts and be in the f5agility
folder/directory.

Since the WebUI/TMUI will look the same for the BIG-IP Passive and the Hybrid Defender device
make sure that all mitigation/changes are being made to the Hybrid Defender only and the Passive
device is used only for visibility.

Don’t forget to use CTRL+C to break and stop the attacks so that you get better responses from
various tools once you have enough data.

When starting a new capture in WireShark always select continue without saving when prompted.

. Use Right click and “Open in new tab” to browse various DHD menus (Overview, Event Logs,etc) so

you don’t have to go back and forth.
STOP all attacks, good traffic baseline scripts after end of each lab before proceeding to the next lab.

Use the PuTTY shortcuts on the desktops to access various shells. The PuTTY window has a title on
top so that you know which shell you are in. If you get a Security Alert for the Servers Host Key just
click YES to proceed to connect to the shell.
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5.1.3 Accessing the Lab Environment

Use RDP client and connect to your Windows Jumpbox IP and the Win-ToolsServer IP
Note: Use the show options to provide

User name: external_user. Password: f5SDEMOs4u

% Remote Desktop Connection = PG

| Remote Desktop
<) Connection

General | Display | Local Resources | Programs | Experience I Advanced

Logon settings
: L Enter the name of the remote computer.
|-
Computer: 35.184.89 246 A

Username:  extemal_user

You will be asked for credentials when you connect.

[ Mlow me to save credentials

Connection settings

Save the cument connection settings to an RDF file or open a

| saved connection.
[ Save ] [ Save As... ] [ Cpen... ]
(& Hide Options [ Connect ] [ Help ]
Click YES at the warning
'@-Rimte Desktop Connection Iﬂ

i\ﬁ The identity of the remote computer cannot be verified. Do
/' you want to connect anyway?

The remote computer could not be autherticated due to problems with its
securty certificate. t may be unsafe to proceed.

Certificate name

5] Mame in the certificate from the remote computer:
JUMPEOX

Certificate emors

The following emars were encourtered while validating the remote
computer's certfficate:

/1 The certfficate is not from a trusted certifying authority.

Do you wart to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

=) CED

All Exercises/Tasks are to be completed from the Windows Jumpbox. There are various shortcuts —
Chrome Incognito, Putty shortcuts, on the Jumpbox that you will use through the exercises.
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5.2 Introduction to DDoS Hybrid Defender

F5 DDoS Hybrid Defender (DHD) protects your organization against a wide range of DDoS attacks using
a multi-pronged approach. By combining on-premises and cloud technologies, analytics, and advanced
methods, DDoS Hybrid Defender is a hybrid solution that detects network and application layer attacks and
is easy to deploy and manage.

DDoS Hybrid Defender mitigates against the full spectrum of DDoS attacks including:
» Network capacity attacks
» DNS and SIP protocol volumetric attacks
* HTTP and HTTPS volumetric attacks
* HTTP and HTTPS CPU-based (heavy URL) attacks

You can specify which objects to protect on the network, assigning the appropriate protections to network
devices and application servers, and prevent attackers from exhausting network resources and impacting
application availability.

Deployments:

The deployment you use for DDoS Hybrid Defender depends on the needs of your organization. For max-
imum DDoS protection, it is recommended that you deploy DDoS Hybrid Defender inline. However, it can
also be deployed out of band, or in locations where symmetric data flows are not guaranteed.

Typical locations for the placement of DDoS Hybrid Defender are at the edge of the network or at the edge
of the data center

Inline deployment

DDoS Hybrid Defender provides maximum protection when deployed inline in one of two ways:
+ Bridged mode with VLAN groups (This is default and we will use in our labs)
» Routed mode

Out of band deployment

You can deploy DDoS Hybrid Defender out of band in two ways:

» Set up a Layer 2 switch with span ports so that it mirrors traffic onto DDoS Hybrid Defender. (Our
passive device is setup this way in our labs)

+ Configure network devices so that they send NetFlow data to DDoS Hybrid Defender.

5.3 Module 1: Environment Review

5.3.1 Lab 1.1 — Review Tools and Environment

You are the security engineer for Acme corporation. Your organization has recently seen a lot of outages
in your network and applications. Some of these have been due to DDoS attacks and the outages have
caused a significant loss of revenue as well as reputational impact. You have made the wise decision
to invest in a world class leading edge DDoS mitigation solution and have the F5 DHD installed in your
environment. It's been configured in the Layer 2 inline mode and is now available to you to enforce DDoS
mitigations.

Tools:
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#. In our lab we have an additional DHD available to you in a passive mode. It's basically setup on SPAN
ports (out of band deployment) to provide you visibility.

#. The Win-ToolsServer is also installed to listen on SPAN port and has Wireshark available for visibility.
Let’s get familiar on how to use these tools.

Note: Not all attacks will be visible in both tools. So, use the tools accordingly. This is done purposefully so
that you get into the habit of troubleshooting/fighting attacks in the real world.

Use a web browser (Chrome in incognito mode) to log into the WebUI of the Passive DHD at https://10.1.1.
246 or use the bookmarked shortcut. Accept the SSL warning and proceed to connect.

Username: admin
Password: f’5DEMQOs4u

+ Click Security>>Event Logs>>DoS>>Network>>Events

Click Security>>DoS Protection>>DoS Overview (Tip: Right Click and open link in new tab/window)
* You will use the above two screens on the Passive DHD for visibility of traffic/attacks.

» On the Win-Tools Server launch Wireshark by using the shortcut link on desktop and then click on
the blue shark fin on top left corner to start capturing data. (Tip: Use the Red Square button to stop
captures when needed)

5.3.2 Lab 1.2 — Launch an attack and view traffic

» Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./labl-2.sh

» View Wireshark and notice the ongoing captures.

» What type of traffic do you notice? As you can see these are all ICMP requests/responses and a lot
of them. What are the IP addresses involved? Can you identify the attacking IP? (Tip: Did you review
the lab network diagram?)

Am @ LmRE Qe==FeEEQQQHE

[isply & display Fiter __<Ctrl-}>

fo Time Source Destination Protocal  Length Info

1321~ 147.851462  1@.1.17.250 10.1.20.12 e €0 Echo (ping) request id=gxs91e, seq=25132/11362, ttl=e4 (reply in 1321542)
1321~ 147.851489  10.1.20.12 10.1.17.25@ ICHP €0 Echo (ping) reply  id=0x8910, seq=19756/11341, ttl=&4

1321~ 147.851516  1@.1.20.12 10.1.17.25@ ICHP 60 Echo (ping) reply  id-@x891@, seq-20012/11342, ttl-e4

1321~ 147.851542  1@.1.20.12 10.1.17.25@ ICHP 60 Echo (ping) reply  id-@x8910, seq-20268/11343, ttl-g4

1321~ 147.851569  1@.1.17.250 10.1.20.12 ICHP 60 Echo (ping) request 1d-@x891@, seq-26156/11366, ttl-84 (no response found!)
1321~ 147.851596  10.1.20.12 10.1.17.25@ ICHP &0 Echo (ping) reply  id=@x891@, seq=20524/11344, ttl=&4

1321_ 147.851735  18.1.17.250 10.1.20.12 IcHP &0 Echo (ping) request id=0x591d, seq=26412/11387, ttl=64 (no response found!)
1321 147.851766  18.1.17.250 10.1.20.12 IcHP &0 Echo (ping) request id=x8918, seq=25385/11383, ttl=64 (reply in 1321543)
1321_ 147.851793  10.1.22.12 10.1.17.250 IcHp €0 Echo (ping) reply  id=x8918, seq=20788/11345, ttl=cd

1321- 147.851822  10.1.20.12 10.1.17.252 IcHp €@ Echo (ping) reply  id=0x891@, seq=21@36/11345, ttl=64

1321 147.851878  18.1.17.250 10.1.20.12 IcHp €@ Echo (ping) request id=x8918, seq=25634/11364, ttl=64 (reply in 1321544}
1321- 147.851985  10.1.20.12 10.1.17.252 IcHp €@ Echo (ping) reply  id=gx891@, seq=21292/11347, ttl=c4

1321- 147.851932  10.1.2@.12 10.1.17.250 IcHP 60 Echo (ping) reply  id=0x8910, seq=21884/11349, ttl=54 (request in 1371422)
1321~ 147.851958  10.1.2@.12 10.1.17.250 IcHP 60 Echo (ping) reply  id=0x8910, seq=21546/11348, ttl=s4

1321~ 147.851985  1@.1.17.250 10.1.20.12 IcHP 60 Echo (ping) request id=0x8910, seq=2590/11385, ttl=s4 (reply in 132154&)
1321~ 147.852012  1@.1.17.250 10.1.20.12 IcHp 60 Echo (ping) request id=gx591e, seq=26666/11368, ttl=64 (no response found!)
1321~ 147.852083  1@.1.17.250 10.1.20.12 e €0 Echo (ping) request id=gxs9le, seq=26924/11369, ttl=e4 (no response found!)
1321~ 147.852253  1@.1.17.250 10.1.20.12 e €0 Echo (ping) request id=gxs9le, seq=27188/11372, ttl=64 (no response found!)
1321~ 147.852281  1@.1.17.250 10.1.20.12 e €0 Echo (ping) request id=gx891e, seq=26156/11366, ttl=e4 (reply in 1321547)
1321~ 147.852308  1@.1.17.250 10.1.20.12 ICHP 60 Echo (ping) request 1d-@x891@, seq-27436/11371, ttl-84 (no response found!)
1321~ 147.852334  1@.1.17.250 10.1.20.12 ICHP 60 Echo (ping) request 1d-@x8910, seq-26412/11367, ttl-84 (reply in 1321549)
1321~ 147.852361  1@.1.20.12 10.1.17.25@ ICHP 60 Echo (ping) reply  id-@x8910, seq-21824/11349, ttl-g4

1321~ 147.85238%  1@.1.17.250 10.1.20.12 ICHP 60 Echo (ping) request 1d-@x8910, seq-26668/11368, ttl-84 (reply in 1321562)
1321 147.852414  18.1.17.250 10.1.20.12 IcHP &0 Echo (ping) request id=x5918, seq=26924/11389, ttl=64 (reply in 1321563}
1291 147 REAAAT 1A a0 im o1 17 aEn Tenn @M Erhn fofnm) nonlu  fA-MRGIA  can-dIAGAMYIEM  4HT-GA fnonnect fn 13214913

In the Passive DHD Windows what do you notice? (Tip: You may need to click Search button/Refresh button
or set Auto Refresh)
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View Filter
Fitter Type

Auto Refrash

dos. nflg ICMPV food  Mitigate

Network

£

Destination
Time DoS Mode | + Dos Source Gontert| + Address = Port| * Event Type Action * Atiack D * Packels In /sec |+ Dropped
20180621 17:22:06 Enforced  Volumetic, Aggregated across all SrclP's, Device-Wide aftack, melric:PS Device 1012012 8 Aftack Sampled IOMPvéflood Alow 384168009 16954 0
20180621 17:22:05 Enforced  Volumetric, Aggregated across all SclP's, Device-Wide aftack, melricPPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384168009 17485 0
20180821 17:22:04 Enforced  Volumetric, Aggregated across all SciP's, Device-\Wide aftack, metic:PPS Device 1012012 8 Attack Sampled ICMPvéfood Alow 384166009 18244 3
20180621 17:22:03 Enforced  Volumetric, Aggregated across all SrlP's, Device-\Wide aftack, metic:PPS Device  10.1.17.250 36624 Aftack Sampled ICMPvéflood Alow 384168009 18143 0
20180821 17:22:02 Enforced  Volumetic, Aggregated across all SclP's, Device-Wide aftack, melricPPS Device 1012012 8 Attack Sampled ICMPvéflood Alow 384168009 18727 0
2018.06-21 172201 Enforced  Volumetrc, Aggregated across all SelPs, Device-Wide attack, metricPPS Device  10.1.17.250 36624 Atack Sampled ICMPvé flood Allow 384168009 19430 3
20180621 17:22:00 Enforced  Volumetric, Aggregated across all SclP's, Device-\Wide aftack, metic:PPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384166009 20717 0
20180621 17:21:59 Enforced  Volumetic, Aggregated across all SrclP's, Device-\Wide aftack, melric:PPS Device  10.1.17.250 36624 Aftack Sampled ICMPvaflood Alow 384168009 16416 3
20180821 17:21:58 Enforced  Volumetric, Aggregated across all SclP's, Device-Wide aftack, melricPPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384168009 17989 3
20180821 17:21:57 Enforced  Volumetric, Aggregated across all SciP's, Device-\Wide aftack, melric:PPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384168009 19662 0
20180621 17:21:56 Enforced  Volumetrc, Aggregated across all SrlP's, Device-\Wide aftack, metic:PPS Device 1012012 & Attack Sampled ICMPvéflood Alow 384166009 19863 3
20180621 17:21:55 Enforced  Volumetic, Aggregated across all SclP's, Device-\Wide aftack, melric:PPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384168009 19883 0
20180621 172154 Enforced  Volumetrc, Aggregated across all SclP’s, Device-Wide aftack, metricPPS Device 1012012 &  Atiack Sampled ICMPvé flood Alow 384168009 20910 0
20180621 17:21:53 Enforced  Volumetric, Aggregated across all SciP's, Device-\Wide aftack, metic:PPS Device  10.1.17.250 36624 Attack Sampled ICMPvéflood Alow 384166009 20815 3

Attack Vector 3 State 3

[security » Event Logs : Do : Network : Events

~ Logging Profles

LastHour || Search| Custom Search

Attack Status A EPs

EPs

© None © None 20080 12306 448 0

o o Fuly Manual 10000

Detaction Threshold EPS

1000 Infinte

- BadActor $ ~| Atiacked Destination $ Current 1min | 1hour Aggregate Bad Actor Attacked Destination Threshold Mode Aggregate Bad Actor Attacked Destination Detect

As you can see the visibility is better in terms of the Attack Vector and number of packets in/sec on
the passive DHD.

It's up to you on which tool you may want to use for the remaining labs. If you are comfortable with WireShark
then use that or use the Passive DHD or both. As noted previously you will have to visit both tools to see
where you can gather some visibility to fight a real-world DDoS attack.

Use CTRL+C in the attacker shell to stop the attack.

5.4 Module 2: Manual Mitigations

5.4.1 Lab 2.1 — Device Level Protection for Mitigating Attacks.

» Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd fSagility
# ./lab2-1.sh

On the WireShark start a capture/stop and identify the ongoing attack.
» On the Passive DHD identify the ongoing attack.

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved?

+ Let’s mitigate this attack using Device Level mitigation.

Log into the DHD https://10.1.1.245 accept the SSL warning and proceed to connect with credentials pro-
vided.

+ In the Configuration Utility, go to DoS Protection>>Quick Configuration.
+ In the Device Protection section click Device Configuration.
« In the Flood row click the + icon, and then click ICMPv4 flood.

On the right-side of the page select the drop-down to “Mitigate”
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Parameter Value
Mitigation Fully Manual
Detection Threshold EPS 100
Detection Threshold Percent | 500
Rate/Leak Limit 500

+ On the Hybrid Defender you will now see the attack is being mitigated (Where will you check this?
Tip: It's the same places that you are looking on the Passive device). You have successfully mitigated
a network flood single vector attack. Use CTRL+C in the attacker window to stop the attack.

5.4.2 Lab 2.2 — Device Level Protections for Mitigating Attacks

» Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd fbSagility
# ./lab2-2.sh

» On the WireShark start a capture/stop and identify the ongoing attack.

* On the Passive DHD identify the ongoing attack.

» Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved?

Mitigate this attack using Device Level mitigation steps like those that you did in Lab 2.1 above.

5.4.3 Lab 2.3 — Device Level Protections for Mitigating Attacks

» Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./lab2-3.sh

» On the WireShark start a capture/stop and identify the ongoing attack.

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved? Look closely and you will notice that there is a range of destination IPs that are being
targeted and a lot of SYN, Retransmit, Out of Sequence, RST packets. This looks like someone is
trying to run a scan against your network. How will you mitigate against this? They are “Sweep”ing
your network.

+ In the Configuration Utility, in the Device Protection section click Device Configuration.
* In the Single Endpoint row click the + icon, and then click Single Endpoint Sweep.

» On the right-side of the page select the drop-down to “Mitigate”

Parameter Value
Detection Threshold EPS | 100
Rate/Leak Limit 500
Packet Types (Selected) All IPv4
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» On the Hybrid Defender you will now see the attack is being mitigated. This attack is short lived so
make sure you launch it again if it has stopped to see the mitigation. You have successfully mitigated
a sweep flood attack. Use CTRL+C in the attacker window to stop the attack.

5.4.4 Lab 2.4 — Device Level Protections for Mitigating Attacks

» Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd fSagility
# ./lab2-4.sh

» On the WireShark start a capture/stop and identify the ongoing attack.

* On the Passive DHD identify the ongoing attack.

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved?

» Use the manual mitigations steps you learned in previous tasks to mitigate against all the attack
vectors that you have identified.

Use CTRL+C in the attacker window to stop the attack.

5.4.5 Lab 2.5 — Device Level Protections for Mitigating Attacks

You received a call that a lot of users are intermittently getting a page cannot be displayed for various
applications. Your Network Operations Center has stated that none of their monitoring systems for those
applications are reporting any outages. The NOC tools monitor application health using the application
URLs like http://10.1.20.12/index.php and so on. Your users are using the application using the FQDNSs.
You suspect that there is an ongoing DDoS attack and you need to identify it and mitigate against it.

» Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd fSagility
# ./lab2-5.sh

» On the WireShark start a capture/stop and identify the ongoing attack.

» Let’s look at an alternate way to see which vector is being triggered so that you can identify the attack.
If in your environment you had no tools like the Wireshark or the Passive DHD device, you can still
identify the attack. While the event logs, DoS Overview screens are populated only when an attack is
detected based on the threshold values set, if the attack doesn’t trigger the detection threshold you
will not see it in the Overview and Event Logs.

« In the Configuration Utility of the Hybrid Defender, go to DoS Protection>>Quick Configuration.
+ In the Device Protection section click Device Configuration.

+ In the DNS row click the + icon, and then view the Current Device Statistics Section. You can see that
we are triggering a vector and registering the packets for that vector even though we have the default
detection/mitigation configured for it.

« Alternately there is a CLI command also available to view the attack vector that is being triggered.
Open a putty shell to the Hybrid Defender (use shortcut on desktop), login with the credentials:
root/fSDEMOs4u and then :
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# cd f5agility
# ./show_attackvector_stats.sh

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved? Hint: (Wireshark) Destination IP, Targeted Port and Protocol used.

» Use the manual mitigations steps you learned in previous tasks to mitigate against the attack vector
that you have identified.

» Use CTRL+C in the attacker window to stop the attack.

5.4.6 Lab 2.6 — Protected Object Level Protections for Mitigating Attacks

You mitigated a DNS vector attack above at device level. You have again received a call that a lot of users
are intermittently getting a page cannot be displayed for various applications. Your Network Operations
Center has stated that none of their monitoring systems for those applications are reporting any outages.
The NOC tools monitor application health using the application URLs like http://10.1.20.12/index.php and
so on. Your users are using the application using the FQDNs. You suspect that there is an ongoing DDoS
attack and you need to identify it and mitigate against it. You don’t want to implement a mitigation for a
vector device wide and want to specifically mitigate the suspected victim server.

« Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./lab2-6.sh

» On the WireShark start a capture/stop and identify the ongoing attack.

» On the Passive DHD identify the ongoing attack.

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved?

In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page.

In the Protected Objects section click Create.

Configure a protected object using the following information, and then click Create.

Parameter Value

Name DNSServer

IP Address 10.1.20.14

Port 53

Protocol UDbP

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | DNS

+ In the DNS row click the + icon, and then click DNS A Query.

+ On the right-side of the page configure using the following information, and then click Create.

Parameter Value
Detection Threshold EPS Specify: 10
Detection Threshold Percent | Specify: 500
Mitigation Threshold EPS Specify: 100
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+ On the Hybrid Defender you will now see the attack is being detected/mitigated. You have successfully
mitigated a DNS A Query flood. Use CTRL+C in the attacker window to stop the attack.

5.4.7 Lab 2.7 — Protected Object Level Protections for Mitigating Attacks

There has been a high-profile DDoS attack and you must provide Law Enforcement some details on the
offending IP addresses. In your environment at any given time you have a few hundred thousands of IP
addresses observed on your network. You want to identify a few offending IP addresses and blacklist them
so that you can provide the details to Law Enforcement.

+ Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./lab2-7.sh

» On the WireShark start a capture and identify the ongoing attack.

+ Did you identify the attack? What type of attack is it? What Source IPs and Destinations IPs are
involved? Make a note of the protocol of attack and the destination IP (target).

We will build a protected object and use Bad Actor Detection and Black Listing.

In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page

In the Protected Objects section click Create.

» Configure a protected object using the following information, and then click Create.

Parameter Value

Name BadActorServer
IP Address 10.1.20.12

Port *

Protocol All

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | UDP

 In the UDP row click the + icon, and then click UDP Flood.

+ On the right-side of the page configure using the following information, and then click Create.

Parameter Value
Detection Threshold PPS Specify: 100
Detection Threshold Percent Specify: 500
Mitigation Threshold EPS Specify: 200
Bad Actor Detection Checked

Per Source IP Detection Threshold | 100
Per Source IP Mitigation Threshold | 30

Blacklist Attacking Address Checked
Sustained Attack Detection Time 15
Category Duration Time 120

» On the Hybrid Defender you will now see the attack is being detected/mitigated.
+ View the offending IP addresses at Security>>Event Logs>>Network>>IP Intelligence

* View the Shun list / Blacklist at Security>>Event Logs>>Network>>Shun
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* You have successfully identified the Bad Actors and put them in a Blacklist. Use CTRL+C in the
attacker window to stop the attack.

5.4.8 Lab 2.8 — Whitelisting

You get a call from your QA team that is running load runner scripts against your application server
10.1.20.12 that they are seeing packets being dropped. You ask them what’s the source IP address of
the server they are running the load runner script from and they provide you with 10.1.17.225.

« Why do you think their packets are being dropped? Hint: Check the blacklist (Event
Logs>>Network>>Shun). They have been added to that list. You will now need to maintain the
mitigations in place and only allow 10.1.17.225 to not be enforced with any DDoS mitigations going to
10.1.20.12.

» Go to the protected object 10.1.20.12 and add the IP to the whitelist.

+ Access the Attacker System CLlI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./lab2-7.sh

+ View the offending IP addresses at Security>>Event Logs>>Network>>IP Intelligence and Secu-
rity>>Event Logs>>Network>>Shun and confirm that 10.1.17.225 is not being added to the list.

* You have successfully whitelisted an IP to bypass DDoS mitigations. Use CTRL+C in the attacker
window to stop the attack.

5.4.9 Lab 2.9 — BOT Defense for Application Attacks.

HTTP DoS attacks are very popular. Some can be in form of HTTP Floods and some can be low and slow
attacks (slow loris, slow post, slow read). They have been used by BOTS to bring down a site. Sometimes
even though the BOTS don’t bring the site down they demand for you to stand up additional infrastructure to
support the traffic they are generating costing your organization a significant spend when it can be mitigated
and avoided. Your organization just published a brand-new web application. As soon as it was available to
public you started getting calls that the site is sometimes unavailable and slow to respond. Based on the
predicted traffic patterns one server was enough to handle the valid user load. The application team viewed
the web server logs and noticed that there is 30% additional traffic then predicted from what seems like
automated tools. Your IT management has asked you to provide a solution on what’s driving up the traffic
to the server and potentially mitigate it. You will now learn how to manually mitigate BOT traffic.

» Open a PUTTY shell to the WebServer (use the shortcut on the desktop). Login with credentials:
root/default. You will use the webservers log to monitor the requests coming to the server. Once
logged into the WebServer shell:

# cd /usr/local/apache/logs
# tail -f access_log
+ Hit the Enter key a few times so that you can see incoming requests clearly in the blank space.

» Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack to sim-
ulate BOT traffic:

# sudo bash

# cd f5agility
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# ./lab2-9.sh

We are just simulating 25 requests so that it's a controlled environment and you can view the re-
quests/logs.

View the WebServer shell where you have the tail -f access_log running. Do you see the requests
come in? What'’s the source IP address of the requests?

As you can see the site is available to everyone including BOTS. You have not set this up on the DHD
and hence no BOT protection is applied.

You will now publish the website through the DHD with needed protections.

In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
Protected Objects section click Create.

Configure a protected object using the following information, and then click Create.

Parameter Value

Name WebServer

IP Address 10.1.20.101

Port 80

VLAN (Selected) defaultVLAN (uncheck ANY)
Protection Settings: Action Log and Mitigate

Protection Settings: DDoS Settings | IPv4, TCP, HTTP

By simply creating the Protected Object and applying HT TP protections the BOT protections are auto-
matically turned on. Everyone will now access the web application through the DHD with mitigations
enforced.

Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack to sim-
ulate BOT traffic:

# sudo bash

# cd f5agility

# ./lab2-9.sh

View the WebServer log (tail -f access_log) in the shell. You will not see requests come through this
time from the attacker.

View the mitigation in Security>>Event Logs>>Bot Defense>>Requests. All the requests from the
BOT are blocked.

Open a firefox browser on the Jumpbox and go to http://10.1.20.101. This request will open your web
application and its not blocked as it's not a BOT. You will also see the request in the WebServer log
shell.

View the valid request from your browser in the DHD in Security>>Event Logs>>Bot De-
fense>>Requests. You will notice that valid requests are being challenged and allowed only after
a valid response. Note: There is a default grace period of 300s when the mitigation is implemented
S0 some requests are allowed as grace. This is Proactive BOT defense in action.

View the BOT Defense in Security>>Reporting>>DoS>>Analysis and look at the graph under HTTP
-> Transaction Outcomes. Please be patient as these graphs are usually populated with a delay.

You have successfully mitigated BOT traffic to your application. CTRL+C in all shell windows and
close them all.
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5.5 Module 3: Automatic Mitigations

5.5.1 Lab 3.1 — Auto Thresholding for Mitigating Attacks.

Your organization is about to launch a new marketing campaign and there is a website that will host the
content. You want to make sure that the application is protected against DDoS attacks but are not sure what
traffic patterns are or what values to set for detections/rate limits/mitigations. You will create a Protected
Object for the marketing website and use automatic mitigations.

+ In the BIG-IP Configuration Utility, open the DoS Protection>>Quick Configuration page and in the
Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Parameter Value

Name MarketingServer
IP Address 10.1.20.15

Port *

Protocol All Protocols
Protection Settings: Action Log and Mitigate
Threshold Sensitivity High

Protection Settings: DDoS Settings | IPv4, TCP,

Generate some good traffic to the marketing server.
+ Putty SSH (use the shortcut) to open a shell to the good client system.
» Login as user: ubuntu. The session is preconfigured to authenticate with a certificate.
« Start the auto-threshold baselining script with:

# sudo bash

# cd f5agility

# ./auto_baseline.sh

Let this baseline traffic run for at least 10 minutes before proceeding to the below step.

In our lab we need to roll back the device level protection so that it doesn’t mitigate the stress we are
generating for the auto-threshold on the MarketingServer.

» In the Configuration Utility, in the Device Protection section click Device Configuration.
* In the Flood row click the + icon, and then click ICMPv4 flood.

» On the right-side of the page select the drop-down to “Detect-Only”

Parameter Value
Mitigation Fully Manual
Detection Threshold EPS Infinite
Detection Threshold Percent | 500
Rate/Leak Limit Infinite

Click Update at the bottom of the screen. This will allow our attack to pass through to the automatic
mitigation profile of the MarketingServer that we are configuring below.

In the Hybrid Defender WebUI, for the MarketingServer Protected Object configuration, enable auto-
thresholding for the following vectors: ICMPv4 Flood, TCP SYN Flood, TCP Push Flood, TCP RST
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Flood, TCP SYN ACK Flood by selecting each vector and clicking the “Fully Automatic” Configuration
radio button. When all vectors are configured, click Update at the bottom of the screen.

* In the Hybrid Defender WebUI, view the Auto Threshold event log by navigation to Security>>Event
Logs>>DoS>>Network>>Auto Threshold.

The system is updating the detection thresholds. With auto-thresholding, the system adjusts the
detection thresholds based on observed traffic patterns. However, mitigation rate limits are always
dynamic based on detected system or protected object stress. If anomalous levels of traffic are
running, but there is no stress, the Hybrid Defender will generate alerts but will not block traffic. Under
stress, the rate limits are automatically created and adjusted dynamically.

Generate some stress by launching an attack.

Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack:
# sudo bash
# cd f5agility
# ./lab3-1.sh

Keep on refreshing the Auto Threshold event log Security>>Event Logs>>DoS>>Network>>Auto
Threshold and observe how the values are changing dynamically. Even though our attack is ICMPv4
flood the other vectors that are set to Fully Automatically are also being adjusted dynamically.

View Security>>DoS Protection>>DoS Overview. Notice how automatic detection and mitigation is hap-
pening as stress varies.

Stop all scripts and attacks using CTRL + C.

5.5.2 Lab 3.2 — Behavioral L4 for Mitigating Attacks

In this lab you will use the Hybrid Defender’s network behavioral DoS analysis capabilities and its ability
to interpret behavioral history and stress to automatically generate and enforce a precise, dynamic sig-
nature. This capability allows the granular filtering of the good from the bad, which is a major challenge
in DoS mitigation. The bad must be accurately identified to mitigate the DoS attack, particularly if the at-
tack changes over time. Enforcement of a very precise signature, with enforcement thresholds based on
system or network stress signals, dramatically reduces false positives—increasing network and application
availability.

« In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page
+ In the Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Parameter Value

Name BaDoSL4Server

IP Address 10.1.20.13

Port *

Protocol All Protocols

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | IPv4, TCP, L4 Behavioral

* In the L4 Behavioral row click the + icon.

« Configure under Dynamic Signatures using the following information, and then click Create.
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Parameter Value
Learn Only Unchecked
Mitigation Sensitivity | High

+ Putty SSH (use the shortcut) to open a shell to the good client system.
» Login as user: ubuntu. The session is preconfigured to authenticate with a certificate.
« Start the behavioral L4 baselining script with:
# sudo bash
# cd f5agility
# ./baseline_L4.sh
You can monitor the learning progress on the DHD.
» Putty SSH (use the shortcut) to open two shells to the HybridDefender.
* Login as user: root and password provided.

« View the behavioral L4 baselining learning with following in 15! shell. Notice the learning phase In
Progress.

# cd f5agility
# ./show_baseline_IL4_status.sh
+ View the behavioral L4 baselining bins populating in 2nd shell.
# cd fS5agility
# ./show_baseline_IL4 bins.sh

» While the learning is happening, we need to turn off some manual mitigations at Device Level as they
will block our attack that is going to create stress to trigger dynamic signatures.

* In the Configuration Utility, in the Device Protection section click Device Configuration.

* In the Flood row click the + icon, and then change click TCP SYN Flood, TCP SYN Oversize and
change the attack vector to “Detect-Only”.

+ In the Single Endpoint row click the + icon, and then change click Single Endpoint Sweep and
change the attack vector to “Detect-Only”.

Make sure the status is changed from “In Progress” to “Finished” for the learning phase on the DHD before
proceeding to the next steps below (about 15 minutes)

* Access the Attacker System CLI/shell and launch the attack:
# sudo bash
# cd f5agility
# ./lab3-2.sh

On the Hybrid Defender you will now see the attack is being detected/mitigated. . Did you notice the
dynamic signatures in DoS Overview window? Give it a couple of minutes and it will show up. You can
view the signature Security>>DoS Protection>>Signatures under Dynamic Signature section. Click on
the “Network” (not the signature hyperlink) to view details of the signature.
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[Security » DoS Protection : Signatures

£+ + DoS Overview DoS Profiles Device Configuration v | Signatures Eviction Policy List [Z]
—

Z Refresh Disabled v

Family Attack Status Context Tags Add Filter
Enter Name, Alias or Attack ID A g 3 s 4 s 4
Dynamic
v |~ Name Family Deployment State Approval State Shareability Attack Status Creation Time
] sig_137453_1_1532395680 Mitigate Unapproved Not-shareable Mon Jul 23, 09:28:00 2018 -0400
—
Delete Make Persistent Set Deployment State v Set Threshold Mode «

Use CTRL+C in all shells - attacker, good traffic, DHD to stop all scripts.

5.5.3 Lab 3.3 — Behavioral L7 for Mitigating Attacks

In this lab you will use the Hybrid Defender’s application behavioral DoS analysis capabilities and its ability
to interpret behavioral history and stress to automatically generate and enforce a precise, dynamic signa-
ture. This capability allows the granular filtering of the good from the bad, which is a major challenge in
DoS mitigation. The bad must be accurately identified to mitigate the DoS attack, particularly if the attack
changes over time. Enforcement of a very precise signature, with enforcement thresholds based on sys-
tem, network or application stress signals, dramatically reduces false positives—increasing network and
application availability.

+ In the BIG-IP Configuration Utility, open the DoS Protection > Quick Configuration page and in the
« In the Protected Objects section click Create.

+ Configure a protected object using the following information, and then click Create.

Parameter Value

Name BaDoSL7Server
IP Address 10.1.20.20

Port 80

Protocol TCP

Protection Settings: Action Log and Mitigate
Protection Settings: DDoS Settings | IPv4, TCP, HTTP

In the HTTP row click the + icon.

Click Behavioral and in the right pane configure using the following information.

Parameter Value
Mitigation Standard Protection
Request Signature Detection | Checked

Click Proactive Bot Defense and in the right pane configure using the following information.

Parameter Value
Mitigate Action | Disabled

Click DOS Tool and in the right pane configure using the following information, and then click Create.

Parameter Value
Mitigate Action | Report
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Putty SSH (use the shortcut) to open two shells to the good client system.
 Login as user: ubuntu. The session is preconfigured to authenticate with a key.
« Start the behavioral L7 baselining script in both shells with:

# sudo bash

# cd fb5agility

# ./baseline_L7.sh

Select 1) Increasing in first shell and 2) Alternate in the second shell.

You will see a few 0000 statuses as there are certain bad requests in the script. But majority of status is
200s.

You can monitor the learning progress on the DHD.

 Putty SSH (use the shortcut) to open a shell to the HybridDefender.

* Login as user: root and password provided.

» View the behavioral L7 baseline learning with following. Notice the learning phase In Progress.
# cd f5agility
# ./show_L7BaDoS_learning.sh

» The output is like this:

"vs./Common/BaDoSL7Server+/Common/BaDoSL7Server.info.learning:[62.0614, 6, 7061, 100]"

+ It will be 0.00 for a while (in above example output 62.0614 is the average approximation to the learned
baselines)

+ For this demo, wait until you have reached at least 80.00-90.00 (the first number in the output).
This should happen after about 8-10 minutes. Once you see 80.00 and above you can move to next
steps.

» The longer it runs, the better it is, because the system is self-adjusting permanently.

Make sure the status is “80.00-90.00” range (the first number in the output) for the learning phase on the
DHD before proceeding to the next steps (about 10 minutes). Once you see 80.00 and above you can move
on.

+ Hit CTRL+C in the DHD Shell and stop this learning status. We will now use this Shell window to see
the dynamic signature that is generated.

» Keep this shell window easily viewable. Behavioral L7 mitigation is very dynamic and hence based on
the environmental conditions, underlying infrastructure for your lab instance some of you may see the
Signature quickly appear and vanish, some may not see it and some will see it longer. Basically, the
Signature mitigation is triggered and then by default the offending IP is added to Bad Actor/Shun list
and the signature disappears if the system identifies it's no longer needed for mitigation.

# ./show_dos_signature.sh

 Access the Attacker System CLI/shell (use putty shortcut on Jumpbox) and launch the attack. Open
TWO shells. In first shell:

# sudo bash

# cd fbSagility

# ./lab3-3.sh

Choose 1) Attack Start — Similarity

138



* In Second shell:
# sudo bash
# cd f5agility
# ./lab3-3.sh
Choose 2) Attack Start — Score

As soon as the attack is started you will see that your baseline traffic status of 200s in the good client is
now suddenly going to 0000. Wait for a couple of minutes till it returns to a lot more 200s. (Keep the eye on
the DHD Shell for Signature)

On the Hybrid Defender Shell you will now see the attack is being mitigated and a signature may appear
(see note above).

View Bot Defense logs. Security>>Event Logs>>Bot Defense>>Requests

View Bad Actor Log/Blacklist and notice the offending IP is added to the list. Security>>Event
Logs>>Network>>Shun

Use CTRL+C in all open shell windows (Attacker, Good Client, Hybrid Defender) to STOP all traffic and
scripts. Close out all windows
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Multilayer DDoS Protection

6.1 Introduction

THE PROBLEM

On-premises DDoS defenses can be very effective for blocking most DDoS attacks locally and, being
Always-On, can block most attacks immediately. However, they are useless in the case of large volumetric
attacks. On the other hand, while Cloud-based DDoS protection (On-Demand) works well for volumetric
attacks, it struggles with much slower mitigation response, increased latency, higher operational complexity
and the inability to handle HTTPS encrypted attacks due to its asymmetric nature.

THE SOLUTION

Thoroughly and effectively protect your critical web applications from all types of DDoS attacks with a
combination of On-Premises and Cloud-Based DDoS services, leveraging multilayer protection techniques
that are able to mitigate volumetric attacks, application-level attacks and HTTPS encrypted attacks while
minimizing both application downtime and business impact. Intelligent application attacks, encrypted or
not, can be handled on-premises with F5's DDoS Hybrid Defender (DHD) which provides next-generation
DDoS defense to ensure real-time, Always-ON, protection while large volumetric attacks are handled by
F5’s Silverline DDoS Protection cloud service which, working On-Demand, detects and mitigates DDoS
attacks in real time.

6.1.1 F5 Silverline

F5 Silverline is a cloud-based, fully managed security service for WAF and DDoS protection. F5 Silverline
provides Enterprise customers proven security technologies coupled with world-class security profession-
als. F5's security experts are an extension to the customer’s staff and allow them to defeat the largest and
most complex attacks.

The primary customer benefits to F5 Silverline include:
+ Minimize the risk of data breach and downtime
» Enhance security visibility to their application state
» Reduced operational expense and capital investment required for application security

+ Ensure timely detection and fast restoration of services in the event of an attack
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6.1.2 F5 DDoS Hybrid Defender

F5® DDoS Hybrid Defender™ (DHD) protects your organization against a wide range of DDoS attacks using
a multi-pronged approach. By combining on-premises and cloud technologies, analytics, and advanced
methods, DDoS Hybrid Defender is a hybrid solution that detects network and application layer attacks and
is easy to deploy and manage.

DDoS Hybrid Defender mitigates against the full spectrum of DDoS attacks including:
» Network capacity attacks
* DNS and SIP protocol volumetric attacks
* HTTP and HTTPS volumetric attacks
* HTTP and HTTPS CPU-based (heavy URL) attacks

You can specify which objects to protect on the network, assigning the appropriate protections to network
devices and application servers, and prevent attackers from exhausting network resources and impacting
application availability.

Deployments:

The deployment you use for DDoS Hybrid Defender™ depends on the needs of your organization. For
maximum DDoS protection, it is recommended that you deploy DDoS Hybrid Defender inline. However, it
can also be deployed out of band, or in locations where symmetric data flows are not guaranteed.

Typical locations for the placement of DDoS Hybrid Defender are at the edge of the network or at the edge
of the data center

Inline deployment

DDoS Hybrid Defender provides maximum protection when deployed inline in one of two ways:
+ Bridged mode with VLAN groups (This is default and we will use in our labs)
* Routed mode

Out of band deployment

You can deploy DDoS Hybrid Defender out of band in two ways:
+ Set up a Layer 2 switch with span ports so that it mirrors traffic onto DHD

+ Configure network devices so that they send NetFlow data to DDoS Hybrid Defender
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6.2 Hybrid Defender Setup

6.2.1 Getting Started

Lab Diagram

10.1.0.53 10.1.0.52
Good Client Attacker
— 10.1.20.53 10.1.20.52
(a1 waur )
VLAN 10 - EXT e—
1.1

10.1.0.245 F5 Hybrid

Management plane
Defender 10.1.8.51 Jumphost -mgmt
10.1.6.52  attacker-mgnt
10.1.6.53  goodclient-mgmt

Jumphost 10.1.0.51

8 1.2 | 10.1.26.285 10.1.0.244  dhd-mgnt
£ 10.1.6.252  lamp-memt
a
8 VEANZ0-INT 10.1.26.11  serverl.fsdemo.con serverl
N 10.1.28.12  server2.fsdemo.con server2
& 10.1.20.13 _#5deno. com server3
< 10.1.28.14  serverd.fsdemo.con serverd
10.1.26.15  servers.f5demo.com servers
10.1.20.252 10.1.26.17  dvwa.f5demo. com dvwa
10.1.28.50  denosite.fSdemo.com denosite
16.1.28.51  jumphost.fSdemo.con junpbox
LAMP 10.1.28.52  attacker.fSdemo.com attacker
10.1.28.53  goodelient.f5demo.con goodelient
16.1.0.252 16.1.20.218 hackazon.f5demo.con hackazon
2018 F5 Natworks 10.1.20.252 lamp.fSdemo.con lanp

Note: You may have noticed that although clients (goodclient, attacker) and server (LAMP) are
siting at the same network subnet [10.1.20.0/24], they’re in different VLANs actually (internal -
ID 20 vs external - ID 10). Those two VLANSs will be grouped toghether (VLAN Group) and act
like a single Layer-2 broadcast domain.

Networking Info

IP addressing, Out of Band management, and credentials for all components:
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Component VLAN/IP Address(es) Credentials
jumphost f5student/[will b
jump - Management: 10.1.0.51 przvfdigl fwild be
* internal: 10.1.20.51
attacker f5student/[will be
» Management: 10.1.0.52 provided]
* internal: 10.1.20.52
oodclient f5student/[will b
g - Management: 10.1.0.53 oo fwill be
* internal: 10.1.20.53
lam £5/[will b ided
P * Management: 10.1.0.252 ot © provided]
 internal: 10.1.20.252
F5-DHD t/[will b i ded
S . Management: 10.1.0.244 root/[will be provided]
* internal: 10.1.20.244

Accessing the lab environment

1. Open a browser and go to http://training.f5agility.com, then enter your Class# and Student#
as provided by your instructor.

ansible BIGIP-13.1.0.8-0.0.3-vtog Ibr_LAMP_4.0d_17090818 Ibr-xbun-jumpbox-17.04-v17
ssh: 129.146.19.57 No services
Port: 22
SSH: 129.146.148.108 SSH: 129.146.155.65
Port: 22 Port: 22

ansible BIGIP-13.1.0.8-0.0.3 Root Account: root/default Console/RDP Logins:
admin/admin within Ubuntu U: f5student P: fSDEMOs4u
root/default before ng blueprint, otherwise U: instructor P: fSDEMOs4u

2. Look for the jumphost virtual machine. Use the RDP client of your choice and work from
there, you are going to use it for all labs.

Hint: You can use either use the PUTTY client provisioned on your jumphost desk-
top, or native shell prompt in order to access both goodclient and attacker virtual
machines. Private keys have been configured in advance so you won’t need pass-
words. A few scripts require root access. Don’t forget to sudo before running attacks,
baselines, etc.

1. Run the following scripts from both goodclient and attacker hosts. It's going to sync the
tools to be used in the entire lab.

~/update_tools.sh
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6.2.2 Re-License your DHD Device

Important: For Silverline device registration to function properly the Hybrid Defender device
must have a unique device ID, which is comprised of unique attributes like Base MAC and
registration key.

For the following steps please use the registration key provided by your instructor.

1. Go to System->License and then click on Re-activate.

System » License
| & ~ | Summary Resource Provisioning (7]

General Properties

License Type Evaluation
Licensed Date Jul 24, 2018
License Expiration Date Sep 8, 2018

+ DDOS Hybrid Defender, VE-1G (XEGCOET-XFATJCW)
= 55L, VE
o Routing Bundle

Active Modules o Max Compression, VE
» |P Intelligence, 1Y, VE-1G(Subscription) (LKCQTKH-XDXQLBH)
o Subscription expires after Sep 8, 2018
Optional Modules « P Intelligence, 3¥T, VE-1G

Inactive Modules

Re-activate...

2. Edit the Base Registration Key, replacing it by the new license key. The Activation
Method option must be manual. Then click Next.
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System » License » Re-activate...

General Properties

Add-On Registration Key List

Base Registration Key QNRNO-YNBJL-OGEJN-ZLNBC-LGXNCTW Edit...
Add-On Key Add
XEGCOET-XFATJCY

LKCQTKH-XDXGLBH

Edit Delete
Activation Method I Automatic (requires outbound connectivity) € Marnual
License Comparison Enable License Comparison

Cancel

Mext...

3. Select all in the Dossier frame and copy it. Click on Click here to access F5 Licensing

Server.

General Properties

Registration Key
Registration Key List
Manual Method

Step 1: Dossier

Step 2: Licensing Server

Step 3: License

VLPUS-QGRVW-XDZGB-CSQEP-ZTILSHV

10 Copy/Paste Text ' Download/Upload File

43cf07a2cTaifl%ac? £15007edbe871l42bibeibcifobialBlibidalil8al6al
abecb4adlechdsET£s T14£%2c£505814241931da0d183d7 6821
T46fE90162daclZ28800d4a0c9875761%e74b3ab96564d6fealcd

alfed??

14%1e72ad7482636dd159b4b3a4£14564016517%c761b1b6eTi5b0602E1£7467ecefocd2673dTcbeboat0£070b4c2142433202e
£6322c05460400e52p2023f£61766eb1a3910f6£05457633344a011375819effc42bab3e20a42184963864bc216ealB2bb57282224

9db2220b42ecdScabt6dd4442a055955584d45709432758£0047£5123cd1d80053c%3ackal5e15d05a30££3b%8b%acaeTdBoebbabl
4=B48a563002B806851d986152807af456ae5fB£6947a92aBeleedb31ald3072945b5153440667128255438882cTb3cacfi56ebif

Click here to access F5 Licensing Server

RN

Cancel Next...

4. Agreee with the contract terms, copy the contents in the license frame, then click Next ”.
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Activate F5

Cut and paste your license key from the form below, or click the download button to download a copy of the license

file.
Download
Lp L swouuie .
# Accumulat
# S8L, VE

Product

AL LMLELLAMENLG, Wil vm—aw

ed Tokens for Module

5. Go back to your F5 DHD and paste the contents copied from the above.
Next.

‘General Properties

System » License » Re-activate...

E——

License and click

Registration Key
Registration Key List
Manual Method

Step 1: Dossier

Step 2: Licensing Server

Step 3: License

VLPUS-QGRVW-XDZGB-CSQEP-ZTILSHV

© Copy/Paste Text || Download/iUpload File

8c1d40£69110che0e0392850c43cf07a2cTaff0%ac2ffA5f2d2196e£15007ed6e87142bfhef5cfbcb4alBl4nbda?318a26a085e3F
£3892£ceBd415£21bTbdTe7522abeck4ad3ecbd567£55cb34c7£0a6978b17148acEEc9814241931da0d1B9d766c21Ba0fcdT9ccllT
cfbbe05b935064c38b559b233c420d6el77841£748£890162d2c122880cd4a0c98757619eT4b3abi6864d6fealcdBefI0da5bac2
lbalalcbE&324e452eBaalb0731912f2ccanb26B1502cddcddbaelfebbTancddaboldBi323bsTh29c3bBedB858bTh58cdaeb2aTlalbet
e90£2050ca025d0£90590£e9abBa3555923d9896dbdbT874T14ebb3c8E2160£0552eb64a8d£21582967110a1e0bb50891125514bb
84dfal6fl1f92p51451418f1d79561920173bab4B86cc3525313564a906079cbe7937be5celllcaleb250b02330a6ed57c0Telbif Tl
1d%1e72ad7482636dd159b4b3a4£14564c16517%ec761b1b86e715b06eefl£T467ecefec32673dTcbeboatl£070b402142d433382e
£6322c85469400e52be023fFf61766eb1a3910f6£95497633344a01137919effc42bad3e2ca421684963864bc2160a782bb57c82224
9db2228b42ecdbcabb6dd444aalb89555B8ddET09432758£00d7£8123cd1d80053c83achbaTbel5d05a30££3b%Eb%acaeTdEcebbabl
4eB4B8a563002606851d986152807af456ae5f6£6947a92aBeleedb31a0d3072945b91534d0£67126259430e802cTh3cacE856ebEf

Click here to access FS Licensing Server

Outbound License Authorization Signature

#
#
#
A

uthorization : T8074a53e02ad10882805dE54270265

BN

lieleeded’25ael 723206222 BAb4 82608428240 L06!

Cancel Next..

Hint: The BIG-IP

will restart daemons and a window will pop up indicating system

configuration has changed. Please wait for it to reconnect and click Continue. Your
device is now licensed. Click Next

6.2.3 Perform Initial DHD Network Configuration

1. In the BIG-IP Configuration Utility, open the DoS Protection-> Quick Configuration page.
2. Open the Network Configuration page, then In the Default Network section click default-

VLAN.
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3. Configure the Default Network settings as follows, the click on Done Editing

Internal VLAN tag: | blank

Internal Interfaces: | 1.2 (Click untagged/Add)
External VLAN tag: | blank

External Interfaces: | 1.1 (Click untagged/Add)
IP Address/Mask: 10.1.20.244/24

DoS Protection » Quick Configuration » Network Configuration

| ¥s + | Protected Objects | Logging Silverline Network Configuration = Global Settings High Availability About
——

Default Network

VLAN Group Network VLAN Tag ‘ Interfaces IP Address / Mask (Port Lockdown)
defaultVLAN Internal 1.2 (Untagged) | 10.1.20.244/24 Allow None
12 +|@Untagged Add Floating IP
Allow None
External (11 (Untagged) |

Done Editing Cancel 1.1 4 @Untagged | Add

1. In the Routes section click Create.

2. Configure the route using following information, and then click Done Editing, and then click

Update.
Route name: default
Destination: 0.0.0.0
Netmask: 0.0.0.0
Gateway Address: | 10.1.20.2

Routes Create

‘ ‘ Route Name Destination ‘ Netmask. ‘ Gateway Address
\

default 0.0.00 0.0.0.0 10.1.202

1. By this time you should be able to reach the LAMP server from both attacker and gooclient
machines. Open up a terminal shell with both machines and confirm the can reach out to
the LAMP server before moving forward.

f5student@attacker:~$ ping -c 3 serverl

PING serverl.f5demo.com (10.1.20.11) 56(84) bytes of data.

64 bytes from serverl.fbdemo.com (10.1.20.11): icmp_seqg=1l ttl=64_
—time=9.73 ms

64 bytes from serverl.fbdemo.com (10.1.20.11): icmp_seqg=2 ttl=64_
—time=6.21 ms

64 bytes from serverl.fbdemo.com (10.1.20.11): icmp_seg=3 ttl=64_
—time=5.88 ms

—-—— serverl.fbdemo.com ping statistics —-—-—

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 5.880/7.277/9.736/1.744 ms
f5student@attacker:~$

6.2.4 Register DHD Device with Silverline

For Silverline signaling we will be leveraging both the DHD built-in signaling, as well as band-
width utilization reporting for Hybrid DDoS protection.
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1. Go to System-> Platform menu and change the hostname as below. This will
make easier to identify alerts from your particular device in the Silverline Portal.
When finished, click Update.

dhd-[student#].latam.f5demo.com

General Properties

Management Port Configuration C'Automatic [DHCP) ° Manual

IP Address[iprefix]: | 10.1.0.244

Management Port Network Mask: | 255.255.255.0 255.255.255.0 =|

Management Route:| 10.1.0.2

Haost Name | dhd-00.latam.fodemo.com
Host IP Address | Use Management Port IP Address j
Time Zone | America/Los Angeles j

2. In Device Management->Devices select the device and then click Change Device
Name.

Device Management » Devices
| T
[——

r Search

[~ status ‘ ~ Name | + Address | + Hostname ‘ + Version

%ﬂ dhd-00.latam.f5dema.com (Self) 10.1.0.244 dhd-77.latam fSdemo.com BIG-IP v13.0.0 (Build 2.0.1671)

3. Update the device name to match the hostname you have chosen. Important:
Use your student number.

Device Management » Devices » dhd-00.latam.f5demo.com

|| T ConfigSync Failover Network

Change Device Mame

MNew Name | dhd-77 latam.f5demo.com| Generate

Certificate Signing Authority | Retain Current Authority |

Update Cancel

4. Open a terminal sesson with the Hybrid Defender and restart services:
bigstart restart

5. Now proceed with the Silverline registration. Go to DoS Protection-> Quick
Configuration-> Silverline. Fill out the Authentication Credentials fields as fol-
lows, then click Update.

username dhd2018us@f5agility.com
password [will be provided]
Service URL | https://api.f5silverline.com
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DoS Protection » Quick Configuration » Silverline

Silverline
——1

M| 1 + | Protected Objects | Logging Network Configuration | Global Settings High Availability

Silverline Authentication Credentials

Username I dhd2018us@f5agility.com
Password I -------
Service URL I https://api.f5silverline.com

Cancel Update

Hint: That screen provides no feedback when the authentication actually
works, so no worries. Go to the next step unless you got an error message
here.

» From another tab in your browser, access the Silverline Portal https:/
portal.f5silverline.com using same DHD admin account.

+ Navigate to Config-> Hybrid Config-> Hybrid Device Management

@ Silverline” Support | FS Training Training User ~

+
Silverline DDo{
Learn more: DD

:

Network > Total Traffic
Prefix Matches:
107.162139.231/32

A A A A _ lAAA

= 8 incoming

+ Enter the hostname of your DHD device in the Search field. Verify that
you have both registrations. Approve them and you're done!

Hybrid Devices for F5 Training
LearnMore Hybrid Device Itegration | Dowload the Signaing IApps

show 10 B entries Search; latam

Host Device Token Device Type Approved  Suppressed
©dhd-77. o (0-YNBJL-OGEIN B .
© dhd-77.latam f5demo.com Z(\(ﬁ( mx;m YNBJL-OGEJN: .: o |

Showing 1 0.2 of 2 entries (fitered from 21 total entries)

©2018 F5 Networks, Inc. Al ights reserved | Policies | Trademarks | Privacy Release Notes

6.3 Module - Network Level DoS Protection

In this module you will learn how the F5 Hybrid Defender protects from several network level DDoS vectors.

6.3.1 Lab — Launching Network-Level Flood Attacks

The idea in this lab is to observe how poorly the application performs when the network is under
attack.
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Configure DHD Device Bandwidth Thresholds

1. In the Configuration Utility, open the Protected Objects page.
2. In the Network Protection section click Create.

3. Configure as follows then click Save.

Maximum Bandwidth: Specify | 100
Scrubbing Threshold: Type Percentage
Scrubbing Threshold: Value 60

Advertisement Method Silveline
Scrubber Details: Type Advertise All
Device Protection
Name ‘ DDoS Configurations Action
Device Configuration Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIP, Other Log And Mitigate
Network Protection Delete Edit
Maximum Bandwidth ‘ Scrubbing Threshold [ Advertisement Method ‘ Scrubber Details
| Specify... =[] 100 : Mbps Type: Silverline ~| Type:
Percentage | | Advertise All =]
Value: IPv4:
60 % of 100 Mbps I any
IPv6:
Save Cancel
I any6

Turning Device-Level Protection off

1. In the Configuration Utility, in the Device Protection section click Device Configuration.

DoS Protection » Quick Configuration » Protected Objects

7+ + Protected Objects

Logging Silverline Network Configuration | Global Settings High Availability About

Device Protection

Name DDoS Configurations Action
Device Configuration Bad Headers, DNS, Flood, Fragmentation, Single Endpoint, SIP, Other Log And Mitigate

2. In the Bad Headers row click the + icon, and then click Bad Source.

3. On the right-side of the page configure using the following information.

Detection Threshold PPS Infinite
Detection Threshold Percent | Infinite
Rate/Leak Limit Infinite
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DoS Protection » Quick Configuration » DoS Device Configuration
¥

Proparties Properies

Imnmwu Sensitty | [Wedum =] Bad Source [Evows =]

Whitelist G

Source Dostination Detection Threshold PPS:
Name Addrass VLAN Addrass Port Pratocol [[Secity =] 1000

No records to display Detection Threshold Percent:

|su:u.r-,u = =00
Create New

Rate/Leak Limit

Protection Settings [Specity =]| 10000

Action Log And Mitigata

Silvesting

DDoS Setlings + Bad Headers .~ DNS o Floed . Fragmentaion . Single Endpaint

SIP - Behavioral .~ Other

Bad Headers —
Bad ICMP Checksum 10 500 100

Bad ICMP Frame 1000 500 10000
Bad IGMP Frama 1000 500 10000
Bad IP TTL Value 1000 500 10000
Bad IF Varsion 1000 200 10000
Bad |PvE Addr 1000 500 10000
Bad |PvE Hop Count 1000 500 10000
Bad |Pv Varsion 1000 500 10000
Bad SCTP Checksum 1000 500 10000
Bad Sourca 1000 500 10000 ]
Bad TCP Checksum 0 500 100

4. Now In the Flood row, click the + icon, and then click ICMPv4 flood.

5. On the right-side of the page configure using the following information.

Detection Threshold PPS Infinite
Detection Threshold Percent | Infinite
Rate/Leak Limit Infinite

ICMPv4 flood Enforce =

Attack Vector

Auto-Threshaold Configuration

© Manual Configuration

Detection Threshold PPS:

Specify ~| 10000

Detection Threshold Percent:
Specify ~| 500
Rate/Leak Limit
Specify ~| 100000

Simulate Auto Threshold

Bad Actor Detection

6. Apply the settings above for TCP SYN flood and UDP Flood.
7. In the Behavioral row click on Learn Only, then click Update.
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Behavioral o

Dynamic Si

Learn Only

Learning Start Relearning

Leaming Phase End Time | Aug 12 2018 21:01:28-0700 - (In Progress)

‘ Current Device Statistics

‘ Vector Detection Threshold PPS Detection Threshold Percent Bad Actor | Current | 1 min. Average 1 hr Average ‘

Other +

cancer [Upat |

8. On the goodclient, start the network baselining (Let it running for the entire lab)

sudo ~/tools_agility_183/baseline_14.sh

Important: In order to assure best performance and good lab results, always use the man-
agement network ip addresses/hostnames for remote access (goodclient-mgmt, attacker-
mgmt and lamp-mgmt)

f5student@goodclient:~$ cd ~/tools_agility_ 183/
f5student@goodclient:~/tools_agility_183$ ./baseline_l4.sh

/ status: 200 bytes: 3952 time: 0.016

/ status: 200 bytes: 3952 time: 0.019

/ status: 200 bytes: 3952 time: 0.014

/ status: 200 bytes: 3952 time: 0.014

/ status: 200 bytes: 3952 time: 0.018

/ status: 200 bytes: 3952 time: 0.221
/httprequest.php status: 200 bytes: 699 time: 0.014
/httprequest.php status: 200 bytes: 699 time: 0.014

Launch an ICMP flood Attack on the LAMP Server

Hint: The pentest tool can be used to send several types of DoS Attacks for the most
part of the lab, few free to try it out. For some specific exercises there will be custom
shell scriips though.

sudo ~/tools_agility_183/pentest

| X NESIR /] NN N
|%|/‘||\| NN T L NN
|(%|L||\|_ N T N
fH I T R NN e R B N U B R SR AR A N
|;)|H o PN N T
|(%|H NN T T NN T
¥ - ( AV R I Y \I AV T
-
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Welcome to pentmenu!
Please report all bugs,
—github.com/GinjaChris/pentmenu/issues
This software is only for responsible,
YOU are responsible for your own actions!

1) Recon

2) DOS

3) Extraction
4) View Readme
5) Quit
Pentmenu>

improvements and suggestions to https://
authorised use.

Please review the readme at https://raw.githubusercontent.com/
—GinjaChris/pentmenu/master/README.md before proceeding

1. Hit option 2 (DOS), then 1 (ICMP Echo Flood)

2. Use Attack options as follows:

Enter target IP/hostname: | serveri

Enter Source IP:

r (random)

3. Now open two more terminal sessions with attacker and lamp servers respectively. On

each screen open the bmon uitil for instant traffic stats.

40

o

| 1

| 1

45 50

| TX bps

[

545B

5258

.59MiB _

.59MiB _

55

ethl
Interfaces | RX bps PpPs
—  pps %
lo | 0 0
— 0
ethO | 66B 1
. 1

gdisc none (pfifo_fast) | 0 0
— 1
->ethl | 77B 1
—39.63K

gdisc none (pfifo_fast) | 0 0
—39.63K
_____________________ ?_______________?_____________________________

(RX Packtes/second)

5.00 \ [P S
“F e e e

L O 1 T T S e v I O I 1]
——

I G T T T T o e T T T O I
1]

/20X O 1 T T e T R
— [

O I T T e T T RS
=1L rrrrrrrrrrrl

.83 1Lttt ettt rrrrr et ettt ettt rrrrirn.
< TIEEErrrr e

1 5 10 15 20 25 30 35

60

K (TX Packtes/second)

52.32 i, [ O P B
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43.60 ||.
< IIHIrrrrrr
34.88,_

s trrrrrrerrrrrrrrerrrerrrrrrrrrrr e ettt e

26.16,,
s trrrrrrrrrrrrrrrerrrerrer et e e e et e e e
17.44
—trrrrrrerrrrrrrrerrrerrrrrrrrrrr e ettt
8.72.
s trrrrrrerrrrrrrrerrrerrrr e e e ettt e
1 5 10 15 20 25 30 35 40 45 50

55 60

Hint: Use either the RIGHT and LEFT arrow keys to move between Bps and pps
metrics. Don’t forget selecting the right inteface using the UP/DOWN arrow keys.
Attacker uses eth1 and Lamp uses eth4 for data traffic.

4. Open a terminal session with the DHD and use the tcpdump util to verify that ICMP attack
traffic is passing through the device.

[root@dhd:Active:Standalone] config # tcpdump -i defaultVLAN

5. Observe the baseline running on goodclient. Since the flood attack is hitting the server
hard, the legitimate client sessions are being degraded. Look at the statude code 000 for
most requests.

6. In the Configuration Utility, open the Statistics-> Performance-> Performance page. As
you can see, there is a drastic spike in the traffic.
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7. Open the Security-> DoS Protection-> DoS Overview page.

8. In the Filter Type field select Device DoS. Then on the left corner search for ICMP.

Security » DoS Protection : DoS Overview
1% ~  DoS Overview DoS Profiles

Device Configuration = Eviction Policy List [#)

Behavioral Signatures

Context Filter

Filter Type | [Device Dos =l ’

Auto Refresh [Disabled -] Refresh

ICMP ]' Attack Status || Average Aggregate PPS | Dropped PPS | | Detectio
Attack Vector # State ¢ | Layer % ~| Aggregate ¢ |-|BadActor ¢ Curent 1min | 1hour | Aggregate Bad Actor Threshold Mode Aggregate
Bad ICMP checksum  Enforced NETWORK @) None @ None 0 0 0 0 0 Manual 10

Bad ICMP frame Enforced NETWORK (@) None @ None 0 0 0 0 0 Manual 1000
ICMP fragmented Enforced NETWORK (@) None @ None 0 0 0 0 0 Manual 1000
ICMP frame too large  Enforced NETWORK Q MNone Q MNone 0 Q 0 0 0 Manual 1000
|\CMF’V:. flood Enforced NETWORK (@) MNone @ None 12254 10806 6128 O ] Manual infinite
ICMPvE flood Enforced NETWORK ° None o Mone 0 [1] 0 [i] o Manual 10000

9. Review the statistics for Current, 1 min. Average, and 1 hr Average.

10. Open the Security-> Event Logs-> DoS-> Network-> Events page. The log file
empty as we disabled device-level flood protection on BIG-IP DHD.

11. From the attacker terminal session type Ctrl + C to stop the ICMP flood.
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6.3.2 Lab - Configure Hybrid Defender Flood Protections

This lab teachs you on how to configure DoS protection for common network-level DoS vectors.

Configure Protected Object-Level IPv4 Flood DHD DoS Protection
Configure object-level IPv4 ICMP flood protection, and then issue an ICMP DoS flood and review
the results.
1. On the Protect Objects page, in the Protected Objects section click Create.

2. Configure a protected object using the following information, and then click Create:

Name: ServerNet
IP Address: 10.1.20.0/24
Port: any
Protocol All Protocols
Protec. Settings Action: | Advertise All
Protec. Settings DDoS: | IPv4

3. In the IPv4 row click the + icon, and then click ICMPv4 flood

4. On the right-side of the page configure using the following information, and then click Cre-

ate.
Detection Threshold PPS: Specify: 1000
Detection Threshold Percent: | Infinite
Rate/Leak Limit: Specify: 1000

Important: From now on, make sure you have an always-on terminal session
with both the attacker and LAMP servers. Let them running the bmon utility, or
a tepdump. Those will provide instant and detailed visibility of the ammount of
packets comming in/out of both virtual machines.

5. From the attacker terminal session launch an ICMPv4 DoS attack using the Pentmenu tool
(Options 2, 1) as follows:

target IP/hostname: | serveri
source IP: rlrandom]

6. Check out the LAMP terminal session and observe how many ICMP packets are hitting
this server.

7. Before moving on, wait the attack to run for about 30 seconds or so

8. In the Configuration Utility go to Security-> DoS Protection-> DoS Overview. You should
be able to see the DHD stopping the Attack.
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Security » DoS Protection : DoS Overview
‘ 2 +~ DoS Overview DoS Profiles

Device Configuration ~ | Eviction Policy List (3] | Behavioral Signatures

Context Filter

Filter Type ‘ DoS Attack
Auto Refresh ‘ Disabled %[ Refresh

Enter Vector Name v | Attack Status | Average Aggregate PPS || Dropped PPS Detection Threshold PPS
Profie  Atack Veclor ¢ State ¢ Layer &  Virval Server ¢ |~ Aggregate & |~ Bad Actor & Curent ‘an 1 hour | Aggregate

Bad Actor  Threshold Mode | Aggregate  Bad Actor
35799 20224 0 38674 0

ServerNet ICMPv4 flood

Detect Threshold
Enforced NETWORK ServerNet ) Dropped @ None

Manual 1000 Infinite Infinite

9. Now stop the Attack with Ctrl + C.
10. Open the Security-> Event Logs-> DoS-> Network-> Events page.

The DoS Source is Volumetric, Aggregated across all SrclP’s, VS-Specific attack,
metric:PPS.

» The virtual server column displays /Common/ServerNet, identifying this is a
protected object.

* The type is ICMPv4 flood.

* The action is Drop.

11. Now check out the Security-> Event Logs-> DoS-> Network-> Events Page.

Securlty » Event Logs : DoS : Network : Events.

~ |Dos ~ | Bot Defense

© Time. “ Type.
20160812 21:20:40

< Action © AtlackID | © PackelsIn/sec * Dropped Packels
d ICMPva flood

e 3148462533 0 0

20180812 21:15:15

1CMPv4 flood
20180812 21:15:14

3148462533 7014 6880

ed 1CMPY flood
20160812 21:15:13

rop
rop 3148462533 28699 28774
op
20180812 21:15:12

1CMPv4 flood 3148462533 34713 34568

led 1CMPV flood
2018-08-12 21:15:11

3148462533 35758 35633

1CMPv4 flood
2018-08-12 21:15:10 Enforced

3148462533 35301 35176
all SrclP's, VS meticPPS

led  IGMPv4 flood

990000z

rop
rop 3148462533 35086 34961

12. The DHD was able to detect the moment the attack started and stopped, along with all
volumetric info.

Configure Protected Object-Level UDP Flood Attack Protection

Configure object-level DoS UDP flood protection, and then issue an UPD flood and review the
results.

1. From the attacker terminal session launch an UDP flood attack using the Pentmenu tool
(Options 2, 7) as follows:

target IP/hostname: server2

target port (defaults to 80): default [ENTER]
random string (data to send): | F5Agility2018
source IP: r[random]

2. Let the attack run for about 30 seconds before moving on.

3. In the Configuration Utility, open the Statistics-> Performance-> Performance page.

There is a spike in connections and throughput. The BIG-IP system is being hit with the
UDP flood attack.
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. Open the DoS Protection-> Quick Configuration page and in the Protected Objects section

click ServerNet.

. In the DDoS Settings row click the UDP checkbox. In the UDP row click the + icon, and

then click UDP Flood.

. On the right-side of the page configure using the following information, and then click Up-

date.

21:20 21:40 22:00

Detection Threshold PPS:

Specify: 1000

Detection Threshold Percent:

Infinite

Rate/Leak Limit:

Specify: 3000

. From the Attacker terminal session launch a new UDP flood attack using the same options

and values as previously in this task.

. Let the attack run for about 30 seconds before moving on.
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9. In the Configuration Utility, click Security-> DoS Protection-> DoS Overview. You should
be able to see the DHD stopping the DNS Attack.

Security » DoS Protection : DoS Overview

2+ -~  DoS Overview DoS Profiles Device Configuration ~ | Eviction Policy List [#] | Behavioral Signatures

Context Filter

Filter Type [ Dos Attack 3)

Auto Refresh (Disabled )| Refresh

Enter Vector Name l Y ‘ Attack Status | ‘ Average Aggregate PPS | ‘ Dropped PPS ‘
Profile Attack Vector $ ‘ State & | Layer $ |\ﬁrlua| Server % ||~ | Aggregate 4 |~ Bad Actor $ Current ‘ 1min | 1hour | Aggregate Bad Actor
ServerNet UDP flood Enforced NETWORK ServerNet @ Dropped @ None 18733 5176 0 15733 0

10. Now stop the Attack with Ctrl + C.
11. Open the Security-> Event Logs-> DoS-> Network-> Events page.

* In one minute or so, the virtual server column displays /Common/ServerNet,
identifying this is protected object.

» The type is UDP flood.

» The action is Drop.

Sacurity » Evant Logs : DoS : Network : Events

B+ | Network - Dos - [BotDefense - | Logoing Profies
Last Hour 3] Searcn  Custom Search.
= Tima “ DoS Mode * DoS Source * Evont < Type ¢ Acton ¢ AttackiD © PacketsIn/soc ¢ Droppod Packets
2016-06-12 22:30.33 Vohmatric, Aggregated across all S ¢ attac, matic: ServerNet Atack Spped UDPfod Nome 550584681 0 []
20180812 2227:22 550584681 2559 2181
20180812 2207 22 850834681 2849 27
20180812 2227.22 550504681 2575 200
20180812 2207 22 550534681 2856 2181
2018.08-12 222722 550534681 2572 2187
2018-08.12 222722 650504681 2649 2172
20180812 2227:22 550534681 2572 2187
2018-08-12 222722 550504681 2545 #m
550584681 2521 2146

2018-08-12 22721

Configure Bad Actor Detection

Add bad actor detection for the UDP flood protection

1. In the Configuration Utility, open the DoS Protection-> Quick Configuration page and in
the Protected Objects section click ServerNet.

2. In the UDP row click the + icon, and then click UDP Flood.

3. On the right-side of the page configure using the following information, and then click Up-
date.

Bad Actor Detection: Yes (selected)
Per Source IP Detection (PPS): | Specify: 100
Per Source IP Rate Limit (PPS): | Specify: 30

Blacklist Attacking Address: Yes (selected)
Detection Time: 30
Duration: 60

4. From the attacker virtual machine launch an UDP flood attack using a single IP address
[Pentmenu tool - Options 2, 7]:
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target IP/hostname: server4
target port (defaults to 80): 53

random string (data to send): | F5Aqility2018
source IP: i[interface]

5. Let the attack run for like 30s seconds before moving on.
6. Stop the attack with Ctrl + C.

7. Now try to ping the serverd. Try to ping the same address from the goodclient virtual
machine. Does it work ???

8. Stop the Attack with Ctrl + C and move to the next exercise.

Configure Protected Object-Based Sweep Protection
1. In the Configuration Utility, open the DoS Protection-> Quick Configuration page and in the Pro-
tected Objects section click ServerNet.
2. In the DDoS Settings row click the Sweep checkbox.
3. In the Sweep row click the + icon, and then click Sweep.

4. On the right-side of the page configure using the following information, and then click Update.

Detection Threshold PPS: | Specify: 1000
Rate/Leak Limit: Specify: 3000
Packet Types: Move All IPv4 to the Selected field

5. On the attacker machine type (or copy and paste) the following command:
sudo ./sweep.sh

6. Let the attack run for like 30s seconds before moving on.

7. Stop the attack with Ctrl + C.

8. In the Configuration Utility, click Security-> DoS Protection-> DoS Overview. You should be able to
see the DHD stopping the Sweep attack.

Security » DoS Protection : DoS Overview
2 -~ DoSOverview  DoS Profiles

Device Configuration ~

Eviction Policy List [ | Behavioral Signatures

Context Filter

Filter Type DoS Attack
Auto Refresh Disabled ] Refresh

Enter Vector Name v Attack Status Average Aggregate PPS Dropped PPS Detection Threshold PPS Rate Limit Threshold PP$

Profle | AttackVector & State & Layer $  VirtualServer $ |~|Aggregate |~ BadActor $ Curent 1min | 1hour | Aggregate BadActor ThresholdMode Aggregate  BadActor | Detect Threshold % |Aggregate  Bad Actor

ServerNet Sweepattack  Enforced NETWORK ServerNet @ dropped @ None 5511 0 0 3511 0 Manual 1000 Infinite 500 3000 Infinite

Check out the DoS Visibility Page

1. Use the DoS Visibility page to view statistics about the DoS attacks you submitted during this exer-
cise.
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Security » Reporting : DoS : Dashboard
Dashboard Analysis

URL Latencies Sweeper Custom Page

E- 4

Last hour ~ Sunday Aug 12, 23:08:00 - 00:08:39 (Monday) 5 min. v i Refresh
m 23110 23;20 23:30 2340 2350 ' b
Attack Duration
2
g
£
<
=
£
&
2
S
2310 2315 2320 2325 2330 2335 2340 2345 2350 2355 Mon 13 0005
Critical @ High @ Moderate M Low
Attacks
# of Critical Attacks Attack Severity o $Af.. |vSev..|$Vec..|$Trg..|$Vit.. |$Mil.. |$Sta.. [$End...#Dur.. |$IPs... | $Bio..|
3253.. Critical  Swee Volu. ICom. Blocked 2018-... 2018-.. amin 1 408.84K
1 2699... High  Swee.. Volu.. /Com.. Blocked 2018-.. 2018-.. afew.. 1 91.85K
e 1 3 4 8 7 14117... High  UDPf.. Volu.. /Com.. Blocked 2018-.. 2018-.. 6min.. 101.23K 3.07M
High HTTP
s 4233.. High  Swee.. Volu.. /Com.. Blocked 2018-.. 2018-.. afew.. 1 807
Moders “ s 2709.. Mode.. UDPf. Volu.. /Com.. Blocked 2018-.. 2018-.. amin.. 1 951.92K
Network
Low - l-- 4243, Mode... UDPf... Volu. fCom. Blocked 2018-... 2018-.. amin, 1 985.82K

2. Mouse over several of the attacks to get additional details of each attack.
3. Scroll down in the left-side of the page to view the Attacks section.

4. You can see the number of high, moderate, and low attacks in addition to the types of attacks (HTTP,
ICMP, etc.) and the severity levels.

Check out the Silverline Portal

Use the Silverline portal to view details about the attacks launched in this exercise.
1. Access the Silverline Portal https:/portal.f5silverline.com
2. Open the Audit-> API Activity log page.

3. Enter the hostname of your DHD device in the Search field and then check out the activity
your Hybrid Defender device has reported back to the Silverline Scrubing Center.

API Activity Log

3 e
[ X peite

To  2018-08-13 23:24 (UTC) @

Source 4 equal  dhd-ehc.local s

Zoom 1h | 1d 1w 1m  3m  6m From  2018-08-12 23:24 (UTC)

Show| 25 #|entries
Timestamp Type Source Severity Attack Event

[:] 2018-08-13 14:01 (UTC) Notifications dhd-ehc.local 1 STOP

[+] 2018:08-13 14:01 (UTC) Device Registrations dhd-ehc.local

[+] 2018-08-13 13:48 (UTC) Notifications dhd-ehc.local 1 STOP

© 2018-08-13 13:48 (UTC) Device Registrations dhd-ehc.local

-] 2018-08-13 13:28 (UTC) Notifieations dhd-ehc.local 2 Ongoing

4] 2018-08-13 01:41 (UTC) Notifications dhd-ehc.local 1 STOP

[+] 2018:08-13 01:40 (UTC) Device Registrations dhd-ehc.local

© 2018-08-13 01:40 (UTC) Device Registrations dhd-ehc.local

showing 1 to 8 of 8 entries (filtered from 18 total entries)
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6.3.3 Lab - Preventing DNS DoS Attacks

Use a protected object to mitigate DNS query floods.

Use a Protected Object to Mitigate a DNS Query Flood

1. In the Protected Objects section click Create.

2. Configure a protected object using the following information, and then click Create.

Name: DNS_Server

IP Address: 10.1.20.14/32
Port: 53

Protocol uUbP

Protec. Settings Action: | Log and Mitigate
Protec. Settings DDoS: | DNS

3. In the DNS row click the + icon, and then click DNS A Query.

4. On the right-side of the page configure using the following information, and then click Create.

Detection Threshold PPS: | Specify: 75
Rate Limit Specify: 100

Establish a DNS Baseline

Use a script to establish a DNS baseline on the BIG-IP DHD.
1. From the goodclient terminal session run the following commands:
sudo ~/tools_agility_183/dnsbaseline.sh

2. Let the baseline run until you get the following results:

[Status] Testing complete (time limit)
Statistics:

Queries sent: 6000

Queries completed: 6000 (100.00%)

Queries lost: 0 (0.00%)

Response codes: NXDOMAIN 6000 (100.00%)
Average packet size: request 41, response 116
Run time (s): 120.000552

Queries per second: 49.999770

Average Latency (s): 0.005793 (min 0.003970, max 0.020681)
Latency StdDev (s): 0.001383

3. In the Configuration Utility, go to Security-> DoS Protection-> DoS Overview.

4. In the Filter Type select Virtual Server with DNS_Server protected object, then examine
the a statistics for DNS A Query.
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Security » DoS Protection : DoS Overview
© . DoSOwrdow  DoSProfies  Devion Configuration = | Evicton Poliy List () | Bshavioral Signatures

Contoxt Filter
Filtor Type Virtual Server (Do protected) ¢ || DNS_Server &
Auto Retresn Disabled &) Retrasn

T Attack Status Averago Aggregaa PPS | Drapped PPS Detoction Threshald PPS Rate Limit Threshald PPS
State @ Layer ¢ - Aggregale @ ||-|BadAcor 3 [Cument | 1min | 1hour | Aggregate BadAckr |veshcdMode Aggrégate  BadAckr | DatectTvesnold% | Aggegals  Bad Acor
DNS_Setver A Erforcad  DNS © None @ none o 31 0 o o tanual 75 Infinite 100 Infinite Infate
DNS_Server Erfoced ONS @ None & one [ [ ] Manual 30000 Infirite. 500 Infinite infinite
DNS_Server Erfoced ONS @) None & None (] 0 0 ] 0 Manual 30000 Infirite. 500 Infinite Infiite
ONS_Server  AX Erforced DNS @) None © Nom 0 o 0 Manual 30000 nfiite 500 Infinto infita
ONS_Server N Erforced ONS @) None & rome o o o 0 o Manual 3000 nfite 500 Infisto intaita
ONS_Sanver IX Erforcsd ONS @) None © rome 0 o o Manual 30000 Infite 500 Infisto infinite
ONS_Server Erforcsd ONS @) Nona & rome o o o o o Manual 30000 nfinte 500 Infisto intaita
ONS_Server NS Erforcsd ONS @) None © ome o o o Manual 30000 Infiite 500 Infinte infita
DNS_Server Erfoced ONS @) None & None (] 0 0 ] (] Manual 30000 Infiite. 500 Infinite Infinite
ONS_Sen Erforcsd ONS @) None © tome o o o Manual 30000 Infiite 500 Infirte it
ONS_Sarver Erforcsd ONS @) Nona & rome 0 o o 0 0 Manual 3000 nfinte 500 Infisto infaita
ONS_Sarver Erforcsd ONS @) Nena @ rome 0 0 0 Manusl 3000 Infinta 500 Infivte nita
ONS_Sarver Erforcsd ONS @) Nona & rome 0 o o 0 0 Manual 30000 nfinte 500 Infivte infaita
ONS_Senver Erfocsd ONS @) Nona © rome 0 o o Manual 30000 nfite 500 Infinte it
ONS_Sever  THT Erfocsd ONS @) Nona © tome 0 o o o 0 Manual 30000 nfite 500 Infivto infoita

Initiate a DNS Attack

Run a script to generate a DNS DoS alert. This script will send 80 pps of “A” queries just above
our detection threshold PPS setting of 75. This is just the threshold that we are alerting at. It
has not reached a high enough threshold to determine that we should do something about it.

1. From the attacker terminal session run the following commands:
sudo ~/tools_agility_183/dnsdosattack.sh
2. Wait for the attack to run for about 30 seconds before moving on.
3. In the Configuration Utility, open the Security-> DoS Protection-> DoS Overview page.
4. In the Filter Type select DoS Attack.

Security » DoS Protection : DoS Overview

Jl & . DoS Overview Do Profiles Device Configuration ~  Eviction Policy List (3] Behavioral Signatures

Context Filter

Fiter Type [ Dos Attack B ‘
Auto Refresh Disabled 4 Rofrosh ‘
e Vakr e v T ] B T T
Profile Attack Vector e‘sm ¢ Layer ¢ Viual Server :‘\v Aggregate 4 ~| Bad Actor e‘cumm ‘ 1min | 1hour | Aggregate ‘ Bad Actor ThesholdMode Aggregele  Bad Actor  Defect Threshald % Aggregate  Bad Acor
DNS_Server AqueryDOS  Enforced DNS  DNS._Server Detected @) None & n o o 0 Manual 7 Infinite 100 Infinite Infinte

Note: The A query DOS attack vector will be detected, but not yet blocked. It will
take up to a couple minutes to display as Detected.

5. Wait for the attack to complete (if not done yet). Verify the results of the DNS attack from
the attacker terminal session:

[Status] Testing complete (time limit)
Statistics:

Queries sent: 28800

Queries completed: 27217 (94.50%)

Queries lost: 1583 (5.50%)

Response codes: NXDOMAIN 27217 (100.00%)
Average packet size: request 41, response 116
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Run time (s): 360.000538

Queries per second: 75.602665

Average Latency (s): 0.004487 (min 0.002909, max 0.036921)
Latency StdDev (s): 0.001372

Initiate a DNS Attack that Exceeds the Rate Limit

Run another script that initiates a DNS DoS attack that exceeds the rate limit we set earlier.
1. From the attacker terminal session run the following commands:
sudo ~/tools_agility_183/dnsdosrate.sh
2. Wait for the attack to run for about 30 seconds before moving on.

3. In the Configuration Utility Review the DoS Overview page -> Security-> DoS Protection-
> DoS Overview.

Enter Vector Name v Attack Status ‘ ‘ Average Aggregate PPS ‘ Dropped PPS
Attack Vector & State ¢ Layer $ | Virtual Server $ |~ |Aggregate $| v BadActor $ Current | 1min | 1hour | Aggregate Bad Actor
A query DOS Enforced DNS DNS_Server @) Dropped @ None 200 237 0 100 0

Note: The A query DOS attack vector is now dropping attack traffic.

Also take a look at the script which will record the number of drops if any as a
result of the attack rate limit being hit. You should be able to correlate the drops
registered with the script with the drops recorded by the Hybrid Defender.

Statistics:

Queries sent: 5899

Queries completed: 3504 (59.40%)

Queries lost: 2395 (40.60%)

Response codes: NXDOMAIN 3504 (100.00%)

Average packet size: request 41, response 116

Run time (s): 120.000642

Queries per second: 29.199844

Average Latency (s): 0.006696 (min 0.002080, max 0.087619)
Latency StdDev (s): 0.003606

4. In the Configuration Utility open the Statistics-> DoS Visibility page.

5. View the attack details in the Attacks section.

6.4 Module - Application Layer DoS Protection

In this module you will learn how the F5 Hybrid Defender can effectively protect from DoS Attacks at the
Application Level.
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6.4.1 Lab — Configure Application Layer DoS Defenses

Check out how to detect and mitigate application layer attacks, not matter if it's encrypted or
behavioral based.

Create Protected Object for Behavioral DoS Protection

1. In the BIG-IP Configuration Utility, open the DoS Protection-> Quick Configuration page and in the
Protected Objects section click Create.

2. Configure the protected object Serveri-http using the following information:

Name: Server1-http

IP Address: 10.1.20.11/32
Port: 80

VLAN: defaultVLAN
Protec. Settings Action: Log and Mitigate
Protec. Settings Silverline: | Yes (selected)
Protec. Settings DDoS: IPv4, TCP, HTTP

3. In the HTTP row click the + icon, and then click Behavioral, then from the Mitigation list select
Standard Protection.

4. Inthe HTTP section click Proactive Bot Defense, then from the Mitigate Action list select Disabled,
finally click Create

Note: Both the good and bad (attack) traffic are generated with tools that would be blocked
by Proactive Bot Defense. Please note that by default, the Hybrid Defender will set Proac-
tive Bot Defense to always’. That's the reason why we're disabling it, only to allow the
scripts to work and generate sample traffic.

5. In the Protected Objects section click Create.

6. Open the Security-> DoS Protection-> DoS Profiles page and click Server1-http.

Security » DoS Protection : DoS Profiles

% + | DoS Overview DoS Profiles Device Configuration ~ | Eviction Policy List [7] | Behavioral Signatures

Filter dos profiles T
‘ I Name View in

DNS_Server Overview
Server1-http Overview
Server2-http Overview
ServerNet Overview
dos Overview

Delete

7. Open the Application Security page.
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Security » DoS Protection : DoS Profiles » Serveri-http

7+ ~ Properties Network Security | Protocol Security ~ @ Application Security

Properties
Name Server1-http
Partition Common

Description

Threshold Sensitivity " Medium %

\ J

Whitelists

Default Whitelist Address List

HTTP Whitelist " Use Default s

\

Update Delete

8. Click Behavioral & Stress-based Detection, and then for Behavioral Detection and Mitigation

click Edit.
9. Select the Request signatures detection checkbox, and then click Update.

Application Security

Application Security » Behavioral & Stress-based (D)DoS Detection
General Settings v This section configures the detection of DoS attacks based on server stress
The system aulomatically detects an increase in server stress and mitigates DoS attacks
Proactive Bot Defense off causing it
Bot Signatures v Operation Mode Specifies how the system reacts Blocking
‘when it detects an attack.
TPS-based Detection off
Thresholds Mode Specifies what type of thresholds o Manual
Behavioral & Stress-based v 3
Detection
Record Traffic of Stress-based Detection By Source IP No mitigation
and Mitigation
By Device ID No mitigation
By Geolocation No mitigation
By URL No mitigation
Site Wide No mitigation
Behavioral Detection and By Bad Actors Behavior / Signatures Bad actors behavior detection
Mitigation Enables traffic behavicr, server's capacity leaming, and anomaly detection.

Request signatures detection
Enables signatures detection

Use approved signatures only

Mitigation
Standard protection* %

If "Bad actors detection” enabled, slows down requests from anomalous IP addresses based
on its anomaly detection confidence and the server's health.

Rate limits requests from anomalous |P addresses and, if necessary, rate limits all requests
based on the server's health.

Limits the number of concurrent connections from anomalous IP addresses and, if necessary,
limits the number of all concurrent connestions based on the server's health.

If "Request signatures detection” enabled, blocks requests that match the attack signatures.

Prevention Duration Specifies the time spent in each Escalation Period: 120 seconds
mitigation step until it is stopped, and  De-escalation Period: 0 seconds
the next ane is started

Generate L7 Behavioral baseline for Server1-http

Use a script to generate an L7 behavioral DoS baseline for the Hybrid Defender.

1. In the goodclient terminal session, type (or copy and paste) the following command:

Edit All

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Close

Edit
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sudo ~/tools_agility_183/generate_clean_traffic.sh

Note: This will generate traffic. Please note that it will take at least 15 minutes.

f5student@goodclient:~/tools_agility_183$ ./generate_clean_traffic.sh

welcome.php status: 200 bytes: 1045 time: 0.017
welcome.php status: 200 bytes: 1045 time: 0.014
welcome.php status: 200 bytes: 1045 time: 0.014
welcome.php status: 200 bytes: 1045 time: 0.015
headers.php status: 200 bytes: 1847 time: 0.014
headers.php status: 200 bytes: 1847 time: 0.014
httprequest.php status: 200 bytes: 710 time: 0.013
httprequest.php status: 200 bytes: 710 time: 0.014
httprequest.php status: 200 bytes: 710 time: 0.014
httprequest.php status: 200 bytes: 710 time: 0.013
badlinks.html status: 200 bytes: 1270 time: 0.014
badlinks.html status: 200 bytes: 1270 time: 0.014
F5_building.jpg status: 200 bytes: 33447 time: 0.019
F5_building. jpg status: 200 bytes: 33447 time: 0.021
bigip4200. jpg status: 200 bytes: 9753 time: 0.016
bigip4200. jpg status: 200 bytes: 9753 time: 0.017
viprion2400. jpg status: 200 bytes: 13009 time: 0.016
viprion4800. jpg status: 200 bytes: 10078 time: 0.018
viprion4800. jpg status: 200 bytes: 10078 time: 0.017

1. Move on in the exercises while the baseline is being generated.
2. Open a terminal session with the DHD and run the following command:

admd -s vs./Common/Serverl-http.info -s vs./Common/
Serverl-http.sig.health

[root@dhd-01:Active:Standalone] # admd -s vs./Common/Serverl—-http.info —-s vs./
—Common/Serverl-http.sig.health

vs./Common/Server2-http.sig.health: [0.452373]
vs./Common/Server2-http.sig.health:[0.453407]
vs./Common/Server2-http.sig.health:[0.451726]
vs./Common/Server2-http.sig.health:[0.45372]
vs./Common/Server2-http.sig.health:[0.452021]
vs./Common/Server2-http.sig.health: [0.45349]

Important: The results for each health check should not be 0.5, otherwise the system ins’t
learning. Let both terminal sessions opened for the rest of this lab.

Configure DoS Protection for L7 Encrypted Traffic

Launch an encrypted Slowloris attack to the web server and view the results, then configure
proper mitigation on the Hybrid Defender.

1. Go to DoS Protection-> Quick Configuration page and in the Protected Objects section
click Create.

2. Configure another Protected Object using the following information, and then click Create.
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Name: Server2-http

IP Address: 10.1.20.12/32
Port: 80

VLAN: defaultVLAN
Protec. Settings Action: Log and Mitigate
Protec. Settings Silverline: | Yes (selected)
Protec. Settings DDoS: IPv4, TCP, HTTP

3. Now repeat the steps for disabling the Proactive Bot Defense which allows the HTTP re-

quest scripts to work.

4. Go to the HTTP section and click Proactive Bot Defense, then from the Mitigate Action

list select Disabled.

5. In the HTTP section click DoS Tool, then from the Mitigate Action list select Report, and

then click Create.

6. Now run the monitor script on server2 as follows. It will be usefull for server health moni-

toring.

~/tools_agility_183/server2_monitor.sh

7. Before launching the application layer attack, observe server2 is currently healthy.

welcome.php status: 200 bytes: 1045 time: 0.018
bigtext.html status: 200 bytes: 634965 time: 0.136
httprequest.php status: 200 bytes: 710 time: 0.017

Note: The system is healthy since the web server returns HTTP Status Code

200 for every request.

8. Now from the attacker terminal session run the following command:

~/tools_agility_183/slowloris.sh

Mon Aug 13 11:26:54 2018:
slowhttptest version 1.6
- https://code.google.com/p/slowhttptest/ -

test type: SLOW HEADERS
number of connections: 4090

URL: https://server2.f5demo.com/
verb: GET
Content-Length header value: 4096

follow up data max size: 68

interval between follow up data: 10 seconds
connections per seconds: 200

probe connection timeout: 5 seconds
test duration: 240 seconds
using proxy: no proxy

Mon Aug 13 11:26:54 2018:
slow HTTP test status on 30th second:

initializing: 0
pending: 1790
connected: 150
error: 0
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9.

10.
11.

12.
13.

14.
15.

16.

closed: 2092
service available: * % NO* *

Observe how the service is impacted as the slowloris attack hits the server2.f5demo.com.

welcome.php status: 000 bytes: 0 time: 1.002
bigtext.html status: 000 bytes: O time: 1.002
httprequest.php status: 000 bytes: 0 time: 1.002

Note: Since the slowloris attack is being encrypted (https://server2.f5demo.com)
we need to setup the certificate and private keys so the traffic can be inspected by
the Hybrid Defender..

Configure SSL on the protected object to in order to inspect HTTPS traffic.

Go to DDoS Protection-> Quick Configuration-> Protected Objects, then click Server2-http.
Configure the SSL as follows:

Port: 443

SSL: Enabled

SSL Certificate: default

Key: default
Encrypt Connection to Server: | Yes (selected)

Disable bot protections so the scripts can be used for testing the server health.

On the Server2-http Protected Object section go to the HTTP row, click the + icon, click
Behavioral

Now from the Mitigation list select Standard Protection.

In the HTTPS section click Proactive Bot Defense, then from the Mitigate Action list
select Disabled.

Now that SSL is also being inspected for this Protected Object, let’s run the slowloris script
once again and verify if the attack still works.

— Behavioral L7 DoS Mitigation

Once the L7 behavioral baseline has been established, launch an L7 DoS attack and view the
results.

1.
2.

3.

Now get back to the DHD terminal session.

You will need to observe the info.learning signature to ensure that the system has accumu-
lated enough learning details.

This signature has 4 comma-separated values for monitoring the learning progress:
+ Value #1: baseline-learning_confidence This should be between 80 - 90%
» Value #2: learned_bins_count (the number of learned bins) This should be > 0

» Value #3: good_table_size (the number of learned requests) This should be >
4000
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» Value #4: good_table_confidence (how confident, as a percentage, the system is)
It must be 100% for behavioral signatures

vs./Common/Serverl-http.info.learning:[96.3163, 78, 5355, 100]

. If you see the pattern such as that described, it indicates the traffic baseline was already
established, then you can move forward with the lab.

. Once the info.learning values are acceptable based on the details above, from the attacker
terminal session run the following command:

~/tools_agility_183/http_flood.sh

. Select option “1”

7. Now take a look at the goodclient terminal session, you should start seeing the effects of

the HTTP DoS attack, as requests are starting to fail (HTTP Status Code 000). If you were
to examine the Lamp server at this time, you would see that it is under severe stress.

welcome.php status: 200 bytes: 1045 time: 0.017
welcome.php status: 200 bytes: 1045 time: 0.029
welcome.php status: 000 bytes: 0 time: 1.000
headers.php status: 000 bytes: 0 time: 1.001
headers.php status: 200 bytes: 1847 time: 0.204
headers.php status: 200 bytes: 1847 time: 0.258
headers.php status: 200 bytes: 1847 time: 0.218
badlinks.html status: 000 bytes: 0 time: 1.001
badlinks.html status: 200 bytes: 1270 time: 0.242
badlinks.html status: 200 bytes: 1270 time: 0.272
badlinks.html status: 000 bytes: 0 time: 1.002
bigip4200. jpg status: 200 bytes: 9318 time: 0.247

. Also from the DHD terminal session watch the health signal feed. You should see it climb
from ~.5, which is optimal health, to values over 1, indicating an increase in server stress.
You will also be able to watch as the system responds and mitigations are engaged.

. When the system has analyzed the attack traffic, dynamic signatures are created and en-
gaged:

vs./Common/Serverl-http.sig.health:[0.768427]
vs./Common/Serverl-http.info.attack:[1, 1]
vs./Common/Serverl-http.sig.health: [0.746648]
vs./Common/Serverl-http.info.signature: ["Stable signature,,

—detected: (http.f5_filename_bin == 21) and (http.request.method
—eq \"GET\") and (! (http.user_agent matches \
" (MSIE|Chrome|Firefox|Opera|Safari|Maxthon|Seamonkey)\")) and (!

—http.content_type) and ((http.hdr_len->= 128) and (http.hdr_len
—< 256)) and (http.request.uri matches \""["\\\\2]1*$\") and

— (http.f5_headers_count == 5) and (http.f5_cache_control_bin ==_
—0) and (http.accept) and (http.request.line matches \"Acceptf
—Charset:.x\") and (http.f5_host_bin == 4) and (http.f5_referer_
—bin == 0) and (http.f5_uri_len_bin == 0) and (! (http.accept,
—matches \" (application|audio|message|text|image|multipart)\")),,
—and (http.connection) and (http.host) and (! (http.request.line,
—matches \"Accept-Charset\")) and (http.user_agent)"]

vs./Common/Serverl-http.info.attack:[1, 1]
vs./Common/Serverl-http.sig.health:[0.726608]
vs./Common/Serverl-http.info.attack:[1, 1]
vs./Common/Serverl-http.sig.health:[0.709827]
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vs./Common/Serverl-http.info.attack:[1, 1]
vs./Common/Serverl-http.sig.health:[0.691779]

10. In the Configuration Utility, notice the indicator at the top-left side of the page.

| DOS: Behavioral Signatures Update Available
|| ONLINE (ACTIVE)
|| standalone

DoS Protection » Quick Configuration » Protected Objects

11. As you watch the feed, you should see HTTP requests being served again after the dynamic
signature kicks in.

12. In the Configuration Utility open the Security-> DoS Protection-> Behavioral Signatures
page.

Security » DoS Protection : Behavioral Signatures » Behavioral Signature Properties
Rl 2 . | Benavioral Signature Properties

Behavioral Signature Properties
I Name AutoSig #805071534200556
Partton  Patn Common
I Status New
Alias /Common/AutoSig #805071534200556
Found on Virtual Server /Common/Server1-http
Generated on attack 3756691139
Last seen on attack 3756691139
Created 08/13/2018 15:49:16 (PDT)
08/13/2018 15:49:16 (PDT)

i
100%
100%

You will see a signature that was created (as seen in the output of the admd com-
mand earlier). Note the system reports metrics such as Accuracy (an estimate of
the percentage of traffic that will be blocked that is definitely hostile) and Efficiency
(a measure of how much of the observed DoS traffic is mitigated by that signa-
ture). In our lab these values are both at or near 100%. In a real environment the
Accuracy should be very high, but sometimes Efficiency will be lower (in a mutat-
ing attack) and the system may have to create additional signatures or refine the
current one based on effectiveness.

13. Click the new signature.

Note the Wireshark filter at the bottom which can be used in conjunction with the
Record Traffic feature of F5's L7 DoS to identify exactly which requests the sig-
nature matches/will match. This can be helpful if using the “Approved Only” in
the DoS profile setting to allow a risk-averse administrator to approve signatures
before they begin to filter traffic.

14. Change the Alias value to Agility2018, and then click Finished.

— View Silverline Signals
Use the Silverline portal to view details about the L7 DoS attacks that were launched in this
exercise.
1. Click Alerts for Hybrid Defender.
2. Open the Audit-> API Activity Log page.
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APl Activity Log

Source 4 equal

zoom 1h | 1d 1w 1m  3m  6m

Show| 25 #|entries

dhd-ehc.local +

From  2018-08-12 23:24 (UTC)

To  2018-08-13 23:24 (UTC) ‘E{f@h

Timestamp Type Source Severity Attack Event
[} 20180813 14:01 (UTQ) Notifications dhd-ehc.local STOP

[} 20180813 14:01 (UTQ) Device Registrations dhd-ehc.local

[+] 2018-08-13 13:48 (UTC) Notifications dhd-ehc.local STOP

[} 201808-13 13:48 (UTQ) Device Registrations dhd-ehc.local

[} 2018-08-13 13:28 (UTQ) Notifications dhd-ehc.local Ongoing

[} 20180813 01:41 (UTQ) Notifications dhd-ehc.local STOP

° 2018-08-13 01:40 (UTC) Device Registrations dhd-ehclocal

©

2018-08-13 01:40 (UTC)

Device Registrations

dhd-ehc.local

Showing 1 to 8 of 8 entries (filtered from 18 total entries)

3. Click the + icon to expand one of the entries to view additional attack details.

That completes the hands-on exercise for BIG-IP DDoS Hybrid Defender.
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F5 Agility 2018: DDoS Attack Protection

F5® DDoS Hybrid Defender™, a hybrid DDoS solution that offers comprehensive protection, high availabil-
ity, and is easy to deploy and manage. It guards against aggressive volumetric and targeted DDoS attacks,
includes hardware-assisted DDoS mitigation, and optionally, connects with Silverline, a cloud-based scrub-
bing service.

This class covers the following topics:

« Initial Set-up, Device Configuration and working with basic device-level DDoS vectors to mitigate the
most commonly encountered attacks. Then we will cover Auto-thresholding, and Mitigation of L7
Behavioral Attacks time permitting.

7.1 Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab will be performed exclusively from the Windows jumphost. No installation
or interaction with your local system is required. You will use Putty that has been preconfigured with
appropriate keys in order to access the DHD CLI, Good Client, and the Attacker systems. The shortcuts
are on the desktop. You will log in as “root” or “ubuntu”.

7.1.1 Lab Topology

The following components have been included in your lab environment:
* 1 x F5 BIG-IP VE (v14.0) Provisioned as DHD
1 x Linux Attacker (Ubuntu 14.04)
1 x Linux Good Client (Ubuntu 14.04)
* 1 x Linux LAMP Webserver (xubuntu 14.04)

* 1 x Windows Jumphost
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F5 Silverline Cloud DDy

7

Sitverline
Signaling : hitps:Vapi fSsilvariing com
Portal : hitps://portal f5silverine com

0S Scrubbing Center

Attacking lps
Bad Actor * 10.1.17.22(
Single IP : 10.1.17.2

Secure Internet

Gateway

10.1.1.7 (ssh,console) Floods : Random
10.1.1.4 (ssh,console)
1
Good
- Traffic Attacker
10.1.23.100/21
— Viani0
o , 10.1.1.245(ssh,https,console) Hybrid | Default VLAN Group
Viani Defender 10.1.20.240/21
— ian 20
LAMP Auction
10.1.1.2 (ssh,console)
10.1.1.6 (console)
Frotected Objects
Saerveriet - 10.1.20.0024
ServerS: 10.1.20.15
DNSServer: 10,1.20,14
Serverl: 10.1.20.11
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Lab Components

System Username Password
Ravello Given at site | Given at site
Win7 Jumpbox external_user | f5SDEMOs4u
Hybrid Defender - WebUI | admin fSDEMOs4u
Hybrid Defender - CLI root f5DEMOs4u
Good Client ubuntu Use key
Attacker ubuntu Use key

Lamp CLI root default

Lamp X-Server Shell xubuntu <no password>

7.1.2 Accessing the Lab Environment

Task 1 — Open your RDP client and connect to your Windows Jumpbox

» A URL will be provided by your Instructor at the training site that will access the training portal.

* In the training portal you will enter the given class number and student number.
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* Login

WELCOME TO THE AGILITY

Enter your class number and your stud

Class #: Student #:

ABOUT F5 EDUCATION F5 SITES

Corporate Training F5.com
Information Certification DevCentral
Newsroom F5 University Support Portal
Investor Relations Free Online Training Partner Central

Careers F5 Labs
Contact Information
Marketing Guidelines

£ 2MMB F5 Networks, Inc. All rights reserved | Policies | Privacy | Trademarks
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* Click the Jumpbox RDP link.

Stopping in: 03:53 (hr:min)

Jumpbox

username: external_user
password: password

vLab-LAMP

Attacker

SSH: 52.41.33.162
Port: 22

Console/RDP Logins:
U: fostudent P: f5DEMOs4u
U: instructor P: f5DEMOs4u

Good Traffic

PHPauction

No services

root/default

This will RDP to the Jumpbox where you will work all the labs from.

F5 DDOS Hybrid Defender

SSH: 52.88.157.61
Port: 22

TMOS version 13.0.0.0.0.1645
GUI: admin/f5DEMOs4u
S5H: root/f5DEMOs4u

Note: Use the show options to provide details.

* Login to the Jumpbox

» User name: Jumpbox external_user. Password: fSDEMOs4u
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&, Remote Desktop Connection = =

% Remote Desktop
> Connection
General | Display | Local R [ Programs | Experience [ Ad

Logon settings
b-*. Enter the name of the remote computer.

Computer: 35.184.89.246 A

Username:  extemal_user

You will be asked for credentials when you connect.
[7] Allow me to save credentials

c i "
Save the cument connection settings to an RDP file or open a
saved connection.

[ save || Savess. |[ Open. |

() e gors [Gomea ) (b |

* Click YES at the warning

The remote computer could not be authenticated due to problems with its
security cerificate. It may be unsafe to proceed.

Cedtificate name

Name in the certificate from the remote computer:
JUMPBOX

Certificate emors
The following emors were encountered while validating the remote
computer’s certificate:

[\ The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[7] Dont ask me again for connections to this computer

| Caomeotions =) CE
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Note: We need to ensure the Jumpbox and the DDoS Hybrid Defender are in time sync. Please run the
following commands from an Elevated Command Prompt. (Administrator)

* net start w32time
+ w32tm /config /update /manualpeerlist:10.1.1.245

* net stop w32time && net start w32time

7.2 DDoS Hybrid Defender Setup

In this module you will learn how to complete the setup of F5 Networks DDoS Hybrid Defender and the
initial configuration related to Device Protection.

7.2.1 Lab 1 — DDoS Hybrid Defender Setup

Estimated completion time: 20 minutes

Task 1 - Initial Set-up

» Open the Chrome web browser and access the DHD from the toolbar shortcut.

* Login to the BIG-IP Configuration Utility using the "admin” account.
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ration Litility

Hostname welcome to the BIG-IP Configuration Utility
dhd.fatrn.com

Lag inwith wour username and passward using the fields on the left.
IP Address

10.1.1.245

Username

adrmin

Password

() Copyright 19496-2018, F& Metworks, Inc., Seattle, Washington. Al rights resemned.
F3 Metvwarks. Inc. Ledal Motices

Note: When you first power up a F5 DHD device you would normally go through the steps of licensing,
provisioning and basic set-up. We have licensed, assigned the management IP, hostname, NTP and DNS
servers for you. Verify DHD and Jumpbox are showing same time.

Note: If you are familiar with the BIG-IP Ul, You will notice the menus on the left are consolidated. This is
an indication you are working with a DDoS Hybrid defender device.

Expand each panel section to see the components available in each section.
« Dos Configuration: Where most day-to-day configuration takes place.

» Dos Setup: Where one-time or infrequent system Dos configuration is performed.

Network: The new simplified Security Network Configuration utility to add new network topologies to
the system.

Visibility: Were the Analyst will spend a majority of the time looking at the GUI and logs.

System: Shows a subset of the system utilities found in the traditional TMUI System menu. (Available
in Advanced View on the DHD)
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OMLINE (ACTIVE)
Standalone

System » Resource Provisioning

Module Allocation | License

@ DoS Configuration O~

l-’r " DoS Setup
Current Resource Allocation

@. Network CPU

fe— Visibility =l

Memory (3.8GB)

Module

- -

Management (MGMT)

— 1

[ Carrier Grade NAT (CGNAT)

|| Local Traffic (LTM)

[ Application Security (ASM)

- If you need to access more options, there is a shortcut at the bottom of the Menu page. Show Advanced
Menu
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DoS Setup

(== Network

,_j Visibility

[ %] System

Show Advanced Menu

» Explore the Resource Provisioning page
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System » Resource Provisioning

# + | Module Allocation | License Ell

Modified Resource Allocation (prior to redistribution)

e T ———
Disk (24GE) R e —
CEnLn IEE MOMT e
Module Provisioning License Status
B Management (MGMT) ' Small v | N/A

[ Carrier Grade NAT (CGNAT) ' Disabled v & Unlicense
[] Lacal Traffic (LTM) L None [E Unlicense
[l Application Security (ASM) I None Ei Unlicense
I Fraud Protection Service (FPS) I None MNIA

B Global Traffic (DNS) L None [E Unlicense
B Link Controller (LC) Ul None Eid Unlicense
B Access Palicy (APM) | None Limited mode

B Application Visibility and Reporting (AVR) " None [5g Licensed

B Folicy Enforcement (PEM) L None % Unlicense
I Advanced Firewall (AFM) ) None %4 Unlicense
B Application Acceleration Manager (AAM) ) None =i Unlicense
B Secure Web Gateway (SWG) I None % Unlicense
[l iRules Language Extensions (iRulesLX) I None [z Licensed

B URLDB Minimal (URLDE) ) None B Unlicense
Il DDOS Protection (DOS) ] | Mominal v [z Licensed

Back || Revert || Submit |
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Note: The above task ensures that you are using a purpose built DDoS Hybrid Defender. If you are familiar
with other F5 Modules/Technology that you have used in the past, you will notice that we have none of those
provisioned.

« When done click Submit.

Task 2 — DDoS Hybrid Defender Base Configuration
The architecture and design decisions should have been made already. Based on F5 recommendations we
are going to deploy this device in L2 Transparent Mode.

+ Click Network in the left hand menu. Then Select Topology.

+ Click Create on the upper right side.

* You will notice the various options you can select based on the prior architecture decisions.

+ For this classes purpose Click on the VLAN Group image.
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Network » Topology

- 1 i railability
@ Dos Configuration | 2 . Topology High Availability
:. DaS Setup Network Configuration Type

Inline

Virtual Wire
Topology Deployment as an inline L2 transparent mode device requiring minimal configuration (bu
the wire).
High Availability g
/=4 Visibility
VLAN1 MBI BIG-IP @ VLAN i
14| system
VLAN Group

Inline deployment as an L2 transparent bridge between two L2 network segments.

BIGIP

Out of Band

SPAN Port
Out-of-band deployment that analyzes mirrored network traffic.

Spit

Show Advanced Menu
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- Fill out the information from the table below. Then Click Done Editing within that section.

VLAN Group Name:

defaultVlan

Internal: VLAN Tag

20

Internal: Interfaces

1.2 Untagged (Click Add)

External: VLAN Tag

10

External: Interfaces

1.1 Untagged (Click Add)

f__}! Hetwork Fouted Mode
Topology Virtual Wire
High Availability
WLAM Group (L2 Bridoe)
L Vigibili
@ \istbility
1% system YLAM Group Name | Tag

defaultvLAN

§ 20

Dione Editing || Cancel

SPAMN Port

- At the bottom of the page click Finished to create the default network.

This completes the initial Network Set-Up of DHD.

Interface

Interface
1.2

Select.. ¥

7.2.2 Lab 2 - Configuring Hybrid Defender DDoS Device Protection

Task 1 — Verify Communication Through the DHD Device.

Member 1

Tagging
Lintagoed

Select.. ¥

PuTTY to the BIG-IP CLI (10.1.1.245) from your jumpbox desktop shortcut and resize window by
making it wider. You will be logged on as root.

At the config prompt, type (or copy and paste) the following command:

tcpdump -1 0.0 host 10.1.20.12

PuTTY to the Attacker host from your jumpbox desktop shortcut. Accept the Warning. Enter “ubuntu”
as the user. It will use a pre-loaded public key as the credentials.

At the config prompt, type (or copy and paste) the following command:

ping 10.1.20.12

Examine the tcpdump window and verify ICMP packets are flowing through the BIG-IP DHD.
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The attacker can successfully communicate with a back-end resource behind the BIG-IP DHD.

Note: The listener for the ICMP packets is the VLAN group.

» Cancel the ping command, then verify the tcpdump stops receiving ICMP packets, and then press
Enter several times to clear the recent log entries.

Task 2 — Disable Device-Level DHD DoS Protection

+ In the Configuration Utility, in the DoS Configuration >> Device Protection section click Network.
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| ONLINE {ACTIVE)
I Standalone

H M DoS Configuration »» Device Protection

@ DoS Configuration 1] ¥ ~ | DoS Overview (non-HTTF) | Device Protection | Protected Objects | Protectio

D03 Overview (non HTTF)

Deavice Protection Properties

Log Publisher | None v |
Protected Objects
Protection Profiles Threshold Sensitivity
Whitelist Eviction Policy | default-eviction-policy v |
Signatures AutoThreshold

Relearn | Start Relearning |

Eviction Policy

Dynamic Signatures

¥ DoS Setup Felearn | Start Relearning |

Learning Phase End Time

| Whitelists
fe— Visibility
State Add Filter
System Enter Search Text T - e
Metwork
DNS
SIP

- On the left side of the page select the checkbox for ICMPv4 flood and UDP Flood.

* At the bottom just below the last vector, choose the drop down Set State and then select Disabled.

Hint: This is the new method for selecting and changing multiple items at one-time. This will be how we
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will Set State and Set Threshold.

[
[
]

TTL == = tunable >
UDP Flood
ST AT TS

Unknown TCP Option Type

Mitigate Bad-Header-1Pv4
Mitigate Flood
Mitigate Bad-Header-IPv4

Mitigate Bad-Header-TCP

Set State v || Set Threshold ~
— Disabled

— Detect
Only

— Mitigate

Learn Only

- Navigate back to the top _of the window and Select Commit Changes to System

I Main I*I Ao Do% Configuration »» Device Protection

@ DoS Configuration 1] %~ D05 Overviewy (non-HTTF) | Device Protection | Protected Objects | Protecti

DoS Owverview (non HT TR

Device Protection

Frotected Chjects @
Protection Profiles | Commit Changes to Systern || Cancel |
Wyhitelist

Signatures

Eviction Policy

Unsaved changes to the Profile!

Frofile has heen maodified but not committed to the system. Changes mus

Properties

Log Publisher

Threshold Sensitivity

LE_] DoS Setup Eviction Policy

‘@ Network
fv% Visibility

84l Sustem

[ocal-db-publisher v
Medium ¥

OHD__EvictPol ¥

AutoThreshold

Relearn

| Start Relearning |

Dymamic Signatures

Relearn

| Start Relearning |

- On the Jumpbox in the Attacker PuTTY window type (or copy and paste) the following:

# sudo su
# cd scripts
# 1s
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Note: Ignore the “sudo:

unable to resolve host” error.

from

These are some of the different scripts we’ll be using during the exercises to simulate DoS attacks.

 Type (or copy and paste) the following command:

for 1 in {1..10};

./icmpflood.sh; done

This script launches the Attack and then repeats for a total of ten occurrences.

* View the t cpdump window and verify that ICMP attack traffic is reaching the back-end server.

Let the attack run for about 15 seconds before moving on.

In the Configuration Utility, open the DoS Configuration >> DoS Overview (non HTTP) page.

» Make sure the Filter Type is “Dos Attack”.

those vectors.

\ -_' DoS Configuration

-

Das Owerview (non HT TR

Device Protection
Frotected Ohjects
Protection Profiles
Whitelist
Sinnatures

Eviction Policy

DoS Setup

&) Metwork

_j Visibility

%] System

View the Protection Profile column in the display and notice no results are returned, you disabled

DS Overview (non-HTTPY | Device Protection

View Filter
Filter Type D5 Attack v
Auto Refresh Disabled ¥ || Refresh
Enter Yector Mame T

Frotection Profile | Mector = | State = | Family = | Learning =  Context =

Mo records to display.

* Navigate to Visibility >> Event Logs >> DoS >> Network >> Events.
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Visihility »» Bvent Logs : Do% : Network : Bvents

U DoS Configuration 1J £ - | Metwork = Das ~ | Bot Defense
e

Llj_J DoS Setup -

Last Haour ¥ ||Search| Custom Sear

Metwork = Time

= Dos

Mo records to display

fe— visibility

Dashhoard
Analysis
Event Logs

Dehug

System

- Go back to the Attacker and stop the script. CTRL+C (This needs to be hit several times to break out of
the script)

 Notice no logs are captured. We could have chosen Learn Only or Detect Only and had different
results. If you want to test, feel free.

Note: If you want to run the other attacks, use the format above. ./synflood.sh and udp_flood.sh behave
similar. If you are not seeing the traffic on the DHD CLI, Stop and Re-Start the tcpdump.

Both of these locations we will return to throughout this course to see how our DHD is viewing these attacks.

Task 3 — Re-enable Device-Level DHD DoS Protection
In this task you will re-configure device-level DoS protection and then issue the same command and review
the results.

* In the Configuration Utility, in the DoS Configuration >> Device Protection under Log Publisher
select “local-db-publisher”.

» Next click the Network section.
» On the left side of the page select the checkbox for ICMPv4 flood and UDP Flood.

+ At the bottom just below the last vector, chose the drop down Set State and then select Mitigate.

Note: You have the option of Learn Only and Detect Only as well.

+ Navigate back to the top of the window and Select Commit Changes to System
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Note: This returns the configuration back to factory supplied device level enforcement.

Task 4 — Attack the DDoS Hybrid Defender again and see what you can tell.

* Type (or copy and paste) the following command:

for i in {1..10}; do ./icmpflood.sh; done
+ In the Configuration Utility, open the DoS Configuration >> DoS Overview (non HTTP) page.
» Make sure the Filter Type is “Device Dos”.

» This page will show the preset vectors for the Device and the Current Attack Status, Average EPS,
Current Dropped EPS and the Detection Thresholds including the Threshold Mode.

+ Scroll down until you see ICMPv4 Flood.

WP frame too large Mitigate TSNS @ Ready @y Mone & Mone
1CMPv4 flood Mitigate WICHRNE &p Learning @y Mone & Mone
1CMPYE flood Mitigate WICERNS @ Ready @y Mone & Mone
IGMP flood Miticyate @ Ready @) Mone & Mone
[GMP fragment flood Mitigate EEANS @ Ready @y Mone & Mone
IP bad src Mitigate CERE @ Ready @ Mone & Mone
IF errar checksum Mitigate WICERNS @ Ready @y Mone & Mone
IF fragrment error Mitigate (QEEEEY @ Ready @) None @ Mone
IF franment finnd Mitinate [T @ Ready M MNone & Mnne

Attention: Why is the DHD not dropping packets?

Hint: Look at the Manual Thresholds set and the current rate of packets. We are not generating enough
traffic.

» We need to set a lower threshold Manually.

+ In the Configuration Utility, open the DoS Configuration >> Device Protection page. Scroll down in
the Network section to ICMPv4 flood. Click ICMPv4 flood.

Note: The new fly out page.

» Manually Set The Detection Threshold PPS to 100 and the Mitigation Threshold EPS to 500. Scroll
up and Commit Changes to System
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DoS Configuration » Device Protection

4 ~ | DoS Overview (non-HTTR) | Device Protection | Protected Objects | Protection Profiles | Whitelist Signatur

@ Unsaved changes to the Profile!
Frofile has heen maodified but not committed to the system. Changes must be committed to the system hefare taking e

| Commit Chanoes to System || Cancel |

Properties
Log Publisher Mone ¥
Threshold Sensitivity Medium ¥
Eviction Policy DHD__ EvictFal r
AutoThreshold
Felearn | Start Relearning |
Dymamic Signatures
Felearn | Start Relearning |
Learning Phase End Time

Whitelists
State Add Filter
Enter Search Text T = =
Hetwork
= Attack Type + State = Type = Threshold Mod
[ ARF Flood mitigate Flood Fully Manual
|| BadI|CMP Checksum Mitigate Bad-Header-|CMP Fully Manual

- Relaunch the Attack from the Attacker CLI.
« In the Configuration Utility, open the DoS Configuration >> DoS Overview (non HTTP) page.

» Make sure the Filter Type is “Dos Attack”. See the Dropped traffic with the new thresholds. Alterna-
tively, you can go “Device DoS”, scroll down to ICMPv4 Flood and see the same information.”
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7% ~ | DoS Overdew (hon-HTTP) | Device Protection | Protected Objects | Protection Profiles | Wyhitelist Signature:

View Filter

Filter Type Dog Attack v

Auto Refresh Disahled ¥ || Refresh

Enter Viactor Mame T | | Attack Status

FProtection Profile | Yector = State = | Family = | Learning = | Context = Elﬂxggregate = El Bad Actor = EIAﬁacl-:ex

dos-device-config [CMPvd flood Mitinate EIEENNE (0 Learning Device ¢ Cropped &) Mone &) Maone

- Look at the Protection Profile: dos-device, attack status and various rates.
* You can terminate the Attack with Ctrl+C when finished.

This concludes this section where we looked at setting manual thresholds to mitigate attacks that might not
have been mitigated with the default settings.

Note: We did this to only one vector. These same procedure can be applied to all the vectors or selected
vectors, depending on your environment.

7.3 DDoS Hybrid Defender Attacks and Mitigations

In this module you will create Protected Objects, Set Mitigation Thresholds Manually, and then launch
various attacks against the F5 Networks DDoS Hybrid Defender and view the results in the GUI and logs.
Then you will allow the DDoS Hybrid Defender to Automatically detect and set Threshold for detection
and mitigation, easing the burden on Administartors. Finally, time permitting, we will explore Behavioral
mitigations. (Covered in Detail in the Advanced class)

7.3.1 Lab 1 — Quick GUI Overview of the Visibility and Reporting Available
Task 1 — View the New Visibility Page

You can now use the new DHD Visibility page to view the Dashboard, Analysis, Event Logs and Debugging
info.

» Take advantage of the expandable window feature to give more screen space to the GUI.
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izibility »» Dashboard

oard Event Logs

ﬂ DoS Setup Last hour « Monday Jul 30, 12:52:00 P - 1:52:55 P Feal Time:

©2) Hetwork 0 ' 1:00 ' 140

Attack Duration
Dazhboard

Analysiz

« In the Hybrid Defender Web Ul, go to the Visibility >> Dashboard overview.

Note: DoS Visibility Dashboard defaults to not Auto-Refresh. Click the Button to set Real-Time to ON.

* You should see categories as: Attack Duration, Attacks, Virtual Severs, System Health and Countries.
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Winlblllty =: Camshiboard

Dar kboand
La=t hour — Wihednesdaw Jul 11, 11:00:21 &bt - 11:12:528 2ha Feal Time:
100

attach curation

B
=
=
=
(=)
=30 1101 =30 1102 =30 1103
nttachs
# O Stk L i # of sttacks per P oo
et —
Higk
o
HTTP
Mo =k
DHS
SIP
Lo
Me ok
wirtual Servers
# oo W Iral S e s L3 wirtal Sene s Hea
= et —
1w ka3 iy
o
Hace — e
Zon e choes
Comoed

Throaghpat

Syatam Healtn

TMM CPU Usage i

Scroll through the Left Pane and explore the windows.

* You can use the slider to shorten the time frame, or filter on the protocol, if desired when viewing
attacks if needed.

Bacurity » Reporting : DoS : Visibility : Dashboard
¥ -~ Dashboard Ariabyss

Last hour ~ Sunday Jan 20, 04:25:05 PM - 04:52:58 PM 5 min. ~ o

0355 04:00 PM 04:05 0a:10 04:15 0a:20 0_!?5 04

» Later when we have data and attacks, you will see the different attacks in the Attack Duration window.
You will be able to hover over for more details.

198



Security » Reporting : Do3 - Visibility : Dashboand

Anabysis

Last houe ~ Sunday Jan 29, 04:30:32 PM - 04:58:25 PM 5 i, ~
0400 PM 0405 0410 415
Attack Duration
:
§-
Attacks
# of Critical Attacks

High Cosk

=
Low

Crtical M High Modernte B Low

. | = SanT..

9514910... 75 2017019,

243TX21... T3 2017404,

M1ATI4..

4060091.., &7

2017019,

« Scroll down in the left-side of the page to view the Attacks section.

« View the details at the bottom of the Attacks section.

This table displays details of each attack that has occurred.

» Examples are; Attack ID, Severity, Vector, Trigger Virtual Server, Start Time, Stop Time. .. etc

» Scroll down in the left-side of the page to view the Virtual Servers section.

* You can see the details of protected object-level attacks.

« Examples are; Virtual Server, Server Latency, Health, Current Connections, Blocked IP’s. . . etc

+ Scroll down to the System Health section. This table displays the current health of the system.

 Scroll down to the Countries section. This table displays the attack details from each country.

Now focus on the Right Panel.

» View the various widgets in the panel on the right-side of the page. The top can be expanded and

contracted visa the slider bar.
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| HTTP | DNS
_ M ¥ Network | sip

+ Click Network to filter out only the network-level attacks (all the attacks so far have been network-
level).

I HTTP |l ons

Network]t | sIP
| MNetwork i

e
« Ifit's not already expanded, expand the Virtual Servers widget, and then select /lCommon/Server.

« This filters the results to only attacks at this protected object-level. Notice the changes to the map on
in the Countries section.

+ Continue to Explore and Scroll down the right side. Notice each widget supplies greater detail.

7.3.2 Lab 2 - Multi-vector Attack Demo

In this simple demo you will launch a small number of network attacks and show the configuration, logging
and reporting capabilities of the F5® DDoS Hybrid Defender™. The point of this demo is to provide context
for a Ul walk-through with more live data and viewing and setting manual thresholds.

Task 1 — Create a Protected Object that the Attacker will be targeting
The DHD device wide protection is enforced for all traffic flowing through the device. For more granular
control, we use Protected Objects and configure mitigation settings for those objects to be enforced.

In this task you will configure Object-Level DoS protection for a network (L4), simulating your Server Net-
work and then issue an attack and review the results.

* In the BIG-IP Configuration Utility, open the DoS Configuration >> Protected Objects page and in
the Protected Objects section click the Create dropdown and select Protected Object.
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il ¥y -~ | Dos Cwerdew (hon-HTTRY | Device Protection | Protected Objects | Protecti

Q | DoS Configuration

DS Owerviewy (non HTTR

Type Add Filter
Device Protection Filter Protected Ohjects T

L13

Frotected Ohjects

Protection Profiles
| - Mame | = Type | = Auto Threshold | = Dynamic Signatures | & Attack Status

Whitelist
Mo records to display

Signatures
f | Delete

Eviction Palicy

o
. n__;J DoS Setup

» Configure the Protected Object using the following information, and then click Create.

Name ServerNet
Destination Address | 10.1.20.0/24
Port *All Ports
Protocol All Protocols
Protection Profile: dos

Eviction Policy: Leave Blank
VLAN(s): defaultVLAN
Logging Profiles: local-dos

* Click Save

This protected object is defending all ports/protocols for 10.1.20.0/24, which is the network behind the
Hybrid Defender. Attacks will be launched at 10.1.20.12, which is an interface on the LAMP server.

In the default dos profile no sections are selected or enabled for protected objects in the default configura-
tion.

« In the BIG-IP Configuration Utility, open the DoS Configuration >> Protection Profiles page. Click
dos, Then Check the Network box under the Families Heading.

* Click the Network Section. Notice all vectors are disabled. Check the top box to select all the vectors,
Scroll to the bottom and Select Mitigate. Scroll to the top and Commit Changes to System.
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General Properties

Description

Threshold Sensitivity Medium ¥ |ds
Drefault Whitelist MHone ¥
HTTF YWhitelist Llse Default
Families *| Wetwark
Enter Search Text

Metwork

v ~ actor Mame

Host Unreachahle

ICMP Fragment

IP Fragment Flood

IF Cption Frames

|IPvE Extended Header Frames

IPvE extension headertoo large

IPvE Fragment Flood

IPvE hop count == =tunahle=

MHon TGP Connection

Cption Present With llegal Lenath

* Navigate to DoS Configuration >> Device Protection.

L

OME

State

hanage Address Lists

SIP

HTTP

Add Filter

L1
L1

State Threshold Mode
Disabled
Disabled
Disabled
Disabled
Dizahled
Disabled
Disabled
Disahled
Disabled
Disabled
Disabled
Disabled

Disahled

Under Log Publisher select “local-db-

publisher” from the drop down. Select Commit Changes to System. This publishes our logs to

the appropriate location for analysis.

You will now launch the attacks and show the behavior

» Open the following tabs in the DHD Ul (Duplicate Tabs to make it easier):

* DoS Configuration >> DoS Overview >> Filter Type >> Try Both DoS Attack and Device Dos

+ Visibility >> Dashboard change Dashboard to Real Time which is centered on the timeline.

+ Visibility >> Event Logs >> DoS >> Network >> Events
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» Access the Attacker shell and run the following commands/attack (if already in the folder just issue
the command)

# sudo su
# cd ~/scripts
# ./multivector.sh

Note: Ignore the “sudo: unable to resolve host” error.

+ Click Refresh on the DoS Overview page. Look at and explore both DoS Attack and Device Dos
filters to refine your results.

Do% Configuration » DoS Cwverview (non HTTP)

_'\.'I DoS Configuration -~ Do non-HTTRY | Device Protection | Protected Ohjects | Protecti

b}

DS Owerview (non HTTF

View Filter
Devite Protection Filter Type Do Atack ¥
Frotected Objects
Auto Refresh Dizabled ¥ || Refrezh
Frotection Profiles
Wihitelist
_ Enter vectar Mame T
Signatures
. ) Frotection Profile | Wector = State = | Family = | Learning = | Context
Eviction Policy
dos-device-config [ChIFPw flood Mitigate GLearning Device
Do%S Setup . . .
= dos-device-confiy TCF bad ACKE flood  Mitingate  REESSRS .Ready Device

(== Network

[

l_'j Visibility

[{ %] System
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Main I Help I Ahout

\-..:/J DoS Configuration

DS Owerview (non HTTR

DoS Configuration »» DoS Cwerview (non HTTP)

1] ¥+ ~ DoS Overview (hon-HTTF) | Device Protection | Protected Objects | Protectio

View Filter
Device Protection Filter Type Device Dos
Frotected Ohjects
Auto Refresh Disabled ¥ | Refresh |
Frotection Profiles
Wihitelist
. Enter Vector Mame T|
Signatures
Vector = State = | Family = | Lear
Eviction Policy v
ARF flood Mitigate EEETS
fljJ DoS Setup Bad ICMP checksurm Mitigate [
% Network Bad ICMP frame Mitigate  |EEE G
Bad IGMP frame Mitigate QS
f v-ri Visihility
Bad I Option Mitigate  EECEIES
1) system Bad IP TTL value mitigate ([
Bad IP version QUUSEICRY Metvork
Bad IPvE hop count Mitinate  WEEST
Bad IPvG versian Mitigate  [EEEIE
Bad SCTF checksum Mitigate |EEE S
Bad TCF checksum Mitinate  WEEST
Bad TCF flags (all cleared) Mitinate  WEEST

Note: The screens show different info, why? Device Dos shows the status of all vectors for that profile and
the current status and rates. Use the last lesson to adjust thresholds of the current attacks to see different
results.

Hint: Manual thresholds under Dos Overview >> Filter Type >> Device DoS. Scroll down and see all the
vectors and rates. Adjust if you desire.

» Change the View Filter and see how you get different Views of some of the same data in a different
context.

« Make sure you adjust the filter to Protected Object and select ServerNet. This will show the status
of the protected object, not the device level protection.
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» Navigate to Visibility >> Dashboard. Explore the amount of rich data returned. Hover over the
attacks. Scroll down and see what information is supplied.
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s . Dashboard Event Logs I:Ir-_-l:uug

Real Time ~ Wednesday Jul 11, 11:42:00 Al - 12:43:26 P Real Time: OM 10 se . £ Refresh
] 11350 1200 P
Ittack Ouration
n
-
=)
m
g
g
(=]
g
=]
11:44 1140 11845 1200 Phd 1204 12:10
Critizal Il Higt
Ittacks
The cument Atacks are displayed and are only affected by the foll
# of Atacks a # of Atacks per Protocol a = Atack |0 | - Severity | = iotor
|+ 3205806... Critical TCP 5 M flood
l#" 2882400... High IChPw flood
. I 1 2 3 4 §
High l+" 417815266 hdoderate  TCP bad ACE fl
HTTP
Miaderate _ ONE L 442177419 hhoderate  TCP SYN Overs
sIP
L+ 1972515, Moderate TCP Push Flood
Low Network I [ ]
Virtual Servers
The cument “irtual Servers act
# of ‘rtual Servers a tirtual Servers Heatth a “lrtual Senver = Ganver Lat
L+" Davice ]
Critical 1]
L fCommondSerrer 1]

Unhealthy
hoderate

Gind

1] 1 2 3 4 &

Laten oy
Connection s

Throughput

l#" iCommons/L7_Behavioral_2 0
| #CommaensL7?_Behavioral 1]

l#" fCommonsServertat 1]
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» Notice under Attack Duration the red heart symbol. Signifies an ongoing attack. If you don’t see it.
Use Ctrl - to shrink your screen view. Or use the arrow at the top to expand.

Note: Why is there no data in the Virtual Server Section?

Hint: We only have Device Protection and the Server Network /24 protection set. We will see VS when we
configure the next exercise.

* Navigate to Visibility >> Event Logs >> DoS >> Network >> Events

Visthility »» Bwvent Logs : DoS : Hetwork : Events

£ - Metwork

-

oS

~ | Bot Defense

-

r
*

Last Hour ¥ ||Search) Custom Search...

= Time = DoS mMode | = DS Source

2018-07-11 12:41:57 Enfarced Yalumetric, Agaregated across all SrelP's, YE-Specific al
2018-07-11 12:41:47 Enforced YVolumetric, Agoregated across all SrclP's, VS-Specific a
2018-07-11 12:41:47 Enforced YVolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:47 Enforced Yolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:47 Enforced Yolumetric, Agaregated across all SrclP's, Device-wiide ;
2018-07-11 12:41:47 Enforced Yvolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:57 Enfarced Yalumetric, Agaredgated across all SrelP's, VWS-Specific af
2018-07-11 12:41:57 Enforced Yaolumetric, Agaregated across all SrclP's, Y5-Specific af
2018-07-11 12:41:57 Enfarced Yalumetric, Agaredgated across all SrclP's, Device-wide -
2018-07-11 12:41:47 Enforced YVolumetric, Agoregated across all SrclP's, VS-Specific a
2018-07-11 12:41:47 Enforced YVolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:47 Enforced Yolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:47 Enforced Yolumetric, Agaregated across all SrclP's, Device-wiide ;
2018-07-11 12:41:47 Enforced Yvolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:57 Enfarced Yalumetric, Agaredgated across all SrelP's, VWS-Specific af
2018-07-11 12:41:57 Enforced Yaolumetric, Agaregated across all SrclP's, Y5-Specific af
2018-07-11 12:41:57 Enfarced Yalumetric, Agaredgated across all SrclP's, Device-wide -
2018-07-11 12:41:47 Enforced YVolumetric, Agoregated across all SrclP's, VS-Specific a
2018-07-11 12:41:47 Enforced YVolumetric, Aggregated across all SrclP's, WS-Specific al
2018-07-11 12:41:47 Enforced Yolumetric, Aggregated across all SrclP's, WS-Specific al

- Further explore the DoS Event logs. For example, clear the search and identify the “Stop” and “Start”
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times for an attack, type, action, PPS and Dropped Packets etc.
+ Clean-up: On the Attacker CLI, if the attack is still running be certain to end it with Ctrl-C.
+ Clean-up: After stopping the attack, delete the ServerNet Protected Object.

7.3.3 Lab 3 — Using Auto Thresholding

This exercise will simulate a newly configured Protected Object where the Security Administrator is unsure
what values to assign to a few common vectors. Note that auto-thresholding is useful at both the Device
and Protected Object levels.

Note: This demo may place significant stress on the demo environment. This may make the DHD Ul
less responsive. This is unavoidable since for auto-thresholding to block, the attack must be damaging
enough to cause stress, which will push the CPU on the Virtual Environment very high. Remember that
this is a virtual environment with minimal resources for lab under high stress and that the Hybrid Defender
appliances mitigate these attacks in dedicated hardware.

Task 1 — Create Protected Objects that the baseline traffic will be targeting

The DHD device wide protection is enforced for all traffic flowing through the device. For more granular
control, we use Protected Objects and configure mitigation settings for those objects to be enforced.

In this task you will configure object-level DoS protection, and then issue an attack and review the results.

+ In the BIG-IP Configuration Utility, open the DoS Configuration >> Protected Objects page and in
the Protected Objects section click the Create dropdown and select Protected Object

1 ¥y -~ | Dos Cwerdew (hon-HTTRY | Device Protection | Protected Objects | Protecti

v | DoS Configuration
L

DS Cwerviesy (non HTTF

Type Add Filter
Device Protection Filter Protected Ohjects T

L1

Frotected Ohjects

Protection Profiles
| |~ Mame Type Auto Threshald Dyhamic Signatures Aftack Status

Whitelist
ells Mo records to display

Si
onatures Delele
L

Eviction Palicy

ek

=) Do%S Setup

=] Network

ﬁ—j Visibility

+ Configure the Protected Object using the following information, and then click Create.
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Name Server15
Destination Address | 10.1.20.15
Port *All Ports
Protocol TCP
Protection Profile: dos

Eviction Policy: Blank
VLAN(s): defaultVLAN
Logging Profiles: local-dos

» Click Save

+ This Protected Object will be used for the Auto-Thresholding lab.

Task 2 — Run Scripts to start L4 traffic generation — Good Traffic

» Putty SSH (use the desktop shortcut) to open a shell to the good client system.

Accept the SSH Warning.

» Enter “ubuntu” as the user. The session is preconfigured to authenticate with a certificate.
This script will generate baseline traffic against both 10.1.20.14 and 10.1.20.15 (Your Protected Ob-

ject)

« Start the auto-threshold base-lining script with:

# sudo su
# cd ~/scripts
# ./baseline_14.sh

+ In the Hybrid Defender Ul, in Dos Configuration >> Device Protection, Click in the AutoThreshold

Section Start Relearning

209




| ONLINE {ACTIVE)
I Standalone

H H DoS Configuration »» Device Protection

@ DoS Configuration 1] ¥ ~ | DoS Overview (non-HTTF) | Device Protection | Protected Objects | Protectio

D03 Overview (non HTTF)

Deavice Protection Properties

Log Publisher | None v |
Protected Objects
Protection Profiles Threshold Sensitivity
Whitelist Eviction Policy | default-eviction-policy v |
Signatures AutoThreshold

Relearn | Start Relearning |

Eviction Policy

Dynamic Signatures

¥ DoS Setup Felearn | Start Relearning |

Learning Phase End Time
E2) Network
- Whitelists
fe— Visibility
Fa— State Add Filter
ystem Enter Search Text T — =
Metwork
DNS
SIp

In the Hybrid Defender Web Ul, Navigate to Dos Configuration >> Protection Profiles Select the dos pro-
file and Click the Network box. We will enable auto-thresholding for the following vectors: ICMPv4 Flood,
TCP SYN Flood, TCP Push Flood, TCP RST Flood, TCP SYN ACK Flood. If not set to Fully Automatic
select each vector and clicking the Set Threshold Mode drop down and selecting Fully Automatic. When
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all vectors are configured, Go back to the top and Select Commit Changes to System.

* In the Hybrid Defender Web Ul, view the Auto Threshold event log by navigating to Visibility >> Event
Logs >> DoS >> Network >> Auto Threshold.

Visihility »» Event Logs : Do% : Hetwork : Auto Threshold

I\J DoS Configuration 1] - | Metwork ~*  [DoS ~ | Bot Defense = | Logging
Ay

L:_]J DoS Setup ;

Last Hour ¥ ||Search| Custom Sear

Network < Time
2018-06-07 16:48:38

e Visihility 2018-06-07 16:48:38
Dashboard 2018-06-07 16:48:38
Analysis 20M18-06-07 16:48:38
Event Logs 2018-06-07 16:48:38
Crebun

System

Note: The system is updating the detection thresholds. With auto-thresholding, the system adjusts the
detection thresholds based on observed traffic patterns.

However, mitigation rate limits are always dynamic based on detected system or protected object stress. If
anomalous levels of traffic are running, but there is no stress, the Hybrid Defender will generate alerts but
will not block traffic. Under stress, the rate limits are automatically created and adjusted dynamically.

* In the Hybrid Defender Ul, navigate to Dos Configuration >> Dos Overview, view in Dos Attack or
Device Dos, the device sees no attacks.

Task 3 — Create Stress to trigger Auto Thresholding and view Reports

» Let’s create some stress with a Flood attack. In the Attacker CLI start the auto-threshold flood:

# sudo su
# cd ~/scripts
# ./autot_flood.sh

This is a long duration attack. You can terminate it with Ctrl+C when finished.
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« In the Hybrid Defender Web Ul, view the Dos Configuration >> DoS Overview. Note that the ICMP
Flood attack is being mitigated and the rate limit thresholds for each of the auto-threshold vectors
have been adjusted based on stress, including vectors that are not detecting or blocking an attack.

DoS Configuration :» DoS Overview (non HTTP)

g ~  DoS Overdiew (hon-HTTR) | Device Protection | Protected Objects | Protection Profiles | Whitelist Signatur

fiew Filter

Filter Type DoS Attack r

Alto Refresh Disabled T | Refresh

Entervector Marme T | | Attack Status

Frotection Profile | Wector = State = | Family = | Learning = | Context = Elﬁggregate = IE Bad Actor = Elﬁttacked

dos-device-config [ChiPvwd flood Mitigate BREEHRS QLearning Device Detected O MHone gNnne

» Select the filter type to Protected Object and then Select the Virtual Server Server15 and view how
various thresholds are dynamically adjusted based on the stress. But all the blocking is still being
handled by the device-dos.

» Terminate the attack in the Attacker CLI with Ctrl+C.

« After the attack has ended, in the Hybrid Defender Web Ul, navigate to the DoS Visibility page. Click
the Network filter. Under Vectors, select ICMPv4 Flood. View the various details.

Attention: If you want to run other attacks and see the Ul and logging, adjust settings so you can
mitigate attacks. Please do so. This will also be done in the Advanced Class.

« Clean-up: On the Attacker CLI, if the attack is still running be certain to end it with Ctrl-C.
» Clean-up: After stopping the attack, clear the learning on the Hybrid Defender CLI with:

# tmsh run security dos device-config auto-threshold-relearn
# tmsh run security dos virtual name Serverl5 auto-threshold-relearn

« Clean-up: Stop the baseline traffic generation from the good-client if still running using CTRL+C

7.3.4 Lab 4 — Configuring L7 Attack Protection

In this exercise we will use a protected object and enforce mitigation for low and slow/encrypted layer 7
attacks.
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Note: We will first launch attacks with no protection to see the results. Then enable protection and compare
the results.

Task 1 — Use Firefox to access Website and use Attacker to bring it down.

Open the following in separate tabs in the Hybrid Defender Web Ul:

DoS Configuration >> Dos Overview

Visibility >> Event Logs >> DoS >> Application Events

» From a the Firefox browser on the jumphost go to https://10.1.20.11. Ignore SSL warning and Add
Exception.

Note: This bypasses the Hybrid Defender and accesses the server directly, showing the availability and/or
performance of the site directly.

Click around a few links. This is the site we will launch an attack against and mitigate.

+ Verify that the configuration is providing no L7 protections by taking the server offline with a slowloris
attack.

Note: Apache will try to clean up the slow flows, but they will do so inefficiently and the server is impacted
(which will show as an outage, missing objects and/or slower responsiveness).

* Run the slowloris attack from the Attacker CLlI:

# cd ~/scripts
# ./slowloris.sh

* The tool will rapidly show the site offline (10-15 seconds, with trivial traffic load)

» Refresh https://10.1.20.11 to show the effects of the attack. Click links on the page.

Note: Since we are running locally from the Win7 system in a virtualized environment, you may be able
to access the site, however it will be slower and often the GIFs will not load. An Internet user would not be
able to “fight through” the attack to get to the server as often as a system on the local LAN.

» Stop the slowloris attack by using CTRL+C.

Start a more effective Slow Read attack.

Note: This attack is harder for DoS mitigation tools to mitigate and can be very effective even with a tiny
number of concurrent connections trickling in very slowly to the server to fly below the radar of network
detections. In our example we will open 10 connections per second and read the response data at 1 byte /
sec. The attack would be effective even at 1 cps, it would just take a bit longer to build up the connections.

* From the Attacker CLI/shell start the slowread attack:

# cd ~/scripts
# ./slowread.sh
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https://10.1.20.11
https://10.1.20.11

As soon as the site is down (service available: NO) in the Attacker CLI, refresh https://10.1.20.11 to show
that it is down/slow/intermittent.

+ In the DDoS Hybrid Defender GUI access the tabs you opened previously and notice no attacks were
detected.

+ Stop the slowread attack by using CTRL+C.

Task 2 — Create Protection Profile for Dos https Object
+ In the BIG-IP Configuration Utility, open the DoS Configuration >> Protection Profiles page and
click the Create button.
» Name the profile dos_HTTPS and select the HTTP Families Vectors.
Change the settings depicted in the image below.
* Hover in the HTTP box and Click in the “"White Space™
* Click “Per Source IP requests”
* Click the HTTP Group Configuration Link. On the Right Side.
» Under Behavioral and Stress Based Attributes, Set the Operation Mode to Blocking
+ Leave Threshold Mode in Manual.
» Under Behavioral Based, Set the Mitigation to Standard Mitigation
» Ensure Signature Detection is Selected.
» Under Mitigation select Request Blocking “Rate Limit”

+ Commit Changes to System
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https://10.1.20.11

DoS Configuration »» Protection Profiles »» dos_HTTPS

(mon-HTTP) | Device Protection | Protected Ok z 3 iz Signatures Ewictio

dos_HTTPS ~
General Properties

Description

Threshald Sensitivity Medium ¥ |k

Detault Whitelist Mone ¥ | Manage Address Lists

HTTP Whitelist Lze Default v

Familiez Metwark DS 5P HTTP

State Al Fitter
Enter Search Text T — % z
HTTP
Evaluated
< Sector Mame = Sub-Family (COp. Mocde)
Behavioral Bad Actar Behaviaral and Stress Bazed (Blocking)
Per Source IP Reguests Behaviaral and Stress Bazed (Blocking)
Per Device ID Requests Behaviaral and Stress Based (Blocking)
Per Geolocation Reqguests Behavioral and Stress Based (Blocking)
Per URL Requests Behaviaral and Stress Bazed (Blocking)
Site Wide Requests Behaviaral and Stress Bazed (Blocking)
Per Source IP Reguests TP Based (O1f)
Per Device ID Requests TPS Based (Off)
Per Geolocation Reguests TP= Bazed (O1f)
TPS Bazed (Off)
TPS Bazed (O]

Task 3 — Modify Default Eviction Policy

Important: When making a Slow-Read attack, a client establishes a connection to the Server and sends
an appropriate HTTP request, However, the client reads the response at a very slow speed. Some Slow-
Read attack clients don’t read the response at all for long time and then starts reading data one byte at a
time just before the idle connection timeout. The clients sends a Zero window to the server which makes the
Server to assume that the client is busy reading the data. As a result, the server to keeps the connection
opened for long period of time. Such multiple connections to the Server will consume the resources of the
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server and can make the server unresponsive to the new and genuine requests.

In order to mitigate such an attack we need to make adjustments to the default-eviction-policy.
» Navigate to Dos Configuration >> Eviction Policy and Click on the default-eviction-policy.

« Under “Slow Flow Monitoring” choose “enable” and change the value to 1024.

Under the “Grace Period” change the default value to 5 Seconds.

Under “Slow Flow Throttling” change the value to “absolute” and 50 connections as the value.
Click Update when finished.

Sy=tem » Configuration : Local Traffic : Eviction Policy List :: default-eviction-policy

Properties Applied to Domains

General Properties

Mame default-eviction-palicy
Description | |
Partition § Path Cammaon
Configuration
High water Mark: | g5 g
Trigger
Lowy Water Mark: | g5 kS
Slowy Flovy Monitaring Erabled... ¥ || 1024 BytesiSecond
Grace Period 5 Seconds
Slowy Flavey Thratting Ahsolute... ¥ || 50 connections at most that are allowed to be slow
Selected Available
Bias Idle - Bias Bytes -
Bigs Oldest Biaz Fast
Biaz Slavwy
Strategi £
el Low Priority Route Domains
== | |Lowe Priority Yirtual Servers
Low Priarity Courtries
b Lowe Priarity Partz and Pratocals ™

Updste || Clong || Delete |

What we are doing here is setting up the policy to recognize and then evict slow flows through the DDoS
Hybrid Defender.
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Task 3 — Create Protected Object

* In the BIG-IP Configuration Utility, open the DoS Configuration >> Protected Objects page and in
the Protected Objects section click the Create dropdown and select Protected Object.

erview (non-HTTPY | Device Protection | Protected Ohjects | Protectis

(! 4 105 0
| & DoS Configuration _| P ~ | D05 C

DS Owerviesy (non HTTF)

Type Add Filter
Cievice Protection Filter Protected Ohjects T

L1

Frotected Ohjects

Frotection Profiles
| A [ arme | = Type | = Auto Threshold | = Dynamic Signatures | = Attack Status

Whitelist

Mo records to display

Signatures

| Delete

Eviction Policy

7| DoS Setup

b=

» Configure a protected object using the following information, and then click Save.

Name: Server HTTPS
Destination Address: | 10.1.20.11

Service Port: 443

Protocol: TCP

Service Profile: http

Protection Profile: dos HTTPS

Eviction Policy: default-eviction-policy
VLAN(s): default_VLAN
Logging Profile(s): local-dos

Task 4 — Configure Protection/Mitigation

Next we need to modify the VS we created to pass traffic.

« At the bottom of the Menu Click the “Show Advanced Menu™ >> Local Traffic >> Virtual Servers >>
Virtual Server List >> Select the Server HTTPS VS.

« Under “"Configuration™ Select Advanced

Ensure the following are Set:
SSL Profile (Client) to clientssl

SSL Profile (Server) to serverssl
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Source Address translation to none

Uncheck Address translation

Uncheck Port translation

Set Transparent Next Hop to the Internal Interface Bridge Member of the VLAN. If you have followed
along, it will be the interface associated with 1.2

« To figure out interface type “tmsh list net vlan” You want the next hop to be the internal interface.

+ Click Update
Next we need to modify the Virtual Server Address List Address

» At the bottom of the Menu Click the “Show Advanced Menu™ >> Local Traffic >> Virtual Servers >>
Virtual Address List >> Select the address 10.1.20.11

» Under Configuration disable/ uncheck ARP.
+ Click Update

Task 5 — Attack Website notice Mitigation/Protection

« From the Attacker CLI/shell start the slowread attack:

# cd ~/scripts
# ./slowread.sh

» From Firefox access the website and click around. You will notice although the website is being DoS’d
via slow read, the website remains available.

« If you look in the command window of the Attacker the tool even reports the site off-line, although the
site remains available.

* On the DHD CLI run the following command.

#tmctl —-w 200 virtual_server_stat —-s name,clientside.cur_conns,clientside.slow_conns,
—clientside.slow_killed, serverside.cur_conns, serverside.slow_conns, serverside.slow_
—killed

* Notice as the slow connections increase, the DDoS Hybrid Defender will start killing them.
+ Clean-up: On the Attacker CLI, if the attack is still running be certain to end it with Ctrl-C.
» Clean-up: After stopping the attack, delete the Server Protected Object.

7.3.5 Lab 5 — Configuring L7 Behavioral Attack Protection

In this exercise we will use a protected object and analyze how the DDoS Hybrid Defender reacts and
mitigates L7 attacks based on Behavioral Analysis.

Task 1 — Create Protection Profile for Dos Behavioral Object
+ In the BIG-IP Configuration Utility, open the DoS Configuration >> Protection Profiles page and
click the Create button.
» Name the profile dos_behavioral and select the “Network” and “HTTP Families”.

» Hover over the Network Box. Click the Pencil in the right corner.
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This places this profile into a behavioral based detection profile. No vectors are used in this demo.

Task 2 — Create Protected Object and Launch Attack

+ In the BIG-IP Configuration Utility, open the DoS Protection >> Quick Configuration page and in the Protected

+ Configure a protected object using the following information, and then click Save.

Ensure Dynamic Signature Enforcement is “enabled”.
Hover in the HTTP box and Click in the “"White Space™

Click “Per Source IP Requests” Under Behavioral and Stress Based.

Click the HTTP Group Configuration Link. On the Right Side.

Under Behavioral and Stress Based Attributes, Set the Operation Mode to Blocking

Leave Threshold Mode in Manual.

Under Behavioral Based, Set the Mitigation to Standard Mitigation

Ensure Signature Detection is Selected.
Commit Changes to System
Go back and click in HTTP again.

Select “Per Source IP Requests” Under Behavioral and Stress Based, Select Request Blocking (Near

the bottom, right).
Commit Changes to System

Create.

Name Auction
Destination Address | 10.1.20.101
Service Port 80

Protocol TCP
Service Profile: http

Protection Profile:

dos_behavioral

VLAN(s)

default_VLAN

Logging Profile(s)

local-dos
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DoS Configuration »» Protected Ohjects

7 ~ | D05 Qwerviews (non-HTTP) | Device Protection | Protected Objects | Protection Profiles | Whitelist

Signatures

Type Add Filter

| Filter Protected Objects 7|

L1
L1

| ~ Mame |¢ Type | = Auto Threshold | = Dynamic Sionatures | = Aftack Status |¢ Scrubber |¢ Current Bt (bps

[ Auction  Inline Cisabled () Unready (] Mone 0.0317

« Click in the whitespace of the Protected Object to get additional info that will be useful for detection
and mitigation.
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DoS Configuration »» Protected Objects

non-ATTR) | Device Protection | Protected ;| Protection Profiles | Whitelist

Type Add Fiter
| Fitter Protected Objects L - s +
|. Mame | & Type | & Auto Threshold | © Dynamic Signatures | © Attack Status | © Scrubber | © Current BV (Mbps) | & Max, BV (vibg
Auction  Inline Dizahled () Unready a Mone 0.0a Infinite
Auction Server Stress Destination Address: Destination Por
1012040 a0
ﬂ"ﬂ UD Source Address:
0.0.0.0m0

Description: Mo description provided

Attack |

Yector Fatmily Type Attack-IDr Attack Start Time Attack Status

Mo attacks fou

Bandwicdth {Last Hour) Packet Rate

& [ncoming(bps) & [ncominglpps)

Warning: Name needs to be exact or demo will fail.

» Next we need to modify the VS we created earlier to pass traffic.

« At the bottom of the Menu Click the “Show Advanced Menu”™ >> Local Traffic >> Virtual Servers >>
Virtual Server List >> Select the Auction Server.

« Under “"Configuration™ Select Advanced
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+ Ensure the following are Set:

» Source Address translation to none

» Uncheck Address translation

+ Uncheck Port translation

+ Set Transparent Next Hop to the Internal Interface Bridge Member of the VLAN.

« To figure out interface type “tmsh list net vlan” You want the next hop to be the internal interface.
* Click Update

* Next we need to adjust for ARP.

» Go to >> Local Traffic >> Virtual Servers >> Virtual Address List >> Select the Server 10.1.20.101
» Under Configuration Un-Select ARP.

* Click Update

» From the Good Client CLI, issue the following command.

#sudo su
# cd scripts
#./generate_clean_traffic_101.sh

Make sure you are receiving Status Code 200. If you are not receiving a 200, ask for assistance.

Note: This will need to run for approximately 10 minutes.

» From the DHD CLlI issue the following commands:

#/root/scripts/1l7bdos-reset.sh
#admd -s vs. | grep —-e learning -e health -e attack

You can use variations of the filters in grep if you are familiar.

» Monitor the window. When you see the following number go to 100, you will move on.
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info.at
Linfo. le: & d, 633, 4673, 100]

[o,
[0.48
1[0,

a.6

.info. le: i 11y . ; ; 4579, 100]
.S2ig.health:
Linfo.at

huctiond/

» The health of the Protected Object will be shown. In general, a healthy system will show a value
around .45. If the value is .5 consistently, then for some reason no learning is occurring and you should
check your configuration and verify that baselining traffic is hitting the protected object in question.

* If the system has detected and is mitigating and attack, or not. This will show in the output of
‘info.attack’ signal. The two numbers in brackets indicate if there is an attack (1 = yes, 0 = no) and if
the system is mitigating that attack (1 = yes, 0 = no).

» The output will also include the ‘info.learning’ signal, which includes 4 comma-separated values that
show the status of the admd behavioral dos learning:

vs./Common/Auction.sig.health:[0.46014]

vs./Common/Auction.info.attack:[0, 0]
vs./Common/Auction.info.learning:[78.3191, 633, 4570, 100]

 signal values: [baseline_learning_confidence, learned bins_count , good_table_size ,
good_table_confidence]
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baseline learning_confidence in % - How confident the system is in the baseline learning.
— This should be between 80% - 90%

learned_bins_count - number of learned bins
— This should be > 0
good_table_size - number of learned requests
— This should be > 4000
good_table_confidence - how confident, as a percentage, the system is in the good table.

— It must be 100% for behavioral signatures.

From the Attacker CLI issue the following command:

~/scripts/http_flood_101.sh

» Choose option 1, “Attack Auction”
* You will see the attack start in the DDoS Hybrid Defender SSH window:

s bma e s b
R
-

L=
e
—

.S1ig. hes

h
e
—

Linfo.a
.h

Linfo.
.h

L=
e
—

m

A

= e
1]

]

nctl1on+

+ In addition you will see the good client start returning a status of 000 as it is unresponsive. It no longer
returns a Status 200. Until the DHD starts mitigation.
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@ root@xjurnpboe ~ E@

ommon/Auction. info -2 v=

non .001
0oo
oan
0oo

e

e

* You will see the DDoS Hybrid Defender issue a reset when it mitigates the attack.

225



Total of 2925 requests completed
Test aborted after 10 failures

apr socket conhect(]: CoOnnection reset
Total of 2298 requests completed

Test aborted after 10 failures

apr socket conhect(]: CoOnnection reset
Total of 4646 requests completed

Test aborted after 10 failures

apr socket conhect(]: CoOnnection reset
Total of 10771 requests completed

Test aborted after 10 failures

apr socket conhect(]: CoOnnection reset
Total of 9413 requests completed

Test aborted after 10 failures

apr socket conhect(]: CoOnnection reset
Total of 7117 requests completed

0

rootfittacker : S home/ ubuntu/ scripts#

SJerver Joftware:
SJerver Hosthname:
Jerver Port:

Apache/1.3.26
10.1.20.101
a0

£
Variable

Document FPath:
Document Length:

Concurrency Lewvel:
Time taken for tests:
Complete requests:
Failed redquests:
[Connect: 0, REeceiwve:
Keep-Ailive redquests:
Total transferred:
HTHL transferred:
Fequests per second:
Time per redquest:
Time per redquest:
Transfer rate:

+ Explore Dos Configuration >> Protected Objects. Click on the “Attack Status” to expand.

100

59.426 seconds
38565
TTO07L
38523,
]
953610 hvtes

937062 hvtes

645 .96 [#/3ec] (mean)
154.093 [m=] [(mean)
1.541 [ms] (mean,
15.687 [Fhytesizec] received

Length: 0, Exceptions: 35548)

across all concurrent requests)



Main I“I ! DoS Configuration :» Protected Objects

g DoS Configuration 1] . I Das Overview (non-HTTFY | Device Protection | Protected Objects | Protection
DS Owerview {non HTTF) .
Type Add Filter
Diewice Protection | Filter Protected Ohjects T| =

Frotected Ohjects

Protection Profiles
| ~ Mame | = Type | = Auto Threshold | = Dynamic Sionatures | + Attack Statu

Whitelist ) )
| Auction Inline Disabled . Fully Ready 0
Signatures
Eviction Policy
: Auction Server Stress Destinatic
j DoS Setup 45/100 10.1.20.11
Source A
=) Network 0.0.0.040
ﬂ Visibility Description: Mo description provided
E] System
Veactar Farmily
HTTF Behaviaral Anomalous Bad Actors HTTF Behaviora

Bandwidth (Last Hour)

® [ncominghps)

~ [

* Let this run for 2 minutes. Stop the attack by pressing “Enter” a couple of times in the Attacker
window the choosing option “3” to stop the “Attack”
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Note: The DDoS Hybrid Defender does not record the end of the attack right away, it is very conservative,
therefore you may have to wait 5 minutes to see the results.

* Look at the Event Logs.

Visibility »» Event Logs : DoS : Application Events

g Metwiork

~ | [DoS

-

Baot Defense -

Logging Profiles

i | Last Hout ¥ @Cusmm search...

= Time = Virtual Server +| |+ Profile Mame = Ewvent = Detection Mode =
2018-07-1316:03:31 ICommonfAuction L nZommonfdos_behavioral Attack started Behavioral detection Trat
2018-07-13145:94:37 IZommonfAuction Ll ICommonidos_hehavioral Attack ended Behavioral detection Trat
2018-07-13145:48:19 IZommonfAuction L ICommonidos_hehavioral Attack started Behavioral detection Trat
2018-07-1315:40:44 IZommonfAuction L ICommonidos_hehavioral Attack ended Behavioral detection Trat
2018-07-13145:33:42 IZommonfAuction L ICommonidos_hehavioral Attack started Behavioral detection Trat

» Look at the Signature created. Advanced Menu >> Security >> Dos Protection >> signatures
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Security »» DoS Protection : Signatures

1] i - D05 Overdew (non-HTTP) | Protection Profiles | Device Protection | Protected

ﬁ Local Traffic
% Device Management

'_ Shared Objects

j Security

e ey
Metwark Firewall
DoS Protection
Event Logs
Reparting
Security Updates
Debug

Qptions
% Network

E System

2 Refresh Disahled «

Farmily Attack Staty
Enter Mame, Alias or Attack (D T| -
Dwnamic
« Mame = Family | & Deployment St
[ HTTPSigl47652625948445502308534081 Mitigate

| Delete || Make Persistent || Set Deployment State - || Set Threshold Mode =

Persistent

* This concludes the DHD Hands on Labs.
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Introduction to L7 Behavioral DoS

F5’s Application Security Manager, Advanced Web Application Firewall, and DDoS Hybrid Defender prod-
ucts all include advanced functionality for defending L7DoS attacks. In this self-paced lab, attendees will
have an opportunity to explore L7 Behavioral DoS (BaDOS), leverage BaDOS to mitigate various L7DoS
attacks, and examine the built-in reporting and monitoring functions provided by Advanced Web Application
Firewall. At the conclusion of the lab, the attendee will have comfort in the basics of BaDOS, how the feature
is deployed, and the types of attacks it can be used to mitigate.

Expected time to complete: 45-60 minutes

8.1 Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab will be performed exclusively from the Linux Workstation jumphost. No installation
or interaction with your local system is required.
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8.1.1 Lab Topology

Kali Workstation
(Penetration/DoS Testing)
User: root Password:
eth0 10.1.10.60
(NO OUTBOUND CONNECTIVITY)

Ravello vLab Diagram v4.0
(Last Update: 19SEP16)

fSDEMOsdu

Client Workstation
eth0 10.1.1.51
eth110.1.10.51
GW10.1.10.1

bigipAl
mgmt  10.1.1.245
1.1 10.1.10.245 (241)
1.2 10.1.20.245 (241)
.2 192.168.20.245
Gw 10.1.10.2

FQDN: bigip.fSdemo.com

Username: admin Password: admin

[ e | Floating IPs.
1.1 10.1.10.240(242) VLAN: External
1.2 10.1.20.240(242) VLAN: Internal

NAT/Default GW
10.1.10.1
bigipaA2
mgmt 10.1.1.246
1f11 10.1.10.246 (242)
1f1.2 10.1.20.246 (242)
1713 192.168.20.246
GwW 10.1.10.2

FODN: bigip2.fSdemo.com
Username: admin Password: admin

( #)
PhPAuction (webau te
Password default
Etho 10.1.1.150
Eth2 10.1.20.150
ew 10.1.20.240
Password default GW 10.1.20240
LAMP 4.0 Eth010.1.1.252 Eth2 10.1.20.252
Eth110.1.10.252 (Disabled) Eth3 DHCP (Disabled)
LDAP DNS (also see Reserved virtual Ips) Apache RADIUS
10.1.20.252:1389 or 389 N— 10.1.20.252:1812
10.1.20.252:53 server1.fSdemo.com 10.1.20.11:80,443,8081 _
REORE - server2 f5demo.com 10.1.20.12:80,443,8081 Slienes:
o dojo.fSdemo.com. 10.1.10.50 server3.fsdemo.com 10.1.20.13:80,443, 8081 o
ol idp1.fSdemo.com. 10.1.10.100 server4.fsdemo.com 10.1.20.14:80,443,8081 e
appl.fSdemo.com. 10.1.10.101 serverS.fsdemo.com ,443,8081 i
remoteuser fsnetworks (for clients)
Sroals app2.f5demo.com. 10.1.10.102 testingias (fordel st
! idp2.f5demo.com. 10.1.10.103 Hackables e
Fmployces idp3.fSdemo.com. 10.1.10.104 dvwa.fsdemo.com 10.1.20.17 admin/password et
user.0—user10 | o) f5demo.com. 1012011 peruggia.f5demo.com 10.1.20.18 admin/password user0/password
S iser serverl fSdemo.com.  10.1.20.11 wackopicko.f5demo.com 10.1.20.19 admin/admin userd/passwiord
R server2 fsdemo.com.  10.1.20.12 hackazon.f5demo.com 10.1.20.20/admin admin/admin
SEETEUSRTR0 | ) fdeekom. 1019643 Hackazone DB root/default
remoteuser Other
S server4.fsdemo.com. 10.1.20.14 Eies S5
¥ serverS5.f5demo.com. 10.1.20.15 FPS ek
wero app3.f5demo.com. 10.1.20.16 websafe.fSdemo.com 10.1.20.50 or 10.1.1.252 user/12345678 10.1.20.252
userab dvwa.fSdemo.com. 10.1.20.17 DemoTools http://10.1.1.252 /demotocols.php 5 orroot / default
b on peruggia.fsdemo.com.  10.1.20.18 )
user.30 wackopicko.fSdemo.com. 10.1.20.19 Senm:e_s SYSLOG port 514
R T hackazone .fSdemo.com. 10.1.20.20 Webmin localhost:10000 . root/default NTP port 123
websafe.fSdemo.com. 10.1.20.50 Splunk Web Interface 10.1.1.252:8000 admin/default
passwor] auction. fSdemo.com. 10.1.20.150 Splunk Logging Port 10.1.20.252/5514 (configured) TinyCA cert.f5demo.com
lamp.fSdemo.com. 10.1.20.252 Simple SAMLPHP localhost/simplesaml/ pwd: fSnetworks
Idap.f5demo.com. 10.1.20.252 OpenAM localhost:8080/openam
lamp2.fSdemo.com. 10.1.20.252 sert.f5demo.com server1.fsdemo.com Splunk (Xubntu) http://localhost:8000
/CaPolicy/ admin / default
/CaRevocation/
/Policy/ VNC 10.1.1.252:5900
/Revocation/ password: default

8.1.2 Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:
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Component VLAN/IP Address(es) Credentials
bigip01 i i
'9ip0 - Management: 10.1.1.245 admin/admin
* Internal: 10.1.20.245
» External: 10.1.10.245
bigip02 i i
9P - Management: 10.1.1.246 admin/admin
* Internal: 10.1.20.246
« External: 10.1.10.246
Ubuntu Linux f5student/£5DEMOs4u
Workstation » eth0: 10.1.1.51
» eth1: 10.1.10.51
Kali Lin Work- t/£5DEMOs 4
station - eth0: 10.1.10.60 £oo sty

8.1.3 Accessing Lab Environment

Please follow the instructions below to access the lab environment.

1. Open a browser and go to http://training.f5agililty.com/
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http://training.f5agililty.com/

AGlLl-D/ Attend Learn Speakers Network Sponsors

WELCOME TO THE AGILITY 2018 LABS.

Enter your class number and your student number.

Class #: Student #: Submit

ABOUT F5 EDUCATION F5 SITES PREFERENCES CONNECT WITH US .

Corporate Training F5.com Sign Out W Twitter
Information Certification DevCentral Update Profile in Linkedin
Newsroom F5 University Support Portal Email Preferences f Facebook
Investor Relations Free Online Training Partner Central O YouTube

Careers F5 Labs dc DevCentral
Contact Information

Marketing Guidelines

© 2018 F5 Networks, Inc. All rights reserved | Policies | Privacy | Trademarks

2. Use the class number and student number included on the class survey to login to the training portal.
Once logged in:

(a) Look for the xubuntu-jumpbox-vxx. You will use the Xubuntu Jumpbox for all the labs. (see
below)
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BIG-1Q-v5.0-and-av4.5-170508

LAMP_4.0a1 bigip02-v12.1-v11.5.3-eval

GUI: admin:admin Console/ /RDP Logins
CL: root:default U: f5student P: fSDEMOsdu passwords
memt ip: 10.128.1.246 Usinstructor P: SDEMOsdu

bigip01-v12.1-v11.5.3-eval

Powered by Ravello Systems

(b) You can click on RDP to RDP to the Xubuntu Jumpbox, or you can select the CONSOLE link
and access the jumpbox via your browser. The CONSOLE link requires you turn off pop-up

blockers.

xbun-jumpbox-v13

Access via RDP
using the link or IP

CONSOLE Access the jumpbox
via your browser.

(requires pop-up)

MORE ~

Console/RDP Logins:
| U: f5student P: f5DEMOs4ul Login credentials
U: instructor P: f5DEMOs4u

8.2 Base Configuration and Traffic Baseline

In this module, we will configure the base DoS profile and Local Traffic Manager objects used in the remain-
ing modules. Additionally, you will generate traffic needed for Advanced Web Application Firewall Behavioral

DoS engine to build a learning baseline.
Objectives:
 Create DoS Profile
» Create Logging Profile and attach to virtual server
 Create iRule for inserting X-Forwarded-For headers and attach to virtual server
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» Generate good traffic to establish BaDOS baseline

* Verify BaDOS learning status

Attention: In this lab, you will configure a number of options to get the lab started. In modules 3 and 4
we will spend time examining the configuration options in more detail. For now, just configure the options
as outlined, and we will examine further in later modules.

8.2.1 Set up the DoS profile
In the section you will create a DoS profile with Behavioral Detection and Analysis enabled, and attach
the DoS profile to the virtual server.

1. Using Chromium Browser on the Xubuntu Jumpbox, open a tab to the GUI on bigip01 (https://10.1.1.
245).

2. Navigate to Security »> DoS Protection : DoS Profiles

3. Select Create. Name your profile hackazon_bados and select Finished. Open your hacka-
zon_bados DoS profile.

4. Select the Application Security tab from DoS Profile navigation bar.

Security »» DoS Protection : Do5 Profiles »» hackazon_bados

2 -~ | Properties Application Sec

Properties Snared Oojects
Name hackazon_bados | Filtter Shared Objects |
Partition Common | Address Lists {D} L] |

Description |
Threshold Sensitivity | [Medium |~ |

Whitelists
Default Whitelist | Address List
HTTP Whitelist [UseDefault

Update | Delete

5. Click General Settings, select Edit to the right of Application Security in the rightmost panel, and
check the Enable box.

This will activate the other sections of the DoS profile.
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https://10.1.1.245
https://10.1.1.245

Security » DoS Protection : Do5 Profiles
FLa.

» hackazon_bados

Properties Application Security

Application Security

Application Security »» General Settings Edit All
General Settings

Application Security Enable this setting to protect your Disabled
& oot Letense web application against DoS attacks.

Tip: At any point you can save your changes by hitting the Update button in the lower left-hand
corner

. Select the Bot Signatures section, then select the Edit link to the right of Bot Signature Check, and
check the Enabled box.

Select Edit next to Bot Signature Categories then change both the Malicious Categories and
Benign Categories to Report. This step is necessary because the tools used to generate baseline
and attack traffic in this lab will both be categorized as bots.
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# ~ | Properties

Security »» DoS Protection : Do5S Profiles » hackazon_bados

Application Security

Application Security

General Settings v

Proactive Bot Defense Off

Bot Signatures vy

Mokile Applications Off

TPS-based Detection v

Behavioral & Stress-based Detection O ff

Record Traffic Off

Application Security » Bot Signatures

This feature automatically detects well known bots according to their HTTP characteristics.
Walicious bots can be configured to be blocked, while benign bots can be configured to pass
through the anti-bot defense mechanisms.

Bot Signature Check

Bot Signature
Categories

When enabled, bot signatures are
checked. This allows wel-known
bots to be detected.

Specifies the action for each bot
signature category.

Edit All

Ena Close

This feature wil not be fully operational
since the DNS Resolver List is empty. To
add one, navigate to Network » DNS
Resclvers : DNS Resolver List.

Malicious Categories: | Report + Close
ICommon
DOS Tool Report ~

E-Wail l—
Collector Report |
Exploit Tool  |Report |~

Network ,—
Scanner Report
Spam Bot Report
Spyware Report | ~

ulnerability ’—
Scanner Report |
Web Spider |Report ~
Webserver ,—
Stress Tool Report |~

Benign Categories: [Report] ~

ICommon

Attention: The message in red below the Enabled box indicates a DNS Resolver has not been
set up. The DNS resolver is used to perform DNS reverse lookups as part of bot identity validation,
but is not relevant for this lab exercise.

Select TPS-base DoS Detection and change Operation Mode to Off.

Application Security

General Settings v
Proactive Bot Defense Off
Bot Signatures v
Mobile Applications Off
TPS-based Detection Off

Behavioral & Stress-based Detection Off

Application Security » TPS-based Do$ Detection

This section configures the detection of DoS attacks based on high volume of incoming

traffic.

Operation Mode

Thresholds Mode

Specifies how the system reacts
when it detects an attack.

Specifies what type of thresholds to
use.

Edit All
off v Close
Manual Edit
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8. Select Behavioral & Stress-based Detection and change Operation Mode to Blocking.
(a) Setthe Thresholds Mode to Automatic.

(b) Under Stress-based Detection and Mitigation edit By SourcelP and uncheck Request Block-
ing. Under By URL uncheck Heavy URL Protection and Request Blocking.

(c) Under Behavioral Detection and Mitigation check the Request signatures detection and set
the Mitigation to Standard. For now, please leave bad actors detection unchecked.

(d) Click Update in the lower left-hand corner. Collapse all the sections, and Behavioral & Stress-
based Detection should match the figure below.

Application Security » Behavioral & Stress-based (D)DoS Detection Edit All

This section configures the detection of DoS attacks based on server stress.
The system automatically detects an increase in server stress and mitigates DoS attacks

causing it.
Operation Mode specifies how the system reacts Blocking
when it detects an attack.
Thresholds Mode specifies what type of thresholds to Automatic
use.
Stress-based Detection By Source IP Mo mitigation
and Mitigation
By Device D Mo mitigation
By Geolocation Mo mitigation
By URL Mo mitigation
Site Wide Mo mitigation
Behavioral Detection By Bad Actors Behavior / Signatures  Bad Actors & Signatures: Standard
and Mitigation protection *
Prevention Duration Specifies the time spent in each Ezcalation Period: 120 seconds

mitigation step unti it iz stopped, and De-g=calation Period: 7200 seconds
the next one is started.

8.2.2 Create a DoS Logging Profile

Logging profiles are required to enable local and remote logging for Application DoS and Bot events. In
this lab, we will use local logging to review events. Below are the steps to configure the logging profile and
attach to your test virtual server.
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1. Go to Security »> Event Logs : Logging Profiles and click Create on right-hand side of the con-
figuration screen. Name your profile 17_dos_bot_logger then check the DoS Protection and Bot
Defense enable boxes.

2. From the DoS Protection tab enable the Local Publisher.
3. From the Bot Defense tab check ALL the boxes.
4. Click Finished.

» Create Hew Logging Profile...

Logging Profile Properties Cancel | | Finished
I Profile Mame | [7_dos_bot_logger

Dre=cription |

Application Security [1Enabiled

Protocol Security [ ]Enabled

Metwork Firewsall [ 1Enabiled

DoS Protection L] Enabled

Bot Defense L] Enabled

DoS Protection | Bot Defense

Request Log

Local Publisher [ Enabled

Remote Publisher none ~
Log llegal Reguests [ Enabled

Log Captcha Challenged 1 Enabled

Reguests

Log Challenged Reguests (1 Enabled

Log Bot Signature Matched A

Requests ==l Enabled

Log Legal Reguests -1 Enabled

Cancel | | Finished

8.2.3 Add the DoS profile to a virtual server
Below are the steps to associate this profile with the Local Traffic Manager virtual server processing the
application traffic in this lab.

1. Navigate to Local Traffic > Virtual Servers > Virtual Server List and select vs_hackazon_http.
Under the Security tab on the top bar select Policies.

2. Enable the DoS Protection Profile and select the hackazon_bados profile.
3. Add I7_dos_bot_logger to the Log Profile and Update

4. For purposes of this lab, Disable the Application Security Policy and remove asm_allrequests
from the Log Profile.
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Local Traffic -»

2 -

Froperthes

Policy Satlings
Destination
Servics

Service Pollcy

Wirlual Servers @ Virtual Server List

Applicabion Securtty Pollcy

vEs_hackazon

Resources Secamrihy =

10.1.1 02080
HTTF

Digakbled

| -

Flone

hig

Statistkcs

IF Intelligessce Disabled w

DosS Frotecton FProfile T | Profike; | nackazon_bados w

’ Anrailabie

Enabled..
Aunli- Fraud Profilas Disakbled

Enabled... =

Selectad
AT TR O - SCamman -
Lo Profils: I7_chos Enob koagoper o Loy Al reduests
Lo ibagal requeests
= asm_allrequashs
- oyl -re ok —
| Lip=faia

8.2.4 Create XFF-Mixed_ Attacker iRule

Because we do not have dozens of good and bad source IPs available for clients and attackers in this
environment, we simulate them by adding an iRule to the virtual server. The iRule adds a randomized
X-Forwarded-For (XFF) header to each request.

1. Navigate to Local Traffic »> iRules :

iRule List and select Create. Name a new iRule named
XFF_mixed_Attacker_Good_iRule. Copy and paste the iRule below.

when HTTP_REQUEST {
# Good traffic
if { [IP::addr [IP::client_addr] equals 10.1.10.52]1 } {
set xff 153.172.223.[expr int (rand()*100)]
HTTP: :header insert X-Forwarded-For Sxff

}

# Attack traffic

if { [IP::addr [IP::client_addr] equals 10.1.10.53] } {
set xff 132.173.99.[expr int (rand()=*25)]
HTTP::header insert X-Forwarded-For Sxff

}
}

Advanced Web Application Firewall/Application Security Manager will honor the X-Forwarded-For
header by enabling this in the http profile.

8.2.5 Create HTTP Profile to Accept X-Forwarded-For HTTP Header

1. Navigate to Local Traffic >> Profiles : Services : HTTP and click Create. Name the new http
profile xff_http, and click the rightmost checkbox in the row Accept XFF to enable a custom setting,
then click the checkbox to the immediate right of Accept XFF to enable processing of an inbound
X-Forwarded-For header.

2. Click Finished button at bottom of configuration page.

Tip:

Due to a large number of service profiles, occasionally part of the Services menu will get stuck
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under the browser menu. If that happens, click on Profiles on the side-bar, then click Services in the top
navigation bar to get to the HTTP profile.

8.2.6 Attach iRule and HTTP Profile to Local Traffic Manager Virtual Server

1. Navigate to the vs_hackazon_http virtual server. In the Properties tab, under Configuration sec-
tion, select xff_http for the HTTP Profile.

2. Click the Resources tab in the virtual server navigation bar, in the iRules section select the Manage
button, and move the XFF_mixed_Attacker_Good_iRule from the Available to the Enabled box.

3. Click Finished button at bottom of the Resource Management page.

8.2.7 Generate Traffic to Establish Baseline

Advanced Web Application Firewall's Behavioral DoS feature is based on learning and analyzing all traffic
to the web application, building baselines, and then idenitifying anamolies when server stress is detected.
As a result, in this lab, we need to generate normal traffic allowing Advanced Web Application Firewall to
build a baseline.

You will use the Xubuntu Jumpbox to generate legitimate traffic and bad traffic, eth1 has 10.1.10.51-55
configured and 10.1.10.52 will be the source-IP used for the good traffic script. The source IP will match
XFF_mixed_Attacker_Good_iRule created above, and an X-Forwarded-For header will be placed in the
HTTP request in the 153.172.223.0/24 IP address range.

In the home directory (/home/fSstudent) on the Xubuntu Jumpbox, you will find the two scripts used for this
lab:

» baseline_menu.sh - is used to create baseline traffic
+ AB_DOS.sh - is used to launch L7 DOS attacks

1. Start baseline traffic, using Xubuntu Jumpbox Terminal application, navigate to the home directory,
then type:

f5student@xjumpbox~$ ./baseline_menu.sh

— Select option 2 x*xalternatex* and keep it running in the window

Tip: This is your valid traffic, and the number of requests will change over time. The requests also
change as the script continuously alters the User-Agent header and the requested URI. Both values
are randomly taken from files in the “source” directory in the home directory.

2. Next, validate you are seeing the traffic, and Advanced Web Application Firewall is actively building
learning baselines. From a separate Terminal window type:

f5student@xjumpbox$~ ssh root@1l0.1.1.245

Then, run the following command:

[root@bigipo0l:Active:Standalone] config # admd -s vs./Common/vs_hackazon_
—http+/Common/hackazon_bados.info.learning

- /Common/vs_hackazon_http - is the name of the virtual server
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— /Common/hackazon_bados — 1is the name of the DoS profile.
**xIt may take several minutes for baseline numbers to be generatedx*x*

Screenshot of sample output below:

Tip: If your aren’t getting any output, or seeing no signs of accumulated signals, verify the
name of the virtual server and profile in the admd command are accurate.

1. baseline_learning_confidence:
+ Description: in % how confident the system is in the baseline learning.
* Desired Value: > 90%
2. learned_bins_count:
» Description: number of learned bins
* Desired Value: > 0
3. good_table_size:
» Description: number of learned requests
* Desired Value: > 2000
4. good_table_confidence:
» Description: how confident, as %, the system is in the good table

» Desired Value: Must be 100 for signatures

Note: It may take 5 or more minutes before you begin to get learned baseline numbers. Also,
the desired values are the minimum values we would like to see prior to triggering attacks as
part of this lab exercise. You can, however, move onto module 3 and 4 in this lab while baselines
are being established. Do not stop baseline traffic script

To see all of the values available and wide range of interesting statistics, enter the following
command from BIG-IP console:

admd -s vs./Common/vs_hackazon_http
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To view Advanced Web Application Firewall layer 7 DoS log, enter the following command from
BIG-IP console:

tail -f /var/log/dosl7/dosl7d.log

Note: The goal of this module is to explain DoS profile configuration options. The module does not contain
any exercises. If you are already familar with a the settings in an Application Security DoS profile you can
skip to module 4.

8.3 Application Security DoS Profiles

In this module, we will review the various settings and options that make up a layer 7 DoS profile. We
will not review each and every setting, leaving that exercise up to the reader, but instead will focus on
key settings which will most likely require attention during a production deployment. More detail on each
individual setting can be found by viewing the Help on left side of the BIG-IP Configuration Utility (GUI).

8.3.1 Review DoS Profile General Settings

Navigate to Security >> DoS Protection »> DoS Profiles and click the DoS profile hackazon_bados created
earlier for this module.

Settings in this screen are profile wide, and can affect all aspects of the dos configuration.
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Application Security

Application Security » General Settings

iRule that manages Do§ events in a
clstomized manner.

Single Page Application Enable this setting If your website Is a

Single Page Application.

General Settings v
_ v Application Security Enable this setting to pratect your Enabled ‘_ 0
Proactive Bot Defense 1\ ks web applcation against DoS attacks.
Bot Signatures v Heavy URL Protection Configure Heavy URL include fist, Automatic Detection: Enabled (Threshold: 1000 ms|
automatic detection, and exclude st Heavy URLS: Not configured
Maoile Applications off Ignored URLs: Not configured
TPS-based Detection v Geolocations Qverrides the DoS profile’s Not configured
Geolocation Detection Criteria ‘
— threshold settings by selecting @
Behavioral & Siress-based Detection Of countries from which to allow or block
traffic during a DoS attack.
Record Traffie Off
CAPTCHA Response Customize the CAPTCHA page users  First Response Type: Default
see during DoS events. Fallure Response Type: Default
Trigger iRule Enable this setting if you have an Enabled

Enabled 4-@

URL Patterns Configure URL patiens to be used.
Each URL pattem defines a set of
URLs which are Igically the same
URL with the varying part of the
pattem acting as a parameter.

Not configured

+—0

Example: /product™php

Traffic Serubbing Specifies whether to enable Traffic Disabled
Scrubbing during attacks by

advertising BGP routes. This requires
configuration of the Scrubber Profile,

and wil function even when the

Operation Mode Is set to

Transparanl.

RTBH Specifies whether to enable Remote  Disabled
Triggered Black Hole (RTBH) of
attacking IPs by advertising BGP
routes. This requires configuration of
the Blacklist Publisher, and will
function even when the Operation
Mode is set to Transparent.

Performance acceleration Configure TCP fastL4 profile to be Disabled

used as fast-path for acceleration

1. Application Security
This setting enables or disables the DoS profile.
2. Heavy URL Protection

Heavy URLs are application resources which may consume more backend resources with each
client request. Additionally, URLs which are not generally considered heavy may become heavy
under significant load or attack. As a result, low rate requests targeting these URLs can cause
significant DoS attacks, and be difficult to differentiate from legitimate requirements based on
rate alone. Advanced Web Application Firewall automatically detects heavy URLs by measuring
the latency tail ratio, which is the number of transactions whose latency is consistently greater
than the latency threshold defined in this configuration option. A URL is considered heavy if its
latency is more than two times the site global average over a 24 hour (default) period.

Edit Al

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit
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Heavy URL Protection Configure Heavy URL include fist, A URL is considered heavy ifits portion of transactions with latency above this threshold is higher than usual Close
automatic detection, and exclude list for this site. W e

Configure a list of Heavy URLS to protect, in addition to the automatically detected ones.

URL (Example: fguery.himl) [
Threshold {requests per sec)
Add

Delete

Configure a list of URLS which are excluded from being automatically detected as Heavy URLs (Wildcard

O supported).

| URL (Example: /product”)
Add

Delete

1. Checkbox, enables or disables, automatic detection of the heavy URLs profile-wide. The
text box allows for configuration of the baseline threshold that URLs must exceed before
being considered for heavy URL determination.

2. This section of the DoS Profile Heavy URL configuration allows an administrator to explictly
configure a URL(s) as heavy, whether it is detected as heavy by Advanced Web Application
Firewall or not. Use this section to define application resources which are known to be
heavier in terms of resource consumption, or known to be less resilient to higher volumes
of traffic than the rest of the application.

3. This section of the Dos Profile Heavy URL configuration allows an administrator to ex-
plictly configure URL(s) and wildcard URL patterns to be excluded from automatic heavy
URL detection. Use this section, to identify URLs which you know may perform slower
than average under normal conditions, or URLs you do not wish to have Advanced Web
Application Firewall offering heavy URL protection.

Note: To provide mitigation for heavy URLs, you must enable at least one of the URL-
based prevention policy methods in the TPS or Stress-based Anomaly sections of the DoS
profile.

3. Geolocations Geolocations provides options to override the dos profile geolocation detection criteria
by explicity whitelisting or blacklisting specific geolocations.
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Geolocations Overrides the DoS profile's Geolocation Blackiist: Avallable Gealocations: Geolocation Whitslist: Close
Geolocation Detection Criteria
threshald satlings by selecting
countries from which to allow or Block
traffic during a DoS attack

Afghanistan

Aland |slands

Albania

Algeria
<< |American Samoa >
5o |Andorra <

Angola

Anguilla

Antarctica

Artigua and Barbuda

4. Single Page Application Single Page Applications (SPA) represent a change in application architec-
ture that moves much of the content rendering and routing to client-side code. Application requests
which require server-side processing are sent as AJAX requests towards server, and the response is
typically JSON/XML; this is different from traditional web applications that send HTTP requests, and
generally levergage HTML as the predominant response content type. As a result, Advanced Web Ap-
plication Firewall needs to modify the way it challenges clients for features like Proactive Bot Defense
and capturing Device ID in the TPS/Stress based anomaly detections. Enabling this option modifies
Advanced Web Application Firewall’s challenge and challenge validation mechanisms. When deploy-
ing L7 DoS protections it is important to understand the application architecture, and if protecting a
SPA, enabling this option is critical for proper operation.

Note: The goal of this module is to explain the Stress-Based and Behavioral DoS configuration options.
The module does not contain any exercises. If you are already familar with a the settings you can skip to
module 5.

8.4 Stress-Based and Behavioral DoS Profile Settings

In this module, we will review the various settings for configuring Stress-based and Behavioral DoS pro-
tections in more detail. We will not review each and every setting, leaving that exercise up to the reader,
but instead will focus on key settings which will most likely require attention during a production deploy-
ment. More detail on each individual setting can be found by viewing the Help on left side of the BIG-IP
Configuration Utility (GUI).

8.4.1 Review Stress-Based Dos Profile Settings

To appreciate the powerful nature of Advanced Web Application Firewall’'s Behavioral DoS feature, it first
makes sense to analyze one of the other L7 DoS protection mechanisms. For this exercise, we will examine
the options and behaviors of the Stress-based DoS protections available in an Application Security DoS
profile.

To review the settings below, navigate to Security >> DoS Protection >» DoS Profiles, click the DoS profile
hackazon_bados created earlier for this module, then click Behavioral & Stress-based Detection in the
Application Security navigation menu, and set the Operation Mode to Transparent.
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Application Security » Behavioral & Stress-based (D)DoS Detection Edit A

Operation Mode Specifies how the sysiem roacts Bocdng & ‘_
whon It detects an aftack
Threshalds Mode fias what typa of Manus ‘_ O

Stress-based Detection By Source IP Congider an IP a8 an afiacking entity I oither of the loliowing conditions occur
and Mitigation

Relative Threshold: TPS increased by: 500 % and reached af loast 40 fransactions per second OR

O-’ Absolute Threshold: TPS reached: 200 iransactions per second

CAPTCHA Chal enge
+ Roquest Blocong  Rate Limit 3

Soloct mtigation mothods 10 usa on the attack ng Py
Cliont Side Integrity Delense ) O

Requesi Blocking (Rate Limi

Behavioral Detection and
Mitigation

Prevention Duration fios the g 0d | enod 120 seconds
iopped, & i l 1200 seconds

. Operation Mode Defines the operational mode for the stress-based dos protection feature. Available

options include: Blocking, Transparent, Off. Blocking means feature will detect, report, and mitigate.
Transparent means feature will detect, report, but will not mitigate. Off means the feature is disabled.

2. Threshold Mode Defines how Advanced Web Application Firewall derives thresholds to be used in

detecting the TPS component of a stress-based attack. Options include:

+ Manual: Administrator explicity configures TPS and percentage thresholds based on their knowl-
edge of the environment or specific requirements.

+ Automatic: Advanced Web Application Firewall monitors traffic rates automatically and calcu-
lates the thresholds based on normal traffic volume to the application.

Stress-based Detection Options Advanced Web Application Firewall can trigger an attack if any/all
of the following detection methods exceed the thresholds defined or calculated for the detection
method:

+ By Source IP: A specific source IP has exceeded the thresholds defined in the detection thresh-
olds.

» By Device ID: A specific device has exceeded the thresholds defined in the detection thresholds.
Device ID is ASM calculating a fingerprint for a given device. The feature requires Javascript
injection for proper operation. However, the feature offers the benefit of detecting a specific
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device, even if the attack varies its source |IP address.

» By Geolocation: A country/geolocation has exceeded the thresholds defined in the detection
thresholds.

+ By URL: Request traffic to a specific (or set of URLs identified in URL patterns section of the DoS
Profile General Properties) has exceeded the thresholds defined in the detection thresholds.

+ Site Wide: Request traffic to the entire web site has exceeded the thresholds defined in the
detection thresholds, and an attack has not been detected using any of the other detection
criteria. Site-wide is considered last resort.

Note: Itis important to understand that while stress-based protections are monitoring server latency,
and tracking application request volume in short and long term intervals, the detection methods listed
above are the only ways to identify when an attack is on-going. This, as you will see, is quite a bit
different than they way Advanced Web Application Firewall Behavioral DoS feature identifies attacks
and attackers!

8.4.2 Review Behavioral DoS Settings

Having reviewed the options for configuring Stress-based dos mitigation, now let's examine the options
required for configuring Advanced Web Application Firewall’s Behavioral DOS mitigations.

Behavioral & Stress-based

. v Stress-based Detection By Source IP Mitigation: Request Blocking (Rate Limit) Edit
Detection and Mitigation

Becord Traffic By Device ID No mitigation Edit
By Geolocation No mitigation Edit
By URL Mitigation: Request Blocking (Rate Limit) Edit
Site Wide No mitigation Edit
Behavioral Detection and By Bad Actors Behavior / Signatures Bad actors behavior detection 4'_ @ Close

Mitigation Enables traffic behavior, server's capacity learning, and anomaly detection

@ _’ Request signatures detection

Enables signatures detection

@ ’ Use approved signatures only
Mitigation

No mitigation ' 4— @

Learns and monitors traffic behavior, but no action is taken.

1. Bad Actors Behavior Detection Determines whether Behavioral DoS engine tracks and attempts
to identify the bad actors contributing to a given set of malicious traffic. When Bad Actor Behavior
Detection is enabled, once Advanced Web Application Firewall detects server stress and identifies
a set of malicious traffic contributing to the server stress, the Behavioral DoS engine then attempts
to identify what source IP addresses are generating the malicious traffic, and what percentage of
malicious traffic a given bad actor is contributing. Bad actors, are mitigated at transport layer via
slowdown mitigation techniques, and the rate at which they are mitigated is directly related to their
percentage of contribution to the malicious traffic set, and the migitation mode selected.
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2. Request Signature Detection Determines whether Behavioral DoS engine will attempt to generate
a traffic signature to block anamolous traffic. Advanced Web Application Firewall Behavioral DoS fea-
ture is in a permanent learning state, always tracking application requests, and the construction of
these requests, and then comparing to an evolving baseline. When Request Signatures Detection
is enabled, once Advanced Web Application Firewall detects server stress, it looks to identify traffic
characteristics which have deviated from the baseline. If there are deviating characteristics, the Be-
havioral DoS engine, then dynamically generates a signature based on these deviating characteristics
to block anamolous traffic.

Note: In addition to generating signatures the Behavioral DoS Engine also continually
evaluates the signature for efficacy, minimizing the risk of signature becoming false positive
and blocking known good traffic.

3. Use Approved Signatures Only By default, when Request Signatures Detection is enabled, Ad-
vanced Web Application Firewall will generate and use dynamically generated attack signatures as
defined by the mitigation mode selection. By enabling this option, the administrator overrides this
behavior, and forces a manual step to review and approve the signature prior to any mitigations taking
effect. Signatures can be reviewed from Advanced Web Application Firewall GUI via Security -> DoS
Protection -> Signatures.

£ Refresh Disabled v

Famly Atfack Stalus Coniext Tags Add Filter HTTPSig3728590850... Miigate ¥

Enter Mame, Allas or Aftack ID Y T T : B E

Tags: %

Dynamic Description:

Creation Info

|| Name Family | © Deployment State ¢ Approval State | © Shareabilty | © Attack Status ¢ Creation Time Cantext Mias:

¢ HTTPSig37285808504811065301756339676 Mitigate Unapproved Not-shareable o Mon Jul 23, 08:51:41 2018 -0700 vs_hackazon_http | ( {GommonHTTP5ig3728590850481

\;—Approved

Cancel || Update
HTTPSigd7285908504811065301756339676 Alias Creation Time Description
[Common/HTTPSig37285908504811065301756339676  Man Jul 23, 08:51:41 2018-0700

1k M slifinsd

Once a signature has been approved, the Signature Approval State for the signature will
change to “Manually-approved”. When approved signatures only is selected, only signa-
tures which have been approved will be active.

4. Mitigation Defines the mitigation mode for Advanced Web Application Firewall Behavioral DoS. Op-
tions include:

* No Mitigation:

— Monitors traffic, generates signatures, and identifies bad actors, but does not perform
any mitigation.

+ Conservative Protection:

— If Bad Actors Behavior Detection is enabled, slows down bad identified bad actors.

— If Request Signatures Detection is enabled, blocks requests that match attack signatures
+ Standard Protection:

— If Bad Actors Behavior Detection is enabled, slows down bad identified bad actors.

— If Request Signatures Detection is enabled, blocks requests that match attack signatures
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— Rate limits all requests based on server health

— Limits the number of concurrent connections from bad actor IP addresses

— If necessary, limits the number of all concurrent connections based on server health
» Aggressive Protection:

— If Bad Actors Behavior Detection is enabled, slows down bad identified bad actors.

If Request Signatures Detection is enabled, blocks requests that match attack signatures

Rate limits all requests based on server health

Limits the number of concurrent connections from bad actor |IP addresses

If necessary, limits the number of all concurrent connections based on server health

Proactively performs all protection actions, even before attack detection, increasing im-
pact of protection techniques.

Advanced Web Application Firewall mitigates DoS with the most effective and efficient method avail-
able, and as quickly as possible to restore server health. Meaning, the mitigation method will often
change over time as more data is learned and analyzed. For example, at the onset of an attack, Ad-
vanced Web Application Firewall may apply global rate limiting in an attempt to mitigate an onslaught
of traffic. Then, as the signature engine has observed enough traffic to identify malicious traffic and
generate a signature, the Behavioral DoS engine will begin mitigating with request signatures and dis-
continue global rate limiting. Finally, as bad actors are identified, traffic from those sources is mitigated
using layer four slowdown mechanisms, and request signatures are only used for traffic matching the
signature and not in the bad actor list. This approach allows Advanced Web Application Firewall to
perform better under attack, and mimimizes the risk of blocking good traffic while mitigating DoS.

8.4.3 Summarizing Key Points

After reviewing several options for both Stress-based and Behavioral DoS features, the goal of this section
is to call out some key points which might be overlooked when reviewing configuration options:

* All DoS features are complementary to Advanced Web Application Firewall web application firewall
(WAF) and bot protection features. DoS features mitigate traffic that exceeds a certain rate or induces
server-side stress. This traffic is, many times, completely legitimate traffic which will not trigger a WAF
block.

» Heavy URL, TPS-based DoS, Stress-based DoS, and Behavioral DoS features can all be configured
concurrently, complementing one another, or separate and independent of one another.

+ Both Stress-based and Behavioral DoS protection features continually monitor application server per-
formance for signs of server stress. Both features will consider server stress as a key component in
detecting an attack, and neither will trigger a mitigation if the server is perceived to be healthy.

 Stress-based and TPS based DoS features can detect DoS attacks across a pre-defined set of de-
tection criteria (source IP, URL, device ID, geolocation, site). Behavioral DoS is not constrained to a
pre-defined set of detection criteria, but instead is a self adjusting dynamic DoS defense system which
can detect DoS across hundreds of traffic predicates. As a result, Behavioral DoS, is much more ef-
fective in mitigating multi-vector layer seven DoS attacks which mutate over time. Conversely, TPS
and/or Stress-based DoS features are much better at defining specific rate limits for traffic entering
your application.
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8.5 Request Signatures

In this module you will be initiating a L7 DDoS attack on the hackazon virtual server, from eth1, using
10.1.10.53 as the source IP address. This source IP will match XFF_mixed_Attacker Good_iRule, and an
X-Forward-For header will be inserted in the HTTP request in the 132.173.99.0/24 IP address range.

Once the attack begins the BIG-IP WAF (ASM) will immediately switch into attack mode due to the server
health deteriorating almost immediately. As the server gets totally overwhelmed, you may at first notice the
good script dropping requests. That’s why BaDoS first mitigates with a global rate limit just to protect the
server. In a short time, the good script will go back to all 200 OK responses. During this time Behavioral
DoS identifies anamolous traffic and generates Dynamic Signatures matching only the malicious traffic.
Once mitigation is in effect, the server health will rapidly improve and application performance will return to
normal.

1. Using Chromium Browser on the Xubuntu Jumpbox, open tab to the GUI on bigip01 (https://10.1.1.
245)

2. Navigate to Security »> DoS Protection:Signatures and click on the Dynamic box, then set the
Refresh value to 20 secs.

3. Open another tab/window in Chromium Browser, and go to Security >>Reporting : DoS : Dashboard.
The dashboard is NOT real time in may take up to 10 minutes for traffic to display.

4. Reuvisit the Terminal window you opened earlier which is monitoring behavioral DoS learning signals.
Verify the first number (baseline_learning_confidence) is at or above 80%. Normally, above 90%
would be ideal, but for the purposes of this lab over 80% will suffice.

5. Reuvisit the Terminal window you opened earlier which is still running the baseline traffic generation
script. Make note of the normal, pre-attack, response time for each request.

6. From Xubuntu Jumpbox open a NEW Terminal window. From your home directory enter:

f5student@xjumpbox~$ ./AB_DOS.sh

— Select *%2x% — Attack start - score

7. Using Chromium Browser on the Xubuntu Jumpbox, open another tab to the GUI on bigip01, and
navigate to Security »» Event Logs »> DoS »> Application Events

8. Almost immediately you should see an attack has started, and Advanced Web Application Firewall
has assigned an Attack ID to the event. You will see something similar to the screenshot below:

Security » Event Logs : DoS : Application Events

s » | Application ~ | Protocol ~ | Netwark ~ | DoS ~ | Bot Defense ~ | Logging Profiles
I

LastHour ¥ |Search| Custom Search...

Time |+ Virtual Server +  * Profile Name Event | ¢ Detection Mode | ¢ Mitigation|| + TPS | ¢ Detection Threshold | ¢ Mitigate To Threshold ¢ Threshold Conditiogf| ¢ Attack ID | \Enity Type | Entity | ¢ De

2018 /Commonivs_hackazon http [ /Commonhackazon bados |Attack  Behavioral Behavioral | 6 tps 1783458958
053 started  detection
06:37:54

9. Review the Dyanmic Signatures Ul page opened in step #2. It might take a few moments for a
dynamic signature(s) to generate, but shortly after the attack has been detected a signature should
be created. Once a signature(s) is generated, if you click on the signature (NOT on the blue link, but
somewhere on the signature bar), you will get the details about the signature in Wireshark format.
Also, you can examine the current status of the signature (mitigating or not), and statistics on recent
attacks which used the signature.
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Security » DoS Protection : Signatures

# -~ | Dos Profiles Signatures
I

2 Refresh  Disabled v

Family Attack Status Context Tags Add Filter
Enter Name, Alias or Attack 1D T - s - - - s - E =
Dynamic
O, O] O,
| | Creation Info
Mame v = Family | © Da‘ownent State | © Approval State | © Shareability i'ﬁﬂack Sta1I.|5| % Creation Time © Context < Profile
TPSig37285908504811065301753458959 Mitigate Unapproved Maot-shareable o Thu May 31, 07:11:13 2018 -0700 vs_hackazon hitp hackazon bad
HTTPSig37285908504811065301 783458959 Alias Creation Time Description
{Common/HTTPSig37285908304811065301783458959  Thu May 31, 07:11:13 2018 -0700
Last Medified
Thu May 31, 07:11:13 2018 -0700
Predicates String

1tip.x_forwarded_for_header_exisis eqtrue) and ( http.accept_encoding_header_exists eqtrue) and ( hitp.pragma_header exisis eqtrue) and ( hitp.host_header exists egirue) and { htip.unkno
http.uri_len between 0-15) and ( hitp.accept_header exists eqirue) and (hitip.uri_parameters eqno-guery ) and [ htip.headers_counteq11) and { hitp.referer_header exists egirue ) and { hitp.
http.cache_contral hashes-to 14 ) and ( htip.cache_conirol_header_exists eqirue ) and | http.referer hashes-like http://10.0.2.1/none.himl ) and { hifp.user_ager

@ Most Recent Attacks

Attack IO | Context | Profile Aftack Time | Accuracy | Detection Threshcld EPS

1783458929 vs_hackazon_hitp hackazen_bados Thu May 31, 07:12:41 2018 -0700 100% o

Signature ID: Signature ID generated for this signature. You can use the signature ID in
DoS Analysis/Dashboard views (explored in module 6) to get more details on actions taken
by this signature.

» Deployment State: current state of the signature. Options include:

Mitigate - Collect stats, learn, alert, and mitigate. All thresholds and threshold actions
are applied, and rate limiting occurs if the device is under high stress.

Detect Only - Collects stats, learn, and alert. Develops dynamic signatures without
enforcing any thresholds or limits.

Learn Only - Collect stats and learn. Develops dynamic signatures without enforcing
any thresholds or limits

Disabled - No stat collection or mitigation, totally disables the signature.

+ Attack Status - the state of the signature with respect to ongoing attacks. Specifically,
defines whether this particular signature is being used to mitigate an on-going attack.

« Attack ID - the attack ID for the attack that generated this signature. Clicking the attack ID
will take you to the DoS Analysis views filtered on this attack ID.

+ Predicates List - the conditions for the request to be associated with this signature. In-
cludes one or more match ,expresssions, joined by logical operators, which the system
uses to match traffic causing a DoS attack.

+ Attack History - provides an account of all attacks in which this signature has been used
to mitigate.

Note: Dynamic Attack signatures generated will remain in the list up to the max number of sig-
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10.

11.

12.

13.

natures supported, and will be will re-used whenever an attack is detected, and traffic matches
the conditions defined in the signature

With the attack script still running, examine the output of the baseline script. You should be getting
HTTP 200 OK responses, and the response time should be inline with pre-attack response times.
Also, verify you can use browse to http://hackazon.f5demo.com without issue.

In the window where you are running the attack script, enter CTRL-C, then type 4 to kill the attack
script cleanly.

Using Chromium Browser, navigate to Security »> DoS Protection:Signatures and click on the Dy-
namic box. Then click the check box next to the Name column to select all signatures, and click delete
to remove all attack signatures created during this module.

Leave baseline_menu.sh script running.

8.6 Bad Actor Detection

In the last module, you used request signature detection to mitigate an application layer DoS attack. You
also saw the Behavioral DoS engine deploy global rate limiting to bring the servers back to health while
signatures were being generated, then mitigate targeted attack traffic with the newly generated signature.
In this module, we will leverage Bad Actor Detection to throttle known bad actors.

1.

Navigate to Security >> DoS Protection : DoS Profiles and click the hackazon_bados profile we
created earlier.

Click the Application Security tab, and then click Behavioral & Stress-based Detection button in
the Application Security panel.

Click the Edit link to the right of the Behavioral Detection and Mitigation section, then check the
checkbox for Bad actors behavior detection, and uncheck the box next to request signatures
detection

Scroll down, and click the Update button.

5. From the Xubuntu Jumpbox open another Terminal window. Then:

6.

f5student@xjumpbox$~ ssh root@10.1.1.245

From the SSH session, run the following command:

[root@bigipo0l:Active:Standalone] config # watch ipidr -1 /Common/vs_
—hackazon_http+/Common/hackazon_bados

Initially, because no attack is active, the IP list will be empty. Keep this command running in one
of the Terminal windows. Things are about to change!

Using the Terminal window on the Xubuntu Jumpbox from the previous module, or a new one, re-run
the attack script using the following command:

f5student@xjumpbox~$ ./AB_DOS.sh

- Select #**2%x*x — Attack start - score

Using Chromium Browser on the Xubuntu Jumpbox, open another tab to the GUI on bigip01, and
navigate to Security »> Event Logs »> DoS »> Application Events
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9. Almost immediately you should see an attack has started, and Advanced Web Application Firewall
has assigned an Attack ID to the event. You will see something similar to the screenshot below:

Security » Event Logs : DoS : Application Events

E 2 Application ~ | Protecol - Logging Profiles

Network - ~ | Bot Defense -

Last Hour ¥ | |Search| Custom Search

Time Virtual Server + Profile Name Event | ¢ Detection Mode | ¢ Mitigation|| ¢+ TPS | ¢ Detection Threshold Mitigate To Threshold | ¢ Threshold Conditio Attack ID Entity Type | Entity | + De

2018- /Commonivs_hackazon_http £J /Common/hackazon_bados |Attack  Behavioral Behavioral | 6 tps
05-31 started  detection
06:37:54

10. From the Terminal window started in step #6, monitor the output of the ipidr command, and the status
of the IP greylist. You should see something similar to the image below:

\ e:Standalone] config # ipidr -1 /Commo
locate key 1514 2968 flags 1B6

g 68 flags 1B6
Mapped memory @
autob
)00] Magic [B1
Prod | Tout

1. IP: IP address that is member of the greylist

2. Rate: Probability of drop for an ingress packet. Higher number equals higher drop rate
at the TCP layer. As drop rate goes up, retransmit rates increase, and subsequently TCP
window sizes adjust closer to zero. Also, note this behavior will be different if the client IP is
learned through a layer 7 header. If so, the behavior will be an HTTP rate limit versus TCP
based mitigations.

3. Prod: Number of stat producers. In this environment, this should always be 1.

4. Tout: Time-out/TTL. Prior to releasing an IP address from the greylist, Advanced Web
Application Firewall will quarantine the IP address for a period of time. During this time,
TCP slowdown methods will discontinue, and HTTP rate limiting will take over. If during the
quarantine period, the IP address triggers more attack traffic, the IP will be removed from
quarantine and placed back in greylist. Quarantined IP addresses are visible in the DoS
Dashboard/Analytics views in the Mitigation panel.
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11.

12.

13.

With the attack script still running, examine the output of the baseline script. You should be getting
HTTP 200 OK responses, and the response time should be inline with pre-attack response times.
Also, verify you can use browse to http://hackazon.f5demo.com without issue.

In the window where you are running the attack script, enter CTRL-C, then type 4 to kill the attack
script cleanly.

Leave baseline_menu.sh script running.

8.7 Bad Actor Detection and Request Signatures

In the previous modules, we examined both request signature detection and bad actor detection mitigations
individually. In this module, we will enable both mitigations together, and explore how they operate in tandem
to mitigate a DoS attack. Additionally, we will use Advanced Web Application Firewall’s DoS Reporting tools
to further inspect the details of each attack.

1.
2.

Using Chromium Browser on the Xubuntu Jumpbox, open another tab to the GUI on bigip01

Navigate to Security »» DoS Protection : DoS Profiles and click the hackazon_bados profile we
created earlier.

Click the Application Security tab, and then click the Behavioral & Stress-based Detection button
in the Application Security panel.

Click the Edit link to the right of the Behavioral Detection and Mitigation section, then uncheck the
checkbox next to Bad actors behavior detection, and check the box next to Request signatures
detection

5. Scroll down, and click Update button.

6. Navigate to Security »> Reporting >> DoS »> Dashboard

10.
11.

From the DoS Dashboard select the refresh drop down and set value to 1 min, and grab the slider
bar at the top and drag it as far right as possible.

On the right side of the DoS Dashboard, grab the handle just to the right of the HTTP and Network
filter labels, and pull left to the midway point of the screen.

Using the inner-most vertical scroller on the right-hand side of the screen, scroll down until you see
the Transaction Outcomes dynamic panel. Click the panel to expand, then click the three vertical
lines to the left of the Transaction Outcomes label. Click on Columns, and click the green icon to
remove all row labels except the following:

Transactions

Attacks

Valid Transactions

Mitigated Transactions

Blocked Transactions

Imcomplete Transactions

Repeat the same process to filter the Behavioral Signatures dynamic panel.

With the baseline traffic still running, examine both the Transaction Outcomes and Behavior Sig-
natures panels. You should see all transactions have an outcome of Passthrough. Also, the center
column of the main dashboard view should show no current attacks in progress. Keep this window
open.
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12. From the Xubuntu Jumpbox open another Terminal window, or return to a previously opened window.
Then:

f5student@xjumpbox$~ ssh root@10.1.1.245

13. From the SSH session, run the following command:

[root@bigipo0l:Active:Standalone] config # watch ipidr -1 /Common/vs_
—hackazon_http+/Common/hackazon_bados

14. From the Xubuntu Jumpbox open another Terminal window, or return to a previously opened window.
Then, re-run the attack script using the following command:

f5student@xjumpbox~$ ./AB_DOS.sh

- Select #*%2%x*x — Attack start - score

15. Open another tab to the GUI on bigip01, and navigate to Security >> Event Logs >> DoS »> Application
Events

16. Almost immediately you should see an attack has started, and Advanced Web Application Firewall
has assigned an Attack ID to the event. You will see something similar to the screenshot below:

Security »» Event Logs : DoS : Application Events

o

~ | Network ~ | DoS ~ | Bot Defense
—

Application ~ | Protocol ~ | Logging Profiles

Last Hour ¥ | [Search| Custom Search.
* Time | * Virtual Server ‘E ‘ * Profile Name s Event‘ * Detection Mode | © Mitigati }: TPS | + Detection Tl - Mitigate To Threshold | + Threshold Condiuo'ﬂ': Attack ID Nﬁty'rype
2018- J/Common/vs_| _http Ed /Commoni't _bados | Attack Behavioral Behavioral | 6tps 1783458958
05-31 started  detection
06:37:54

17. Open another tab to the GUI on bigip01, and navigate to Security >> DoS Protection : Signatures,
and click on the Dynamic box, then set the Refresh value to 20 secs. In a few moments, you should
see request signatures being generated.

18. Return to the browser tab opened to the DoS Reporting Dashboard. Monitor the Transaction Out-
comes and Behavioral Signatures dynamic panels. After a few minutes, you will begin to see
signature based mitigations, and your dashboard should like similar to the image below:
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1. DoS Dashboard view shows an attack has been triggered. Select the attack, click the filter

icon in upper right hand corner of Attacks table, and you can adjust the columns to view.

2. This attack was initially mitigated with HTTP global rate limiting before a signature can
be generated, accounted for in the DoS Blocked row. Then, as an attack signature is
generated, all attack traffic should begin to be blocked with the request signature(s), evident
by looking at the Blocked Bad Request row in transaction outcomes. At this point, if you
refresh the dashboard, DoS Blocked counts should remain static, and Blocked Bad Request
counters should be incrementing.

3. Behavioral DoS will generate and adjust signatures as the traffic changes. This panel
shows the signatures, referenced by signature name, that have been used to mitigate this

attack.

19. Look back at the browser tab showing the Dynamic Request Signatures. You should now see that not

only have signatures been generated, but they are active in mitigating a current attack. See below:
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Mitigate Unapproved Mot-shareable o‘_OMonJun 4.11:13:24 2018 -0700 vs_hackazen hitp hackazon_bados 3191789998 0 1]

'231303191789998 Alias Creation Time Deseription
{Common/HTTPSig368467065167231303191789998  Mon Jun 4, 11:13:24 2018 0700
Last Modified
Man Jun 4, 11:13:24 2018 0700
Predicates Siring
tseqtrue) and | httpunknown_headereqtrue ) and (hitp.uri_lenbetween0-13) and ( http.accept contains application ) and ( http.uri_parameters eq no-query ) and ( httpreferer_header_exisis eqtrug) and ( hitp.headers_cov

11} and (htfp.uri_file hashes-like/) and ( hitp.cache_control hashes-to 14) and { hitp.cache_control_header_exists eqirue ) and ( hitp.accept_encoding_header_exists eq true )

Most Recent Attacks
Context Profile Attack Time Accuracy Detection Threshold EPS Mitigation Threshald EPS
vs_hackazon_http hackazon_bados Man Jun4, 01:24:48 2018 -0700 100% 0 0
Mitigate Unapproved Mot-shareable o Mon Jun 4, 10:55:37 2018 -0700 wvs_hackazen hitp hackazon_bados 3191789998 0 [i]

1. The Attack Status icon has changed to red, and shows “mitigated-with-attackid”.

2. Most recent attacks should show an incrementing Current EPS (Events Per Second)
counter.

20. Using a different browser tab, navigate to Security >> DoS Protection : DoS Profiles and click the

21.

hackazon_bados profile. As you did earlier, edit the Behavioral Detection and Mitigation section.
This time, check the checkbox next to Bad actors behavior detection, then click Update.

Return to the browser tab monitoring the DoS event logs. Soon, you will see Advanced Web Appli-
cation Firewall ends the current attack, and immediately triggers a new attack. Your DoS Application
Events log should look similar to the below image:

(LastHow v]|Seach Custom Search.

Time | ¢ Virlual Server #| ¢ Profile Name Event fap Modz | ¢ Miigation | © TPS | ¢ Detection Threshold ¢ Mifgate To Threshold | © Threshold Condifion | ¢ Atiack 1D ¢ Entity Type | Entity ¢ D¢
2018 /Comman'vs_hackazon hitp &) /Commonhackazon bagos Attack  Behavioral Behavioral 0 ps 3191750004 ]
06-04 staried  detection

13115

2018 /Comman/vs_hackazon hitp £ (Commenhackazon bados Attack  Behavioral Behavioral 490 3191730002 ]
06504 detection ps

131150

2018 [Commarvs_hackazon hitp & (Commenhackazen bados Aftack  Behavioral Behavioral  91ps 3191730002 ]
06-04 staried  defection

1250:34

2018 /Comman'vs hackazon htp &) /Commonhackazon bados Attack  Behavioral Behavioral 0 1ps 191750001 0
06-04 ended  defection

122523

22. Return to the browser tab opened to the DoS Reporting Dashboard. Monitor the Transaction Out-

comes and Behavioral Signatures dynamic panels. After a few minutes, you will begin to see trans-
actions being mitigated with Blocked Bad Actor. Shortly after you begin seeing transactions being
mitigated via bad actor detection the Blocked Bad Request row should stop incrementing blocked
transactions. Also, you should now see another attack has been triggered in the Attacks table. Your
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DoS dashboard should look similar to below image:

Attacks

#of Attacks (i ] # of Attacks per Protocol (i]

Critical

HTTP |

DNS
sip
Network

Moderate

High 0 ! 2

Low

e MitigeemSitart | End 2D, zIPs.. | =Blocked. !

31¢ Criti.. Applic. AppB.. /Commo.. Behavi.. 2018-0_ Ongoing 9m. 100 784.12]

|~ 31¢ Criti.. Applic. AppB.. /Commo. Behavi. 2018-0. 20180. 21. 100 6.86M

= Client [P Addresses +
= DoS Profiles ~

| = Transaction Outcomes ~

Q ~ Transac... Aftacks  Valid Tran... Mitigated ... Blocked Tr..
Bl BadR L t 0 B.81M
Blocked Bad Actor B0B.T9K 2 0 808.79 0
DoS Blocked WK Z 0 T
Passthrough 8.89K 2 8.89K 0 0
Incomplete 2.04K 2 [1} 0 0

= Behavioral Signatures ~

Q - Transac... Aftacks  Valid Tran... Mitigated ... Blocked Tr..
#Common/HTTPSig508696... 22T 1 [1} 0 22T
BaDOS Staging Signature... 22TM 1 0 0 227TM
#Common/HTTPSig456846... 22T 1 [1} 0 22T
Mo behavioral signature 854.50K 2 8.89K 808.79K 479K

Note: Request Signatures blocked L7 requests that
drop. Bad Actors are mitigated at layer three and four.

match the signature using a layer seven

. Incomplet.

o 2 o o

204K

. Incomplet.
[}

0

a

204K

23. Return to the Terminal window from step #13 above. You should see the IP greylist again adding

attacking IP addresses.

24. Return to the browser tab monitoring the Dyamic Request Signatures, and examine the attack status
for the attack signatures and EPS counter. You should see the attack status as Detected, not miti-
gating, and EPS should be 0. This attack is now being mitigated excusively by bad actors as in the

previous module.

8.7.1 Bonus

The exercise above shows Request Signatures and Bad Actor Detection working in tandem to mitigate
an attack. However, we have a relatively small set of attackers, so almost immediately Advanced Web
Application Firewall will identify all the bad actors, and the attack will be 100% mitigated with bad actor
detection. In the real world, it is highly likely the set of attackers will be very large and dynamic. So, it is
quite possible, that as soon as bad actors are detected, the attacking sources will change. At that point,
you will see an attack being mitigated by both request signatures and bad actors. Try the below steps to

simulate this activity.

1. Return to the iRule configured in module 1 (Create XFF-Mixed Attacker iRule)

2. Modify line #10 to match below and click Update

when HTTP_REQUEST {
# Good traffic

set xff 153.172.223.[expr int (rand()
HTTP: :header insert X-Forwarded-For

}

L R I NP R N

# Attack traffic

if { [IP::addr [IP::client_addr] equals 10.1.10.52] } {

*100)1]
Sxff
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9 if { [IP::addr [IP::client_addr] equals 10.1.10.53] } {
10 set xff 112.173.99.[expr int (rand()=1000)]

1 HTTP: :header insert X-Forwarded-For S$xff

12 }

13 }

3. Return to the browser tab monitoring the DoS Dashboard. Shortly, after the iRule change you should
now see the Blocked Bad Request counter incrementing again. In time, Advanced Web Application
Firewall will begin to learn all the new IP’s as well, but you should have enough time to see both
mitigations active concurrently.

4. Return to the browser tab monitoring the Dynamic Request Signatures. You should now see the attack
signatures are again active and mitigating the attack until all new sources have been learned by bad
actor detection.

This completes the Introduction to L7 Behavioral DoS Self Guided Lab. Thanks for attending the session,
and have a great week at F5 Agility 2018!
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